IDAHO

State of Idaho

CHANGE ORDER - 04
PLEASE DO NOT DUPLICATE THIS ORDER.

Change Order Summary Supplier
. Morgan Bell
Purchase Order Number: PADD16200941 Identity Theft Guard Solutions
10300 SW Greenburg Rd
Account Number: AC-1 Portland, OR 97223

Phone: 9712424729-

Revision Number: 04
Fax:
Change Order Date: February 01, 2019
Email: morgan.bell@idexpertscorp.com
Service Start Date: February 23, 2019
Buyer Contact
; . Jason Urquhart
Service End Date: February 22, 2020 Tel208-332-1608
. Fax: 208-327-7320
Payment Method: Invoice jason.urquhart@adm.idaho.gov
Payment Terms: NET30
Currency usb
FOB Instruction: Destination
. Changel.og.htm :Purchase Order
Attachment(s): Change
Contract Number:
Bill To Address Ship To Address
DOP - Various State Agencies DOP - Various State Agencies
State of Idaho State of Idaho
Various Locations Various Locations
See Below for Details See Below for Details
on Specific Locations on Specific Locations
Various, Idaho 83702 Various, ldaho 83702
Phone: 208-327-7465 Phone: 208-327-7465
Fax: 208-327-7320 Fax: 208-327-7320
Email: purchasing@adm.idaho.gov Email: purchasing@adm.idaho.gov
Mail Stop: DOP - Various Locations Mail Stop: DOP - Various Locations

Instructions
PADD16200941, Data Breach and Credit Monitoring Services for the State of Idaho (the “Contract’) is amended effective
February 1, 2019. All of the terms and conditions contained in the Contract shall remain in full force and effect, except as
expressly modified herein.

THIS IS A UNILATERAL, ADMINISTRATIVE AMENDMENT TO CONTRACT NUMBER PADD16200941 TO CORRECT THE
CONTRACT NUMBER UNDER THE INSTRUCTIONS SECTION ON THE PADD. ON CHANGE ORDER - 03 THAT
NUMBER SHOWS AS "PADD16200142". THIS HAS BEEN CORRECTED VIA THIS AMENDMENT AS SHOWN IN THE
PARAGRAPH DIRECTLY ABOVE.

NO OTHER CHANGES NOTED.

Contract History:

Contract initial term: 4/5/16 -2/22/18.

Amendment 01 (administrative amendment).

Renewal. Term: 2/23/18 - 2/22/19.

Second renewal. Term: 2/23/19 — 2/22/20 (unless new contracts awarded sooner).
Amendment 04 (administrative amendment).

Total estimated contract value: $10,000.00.



Contract Title.................. Data Breach and Credit Monitoring Services
Contract Usage Type........ Mandatory Use
Public Agency Clause......Yes

Contract Administration:

Jason Urquhart

Phone: (208) 332-1608

Fax: (208) 327-7320

Email: jason.urquhart@adm.idaho.qgov

Contractor Contact:

Jonathan Boston

Phone: (971) 242-4718

Email: jonathan.boston@idexpertscorp.com

The Contract is for the benefit of State of Idaho Agencies, institutions, and departments and eligible political subdivisions or
public agencies as defined by Idaho Code, Section 67-2327. The Division of Purchasing or the requisitions agency will issue
individual releases (work or purchase orders) against this Master Contract on an as needed basis.

CONTRACTOR: BILL DIRECTLY to the ORDERING AGENCY. DO NOT MAIL INVOICES TO THE DIVISION OF
PURCHASING. Notating the Contract Award Number on any invoices/statements will facilitate the efficient processing of
payment.

QUANTITIES: The State of Idaho, Division of Purchasing can only give approximations of quantities and will not be held
responsible for figures given in this document.

For ordering and payment information see the contact information above.

Items
Supplier : S
Part Number Quantity Back Order Unit Unit Price Total
1.00 0 ANN 10,000.00 $10,000.00
Item Description #1
Contract renewal period: February 23, 2019 through February 22, 2020.
Rz
Delivery Date: February 22, 2018
Shipping Method: Delivery
Shipping Instructions:
Ship FOB: Destination
Attachment(s)
Special Instructions:
Sub-Total (USD) $10,000.00
Estimated Tax (USD) $0.00
TOTAL: (USD) $10,000.00

Note: If there is a & next to an item's unit price, that indicates that the price has been discounted.

ﬁ—

Signature : s

Signed By :  Jason R. Urquhart



IDAHO

State of Idaho

CHANGE ORDER - 03

PLEASE DO NOT DUPLICATE THIS ORDER.

Change Order Summary
urchase Order PADD16200941
Account Number: AC-1
Revision Number: 03
Change Order Date: January 29, 2019
Service Start Date: February 23, 2019

Service End Date: February 22, 2020

Payment Method: Invoice
Payment Terms: NET30
Currency uUsSD

FOB Instruction: Destination

Attachment(s): Change

Changel og.htm :Purchase Order

Supplier
Morgan Bell
Identity Theft Guard Solutions
10300 SW Greenburg Rd
Portland, OR 97223
Phone: 9712424729-

Fax:
Email: morgan.bell@idexpertscorp.com

Buyer Contact
Jason Urquhart
Tel:208-332-1608
Fax: 208-327-7320
jason.urquhart@adm.idaho.gov

Contract Number:

Bill To Address

DOP - Various State Agencies
State of Idaho

Various Locations

See Below for Details

on Specific Locations

Various, |daho 83702

Phone: 208-327-7465

Fax: 208-327-7320

Email: purchasing@adm.idaho.gov
Mail Stop: DOP - Various Locations

Instructions

Ship To Address

DOP - Various State Agencies
State of Idaho

Various Locations

See Below for Details

on Specific Locations
Various, ldaho 83702

Phone: 208-327-7465

Fax: 208-327-7320
Email: purchasing@adm.idaho.gov
Mail Stop: DOP - Various Locations

PADD16200142, Data Breach and Credit Monitoring Services for the State of Idaho (the “Contract”) is renewed for an
additional period of time, as provided above. All of the terms and conditions contained in the Contract shall remain in
full force and effect, except as expressly modified herein. Contractor’s signed renewal letter is attached and

incorporated herein by reference.

Note: The dollar amount listed in the contract renewal pricing is an estimate and cannot be guaranteed. The actual
dollar amount of the Contract may be more or less depending on the orders placed by the State; or may be dependent

upon the specific terms of the Contract.
NO OTHER CHANGES NOTED.

Contract History:
Contract initial term: 4/5/16 -2/22/18.
Amendment 01 (administrative amendment).



Renewal. Term: 2/23/18 — 2/22/19.
Second renewal. Term: 2/23/19 — 2/22/20 (unless new contracts awarded sooner).
Total estimated contract value: $10,000.00.

Contract Title................... Data Breach and Credit Monitoring Services
Contract Usage Type........ Mandatory Use
Public Agency Clause......Yes

Contract Administration:

Jason Urquhart

Phone: (208) 332-1608

Fax: (208) 327-7320

Email: jason.urquhart@adm.idaho.gov

Contractor Contact:

Jonathan Boston

Phone: (971) 242-4718

Email: jonathan.boston@idexpertscorp.com

The Contract is for the benefit of State of Idaho Agencies, institutions, and departments and eligible political
subdivisions or public agencies as defined by Idaho Code, Section 67-2327. The Division of Purchasing or the

requisitions agency will issue individual releases (work or purchase orders) against this Master Contract on an as
needed basis.

CONTRACTOR: BILL DIRECTLY to the ORDERING AGENCY. DO NOT MAIL INVOICES TO THE DIVISION OF
PURCHASING. Notating the Contract Award Number on any invoices/statements will facilitate the efficient processing
of payment.

QUANTITIES: The State of Idaho, Division of Purchasing can only give approximations of quantities and will not be held
responsible for figures given in this document.

For ordering and payment information see the contact information above.

ltems
Supplier . J Rl
Part Number Quantity Back Order Unit Unit Price Total
1.00 0 ANN 10,000.00 $10,000.00
Item Description #1
Contract renewal period: February 23, 2019 through February 22, 2020.
Rz
Delivery Date: February 22, 2018
Shipping Method: Delivery
Shipping Instructions:
Ship FOB: Destination
Attachment(s)
Special Instructions:
Sub-Total (USD) $10,000.00
Estimated Tax (USD) $0.00
TOTAL: (USD) $10,000.00

Note: If there is a & next to an item's unit price, that indicates that the price has been discounted.

7

Signed By :© Jason R. Urquhart




State of Idaho

Department of Administration
Division of Purchasing

304 N 8% Street, Rm 403 (83702)
Governor P. O. Box 83720
BRYAN MOONEY Boise, I 83720-0075
Director Telephone (208) 327-7465
SARAH HILDERBRAND Fax: 208-327-7320
Administrator Blip/purchasine idaho eov

January 23, 2019

Identity Theft Guard Solutions dba ID Experts VIA ELECTRONIC TRANSMISSION
Attn: Thomas Kelly jonathan.boston@idexperscorp.com

RE: Renewal of Contract PADD 16200941, a Contract for Data Breach and Credit Monitoring
Services in conjunction with NASPO ValuePoint, Expiring 2/22/2019

Our letter dated October 23, 2018 is hereby rescinded. The State of idaho would like to renew the
above referenced contract for a period of One (1) Year, or until new contracts are effective, whichever
comes first.

The contract renewal period is February 23, 2019 to Febryary 22 2020. The same terms and

conditions prevail for the contract renewal period, except as expressly modified herein,

If the terms of this renewal letter are acceptable to your company, please sign below and mail, fax
(R08.327.7320) or e-mail (purchasing @ adm.idaho.qov) to the Division of Purchasing. If you need to
update the contact information for this contract, please do so below. Please update your IPRO profile
as well, if necessary, in order to continue to receive e-mail notitications through the IPRO System.

Thank you for your consideration in this matter. CONTRACTOR-COMPLETE THIS SECTION:

Sincerely, Contractor agrees to the terms detailed above:
Identity Theft Guard Soluticns, Inc.
COMPANY-"tibia ID Experts

o O 7

o for Signature
I ;13; [L)J‘rqu_hartf Purchas (Signature) U i

aho Division of Purchasing — . :

%mf . /(@ /Z A

(Printed Name) ../

DATE: ’;/2‘? /7/01‘7/’

.

UPDATED CONTRACTOR CONTACT INFORMATION for PADD 16200941

Contact Name
Title
Address

Phone
Fax
E-mail

“Serving Idaho citizens through effective services fo their governmental agencies”



| NASPO
ValuePoint

MASTER AGREEMENT
MA16000145-2

AMENDMENT 3

Data Breach and Credit Monitoring Services
PARTIES

State of Idaho Division of Purchasing “DOP”
In conjunction with NASPO ValuePoint

and

Identify Theft Guard Solutions dba ID Experts “Contractor”

AGREEMENT

L AMENDMENT. This Contract Amendment No. 3 and the provisions hereof are hereby attached to and
made part of the certain State of I[daho Contract for Idaho Division of Purchasing, MA16000145-2, Data Breach
and Credit Monitoring Services. All terms, conditions, and prices contained in the Contract shall remain in full
force and effect, except as expressly modified herein.,

a. The Contract shall be renewed for the period of February 23, 2019 ~ February 22, 2020, unless new
contracts are awarded prior to February 22, 2020, whichever comes first.

Identity Theft Guard Solutions, Inc.

D 2/

Thomas F. Kelly, CEO

(/28/2 619 Ready
for Signature
Date 7

e
&

State of Idaho Division of Purchasing

T

A’
/aéon Urquhart, Lead Purchasing Officer

/

Date
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IDAHO

State of Idaho

CHANGE ORDER - 02
PLEASE DO NOT DUPLICATE THIS ORDER.

Change Order Summary
Furchase Order  pADD16200941
Account Number: AC-1
Revision Number: 02
Change Order Date: February 20, 2018
Service Start Date:  February 23, 2018

Service End Date: February 22, 2019

Payment Method: Invoice
Payment Terms: NET30
Currency usD

FOB Instruction: Destination

MA16200145-02 renewal 1.pdf :

Attachment(s):

Change

ChangeLog.htm :Purchase Order

Supplier
Katrina Day
Identity Theft Guard Solutions
10300 SW Greenburg Rd. suite, 570
Portland, OR 97223
Phone: 503-788-9333

Fax:
Email: katrina.day@idexpertscorp.com

Buyer Contact
Stephanie Wildman
Tel:208-332-1611
Fax: 208-327-7320
Stephanie.Wildman@adm.idaho.gov

Contract Number:

Bill To Address

DOP - Various State Agencies
State of Idaho

Various Locations

See Below for Details

on Specific Locations

Various, |daho 83702

Phone: 208-327-7465

Fax: 208-327-7320

Email: purchasing@adm.idaho.gov
Mail Stop: DOP - Various Locations

PADD16200941- CHANGE ORDER 2

Instructions

Ship To Address

DOP - Various State Agencies
State of Idaho

Various Locations

See Below for Details

on Specific Locations

Various, ldaho 83702

Phone: 208-327-7465

Fax: 208-327-7320

Email: purchasing@adm.idaho.gov
Mail Stop: DOP - Various Locations

2/20/2018, 4:28 PM
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PADD162000941, Data Breach and Credit Monitoring Services (the "Contract"), is renewed for an additional
period of time as provided on the attached renewal letter. All of the terms and conditions contained in the
Contract shall remain in full force and effect, except as expressly modified herein. Contractor’s signed
renewal letter and Amendment 1 to MA16000145-02 are attached and incorporated herein by reference.

Note: The dollar amount listed in the contract renewal pricing is an estimate and cannot be guaranteed. The
actual dollar amount of the Contract may be more or less depending on the orders placed by the State; or

may be dependent upon the specific terms of the Contract.
Contract History:

Initial Contract Amount: $250,000.00

Change Order 1 (administrative change only): $0.00
Change Order 2 (this amendment): $0.00

Total Contract Value: $250,000.00

Contract Title................... Data Breach and Credit Monitoring Services
Contract Usage Type........ Mandatory Use
Public Agency Clause......Yes

Contract Administration:

Stephanie Wildman

Phone: (208) 332-1611

Fax: (208) 327-7320

Email: Stephanie.Wildman@adm.idaho.gov

Contractor Contact:

Morgan Bell

Phone: (971) 242-4729

Email: Morgan.Bell@idexpertscorp.com

The Contract is for the benefit of State of Idaho Agencies, institutions, and departments and eligible political
subdivisions or public agencies as defined by Ildaho Code, Section 67-2327. The Division of Purchasing or
the requisitions agency will issue individual releases (work or purchase orders) against this Master Contract

on an as needed basis.

CONTRACTOR: BILL DIRECTLY to the ORDERING AGENCY. DO NOT MAIL INVOICES TO THE
DIVISION OF PURCHASING. Notating the Contract Award Number on any invoices/statements will

facilitate the efficient processing of payment.

QUANTITIES: The State of idaho, Division of Purchasing can only give approximations of quantities and will

not be held responsible for figures given in this document.

For ordering and payment information see the contact information above.

Items
Supplier . ) o
Part Number Quantity Back Order Unit Unit Price Total
1.00 0 250,000.00 $250,000.00

2/20/2018, 4:28 PM



WebProcure: Request And Workflow https://webprocure.perfect.com/WebDriver? ACT=RptPOSuppAct&...

Item Description #1

Data Breach and Credit Monitoring Services- 1 year renewal

Re
Delivery Date: February 22, 2018
Shipping Method: Delivery
Shipping Instructions:
Ship FOB: Destination
Attachment(s)

Special Instructions:

Sub-Total (USD) $250,000.00
Estimated Tax (USD) $0.00
TOTAL: (USD) $250,000.00

Note: If there is a & next to an item's unit price, that indicates that the price has been discounted.

30f3 2/20/2018, 4:28 PM






NASPO

ValuePoint

Amendment No. 2
to
MA16000145-02

Contract for Data Breach and Credit Monitoring Services

Parties: State of Idaho Division of Purchasing
in conjunction with NASPO ValuePoint (“DOP”)
and
Identity Theft Guard Solutions {dba 1D Experts) {“Contractor”)
AGREEMENT
Recitals:
A. The Parties entered into a Contract for the purchase of Data Breach and Credit Monitoring

Services (the “Contract”), effective February 23, 2016, MA16000145-2, renewed once on February 23,
2018.

B. On March 19, 2018, the Parties agreed to refresh Contract pricing for Notifications and Credit
Monitoring, Restoration, and Insurance.

Based on the above recitals, and good and valuable consideration, the receipt of which is hereby
acknowledged, the Contract is amended as follows:
1. MA16000145-2 Attachment 3 is replaced in its entirety with Exhibit A, attached.

3. Except as expressly modified in this Amendment, all other terms and conditions of the Contract
remain in full force and effect.

4, This Amendment is effective upon final signature. In no event will this Amendment be effective
until executed by DOP.

MA16000145-2 Amendment 2



Identity Theft Guard Solutions, Inc.

d/b/a ID Experts

Ul

Thomas F. Kelly
CEO

Date: 4/10/2018

Ready
for Signature
A

K
<

MA16000145-2 Amendment 2

Dop

Stepbania Wildman, CPPB

Purchasing Officer

Date: Y | 1%]| lg




Exhibit A

Attachment 3
MA16000145-2 1D Experts

Size of Breach Event Cost Per Notification * General Call Center
{Number of Eligible Persons } (!nclude Postage + Unit Price } Cost Per Call
0-10,000 $ 149 | 8 328
10,001 - 100,000 $ 1.051 % 2.05
100,001 - 500,000 $ 0901} 8 0.75
500,001 - 1M $ 080} ¢ 0.55
1,000,001 - M $ 070 $ 0.50
5,000,001+ $ 068} $ 0.40
*Cost must include single page (duplex) notification, #10 envelope, and first class postage.
Number of Active Participants Single - Bur:zt: :e :::'-c%rnitlg: r& Insurance Triple - Bure:et.: :eZ:ftaol'::ig(; '& Insurance
0-10,000 $ 1999 | $ 44,99
10,001 - 100,000 $ 1799 | % 39.99
100,001 - 500,000 $ 1399 | ¢ 37.99
500,001 - 1M $ 129918 33.99
1,000,001 - 5M $ 9.99 | $ 31.99
5,000,001+ $ 7998 28.99




NASPO

ValuePoint

Amendment No. 1
to
MA16000145-02

Contract for Data Breach and Credit Monitoring Services

Parties: State of Idaho Division of Purchasing
in conjunction with NASPO ValuePoint (“DOP")
and
Identity Theft Guard Solutions dba IDExperts (“Contractor”)
AGREEMENT
1. Overview:

DOP has a Contract with the Contractor, identified as MA16000145-02, February 23, 2016-February 22,
2018, for services related to data breach response. Specifically, the services include notification of
affected persons regarding the breach, call center services, and single- or triple-bureau credit monitoring
(including identity theft monitoring, restoration, and insurance).

2. Renewal:
A. The Parties agree to renew the Contract as set forth in this Amendment No. 1 for period of one
year, or until new contracts are effective, whichever occurs first.

B. This Contract renewal will not extend beyond February 22, 2019.
C. All of the terms and conditions contained in the Contract shall remain in full force and effect,

except as expressly modified herein. Contractor’s signed renewal letter is attached and
i ted herein by reference.

wWidman, CPPB

S&rph
Purchasing Officer

Date: February 15, 2018

MA16000145 Amendment No. 1 1



State of Idaho

Department of Administration
Division of Purchasing

650 West State Street B-15 (83702)
Governor P. 0. Box 83720
ROBERT L. GEDDES Boise, ID 83720-0075

Director Telephone (208) 327-7465
SARAH HILDERBRAND Fax: 208-327.7320

Administrator hppurchasing idat. g

January 8, 2018

Identity Theft Guard Solutions dba ID Experts VIA E-MAIL TRANSMISSION
Attn: lan Kelly lan.Kelly@idexpertscorp.com

RE: Renewal of Master Agreement MA16000145-02 and Contract PADD16200941, a Contract for Data
Breach and Credit Monitaring Services in conjunction with NASPO ValuePoint.
Expiring 2/22/2018

The State of Idaho would like to renew the above referenced contract for a period of One (1) Year, or until
new contracts are effective, whichever ogcurs first.

The contract renewal period is February 23, 2018 to February 22, 2019. The same terms and conditions
prevail for the contract renewal period, except as expressly modified herein.

If the terms of this renewal letter are acceptable to your company, please sign in the appropriate space
below and mail, fax (208.327.7320) or e-mail {purchasing@adm.idaho.gov) to the Division of Purchasing. if
you need to update the contact information for this contract, please do so below. Please update your {PRO
profile as well, if necessary, in order to continue to receive e-mail notifications through the IPRO System.

Thank'y8u for your consideration in this matter. X
P S / APPROVED: YES NO
identity Theft Guard Solutions,

DA d . COMPANMY: inc. d/b/a ID Experts ,
aN % AN~
L "..‘_ ';. j BY: _¢ <
Stemankw "7 (Signature) i
ldaho Divigign rchasing

Themas E K/l

(Printed Name) J

Date: ’: // 7[// ov

Ready
for Signature

i

Lo
A

UPDATED CONTACT INFO TION for PADD16200841:

Contact Name
Title
Address

Phone
Fax
E-mail

SBPO Renewal Letter Revised 01/05/16
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IDAHO

State of Idaho

CHANGE ORDER - 01
PLEASE DO NOT DUPLICATE THIS ORDER.

Change Order Summary

Purchase Order
Number:

Account Number:
Revision Number:
Change Order Date:
Service Start Date:
Service End Date:

Payment Method:

Payment Terms:
Currency
FOB Instruction:

Attachment(s):

PADD16200941

AC-1

01

April 8, 2016
April 5, 2016
February 22, 2018

Invoice

NET30
uso
Destination

PADD_IDExperts_final.pdf :Finalized
PADD

Changelog.htm :Purchase Order
Change

Supplier
Katrina Day
Identity Theft Guard Solutions
10300 SW Greenburg Rd. suite, 570
Portland, OR 97223
Phone: 503-788-9333

Fax:
Email: katrina.day@idexpertscorp.com

Buyer Contact
Valerie Bollinger
Division of Purchasing
Tel:208-332-1631
Fax:208-327-7320
Valerie.Bollinger@adm.idaho.gov

Contract Number:

Bill To Address
DQOP - Various State Agencies

State of Idaho
Various Locations
See Below for Details
on Specific Locations
Various, Idaho 83702

Phone:

Fax:
Email:

Mail Stop:

208-327-7465

208-327-7320
purchasing@adm.idaho.gov

DOP - Various Locations

Instructions

PADD16200941- ADMINISTRATIVE CHANGE ORDER

Ship To Address

DOP - Various State Agencies
State of Idaho

Various Locations

See Below for Details

on Specific Locations
Various, 1daho 83702

Phone: 208-327-7465

Fax: 208-327-7320

Email: purchasing@adm.idaho.gov
Mail Stop: DOP - Various Locations

This ts an administrative change order to add finalized PADD documents and Contractor contact information. The dollar
amount indicated ts an estimates only; no minimum or maximum amount is guaranteed or implied.

NOTICE OF STATEWIDE CONTRACT (PADD) AWARD

This Contract is for Data Breach and Credit Monitoring Services through the NASPO ValuePoint Master Agreement lef by the
State of Idaho. The contract is for the benefit of State of Idaho Agencies, institutions, and departments and eligible political
subdivisions or public agencies as defined by Idaho Code, Section 67-2327. The Division of Purchasing or the requisitions
agency will issue individual releases {work or purchase orders) against this Master Contract on an as needed basis.

4/8/2016 3:49 PM



WebProcure: Request And Workflow https://webprocure.perfect.com/WebDriver? ACT=R ptPOSuppAct&E...

Contract Title......cc.ceeeueuiid Data Breach and Credit Monitoring Services
Contract Usage Type........Mandatory Use
Public Agency Clause...... Yes

Contract Administration:

Valerie Bollinger

Phone: (208) 332-1631

Fax: (208) 327-7320

Email: Valerie.Bollinger@adm.idaho.gov

Contractor Contact:

Katrina Day

Phone: (503) 788-9333

Email: Katrina.Day@idexpertscorp.com

CONTRACTOR: BILL DIRECTLY to the ORDERING AGENCY. DO NOT MAIL INVQICES TO THE DIVISION OF PURCHASING.,
Notating the Contract Award Number on any Invoices/statements will facilitate the efficient processing of payment.

QUANTITIES: The State of Idaho, Division of Purchasing can only give approximations of quantities and will not be held
responsible for figures given in this document.

For ordering and payment information see the above contract information.

THIS CONTRACT, (including any files attached), CONSTITUTES THE STATE OF IDAHO'S ACCEPTANCE OF YOUR SIGNED BID,
QUOTATION, OR OFFER (including any electronic bid submission), WHICH SUBMISSION IS INCORPORATED HEREIN BY
REFERENCE AS THOUGH SET FORTH IN FULL.

In the event of any inconsistency, unless otherwise provided herein, such inconsistency shall be resolved by giving
precedence in the following order:

1. This Participating Addendum document.

2. The NASPO ValuePoint Master Agreement

3. A Purchase Order issued against the Master Agreement.

4. The State of ldaho's original solicitation document, including all exhibits, amendments, and clarifications.

5. The Contractor’s response to the solicitations, including any clarifications.

Items
Pa?-::ll:‘:::;er Quantity Back Order Unit Unit Price Total
1 0 EA $250,000.00 $250,000.00

Item Description #1

Data Breach and Credit Monitoring Services- 2 year initial term

F
Delivery Date: April 9, 2016
Shipping Method: Delivery
Shipping Instructions:
Ship FOB: Destination
Attachment(s) ID Experts MA.pdf :Signed Master Agreement

MA_ID Experis Attachment 1.pdf :MA Attachment 1
MA_ID Experts Attachment 2.pdf :MA Attachment 2
MA_ID Experts Attachment 3.pdf :MA Attachment 3
PADD_ID Experts fully executed.pdf :signed PADD

Special Instructions:;

20of3 4/8/2016 3:49 PM



WebProcure: Request And Workflow https://webprocure.perfect.com/WebDriver?ACT=RptPOSuppAct&E...

Sub-Total (USD) $250,000.00
Estimated Tax (USD) $0.00
TOTAL: (USD) $250,000.00

Note: If there is a 4 next to an item's unit price, that indicates that the price has been discounted.

Signature : &Qg

Signed By : I_Valerie Bollinger

Jof3 4/8/2016 3:49 PM



PARTICIPATING ADDENDUM
NASPO VALUEPOINT COOPERATIVE PURCHASING PROGRAM
Data Breach and Credit Monitoring Services
Administered by the State of Idaho (hereinafter “Lead State”)

Identity Theft Guard Solutions LLC {dba ID Experts)
Master Agreement No: MA16000145-2
{hereinafter “Contractor”)

And

State of Idaho
(hereinafter “Participating Entity”)

1. Scope: This Participating Addendum (PADD) covers the Data Breach and Credit Monitoring Services
contract led by the State of Idaho {Master Agreement No. MA16000145-02) for use by state agencies
and other entities located in the Participating Entity, as provided below.

2. Participation: Use of NASPO ValuePoint cooperative contracts by agencies, political subdivisions
and other entities authorized by an individual state’s statutes to use entity contracts are subject to
the prior approval of the respective State Chief Procurement Official. Issues of interpretation and
eligibility for participation are solely within the authority of the State Chief Procurement Official.

This PADD is for the benefit of State of |daho agencies, institutions and departments; as well as
eligible political subdivision or other “Public Agencies,” as defined by Idaho Code Section 67-2327.
The Ordering Entity will issue individual releases (orders) against this PADD on an as needed basis for
the period noted above. “Public Agency” means any city or political subdivision of the state,
including, but not limited to counties; school districts; highway districts; port authorities;
instrumentalities of counties; cities or any political subdivision created under the laws of the State of
Idaho.

3. Participating State Modifications or Additions to Master Agreement:
Notwithstanding any provisions in the Master Agreement to the contrary, the following shall apply to
this PADD:

3.1  Assignment: No contract or order or any interest therein shall be transferred by the
Contractor to whom such contract or order is given to any other part, without the approval in
writing of the Administrator of the Division of Purchasing. Transfer of a contract without
approval shall cause the annulment of the contract so transferred, at the option of the State.
All rights of action, however, for any breach of such contract by the contracting parties are
reserved to the State (Idaho Code Section 67-5726{1}).

3.2 Amendments: Amendments to the Master Agreement will automatically be incorporated in
this PADD unless the State elects not to incorporate an amendment by providing written
notification to Contractor; which notice must be provided within ten (10) calendar days of the

Pagelof3



33

3.4

date of the amendment, in order to be effective.

Governing Law: Notwithstanding any provision to the contrary, the State of Idaho’s PADD and
all orders issued under the PADD by Ordering Entities within the State of Idaho, shall be
construed in accordance with and governed by the laws of the State of Idaho. Any action to
enforce the provisions of this PADD shall be brought in state district court in Ada County,
Boise, Idaho. In the event any term of this PADD is held to be invalid or unenforceable by a
court, the remaining terms of this PADD will remain in full force and effect.

Administrative Fee and Quarterly Usage Report: The prices to be paid by the Participating
(Ordering) Entities shall be inclusive of a one and one quarter percent (1.25%) Administrative
Fee (the State understands and agrees that Contractor will raise negotiated Cost Proposal
prices by this amount.) This additional percentage represents the Ordering Entity’s contract
usage administrative fee. On a quarterly basis, Contractor will remit to State of Idaho, Attn:
Division of Purchasing, PO Box 83720, Boise, Idaho 83720-0075 an amount equal to one and
one quarter percent (1.25%) of Contractor’s net (sales minus credits) quarterly Contract sales.

For Example: If the total of your net sales to Ordering Entities for one quarter = $10,000, you
would remit 510,000 x 0.0125 = $125 to the Division of Purchasing for that quarter, along with
the required quarterly usage report.

Contractor will furnish detailed usage reports as designated by the State. In ADDITION to any
required detailed usage reports, Contractor must also submit a summary quarterly report of
purchases made from the Contract utilizing the PADD SUMMARY USAGE REPORT FORM
available for download at http://purchasing.idaho.gov/form2.html. A Summary Usage Report
Form must be submitted for each quarter (enter “0” if no purchases were made during a
quarter), and must include a breakdown of purchases by Entity Type (i.e. State Agency, Higher
Education, K-12, City, County and ‘other’), as provided on the Form.

Reporting Time Line (Fiscal Year Quarters): Fee and Report Due:
1* Quarter  July 1-Sept 30 October 31%

2" Quarter  Oct 1-Dec 31 January 31*

3" Quarter  Jan 1-Mar 31 April 30"

4" Quarter  Apr 1-June 30 July 31*

Email your completed Quarterly Summary Usage Reports to purchasing@adm.idaho.gov.

Mail your check, in the amount of the Quarterly Administrative Fee, to: State of Idaho, Atth:
Division of Purchasing, PO Box 83720, Boise, Idaho 83720-0075.

4, Primary Contacts: The primary contact individuals for this Participating Addendum are as follows

{or their named successors):
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Contractor

Name Katrina Day
Address 10300 SW Greenburg Rd., Suite 570, Portland, OR 97223
Telephone 503-788-9333
Fax

E-mail katrina.dag@idexgertscorg.com

Particigating Entity

Name Valerie Bollinger
Address 650 W. State St., B-15, PO Box 83720, Boise, ID 83720-0075
Telephone 208-332-1631
Fax 208-327-7320
E-mail Valerie.Bollinger@adm.idaho.gov

5. Orders: Any Order placed by a Participating Entity or Purchasing Entity for a Product and/or
Service available from this Master Agreement shall be deemed to be a sale under (and governed by
the prices and other terms and conditions) of the Master Agreement unless the parties to the
Order agree in writing that another contract or agreement applies to such Order. All orders issued by
purchasing entities within the entity must include the Participating State contract number:
PADD16200941 as well as the Lead State Master Agreement No. MA16000145-02,

6. Entire Agreement: This PADD and the Master Agreement No. MA16000145-02, together with its
exhibits, set fort the entire agreement between the parties with respect to the subject matter of all
previous communications, representations or agreements, whether oral or written. The terms and
conditions of this PADD shall prevail and govern in the case of any inconsistency or conflict with the
terms and conditions of the Master Agreement, as to the Participating Entity, and shall otherwise
have no impact on the Master Agreement and its exhibits.

The parties have executed this PADD as of the date of the last signature below.

Participating Entity: Contractor:
State of idaho ID Experts
By: _ By:
e Jerteo
Name: Valerie Bollinger Name:
Paul O'Mara
Title: State Purchasing Manager Title:
EVP Sales and Services
Date: Date:
4/ & / % April 7th, 2016
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NASPO

ValuePoint

MASTER AGREEMENT MA16000145-2

Data Breach and Credit Monitoring Services

PARTIES
State of Idaho Division of Purchasing “DoOP”
In conjunction with NASPO ValuePoint
and
Identity Theft Guard Solutions {(dba ID Experts) “Contractor”
AGREEMENT

1. Overview

This contract is for services related to data breach response. Specifically, the services include
notification of affected persons regarding the breach, call center services, and single- or triple-bureau
credit monitoring (including identity theft monitoring, restoration, and insurance.)



2. Order of Precedence

2.1 Any Order placed under this Master Agreement shall consist of the following documents:
(1) A Participating Entity’s Participating Addendum {“PA”);
{2) NASPO ValuePoint Master Agreement;
(3} A Purchase Order issued against the Master Agreement;
(4) The RFP, including all Exhibits and Amendments; and
(5) Contractor’s response to the Solicitation.

2.2 These documents shall be read to be consistent and complementary. Any conflict among these
documents shall be resolved by giving priority to these documents in the order listed above.
Contractor terms and conditions that apply to this Master Agreement are only those that are
expressly accepted by the Lead State and must be in writing and attached to this Master
Agreement as an Exhibit or Attachment.

3. Effective Date and Term
This Master Agreement is effective upon the date of the last signature. In no event will this Agreement
be effective until executed by DOP. The initial term of this Master Agreement shall be two (2) years.

4. Attachments

The following documents are attached to and incorporated into this Master Agreement:
(1) Attachment 1 - RFP Documents including all exhibits, amendments, and clarifications
(2) Attachment 2 ~ Contractor’s Technical Proposal including all attachments and clarifications
(3) Attachment 3 - Contractor’s Cost Proposal

ID Experts Division of Purchasing
K /—l-—Z, Director of Breach Services .IWWL
= 10U Lngel
Name, Title Valerie Bollinger, Buyer
February 16, 2016 d-A3 o

Date Date
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STATE OF IDAHO

DIVISION OF PURCHASING

In conjunction with

NASPO

ValuePoint

REQUEST FOR PROPOSALS (RFP) 16000145

DATA BREACH AND CREDIT MONITORING SERVICES

Issue Date October 21, 2015
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1  RFP ADMINISTRATIVE INFORMATION

RFP Title:

RFP Project Description:

RFP Lead:

Submit sealed proposal {if submitting manually):
MANUAL PROPOSALS MUST BE RECEIVED AT THE
PHYSICAL ADDRESS DESIGNATED FOR COURIER
SERVICE AND TIME/DATE STAMPED BY THE

IDAHO DIVISION OF PURCHASING PRIOR TO THE
CLOSING DATE AND TIME.

Submit electronically via IPRO:

Pre-Proposal Conference:

Pre-Proposal Conference Location:
Deadline To Receive Queastions:

RFP Closing Date:

RFP Opening Date:

Initial Term of Master Agreement and Renewals:

Data Breach and Credit Monitoring Services

The State of Idaho, in conjunction with NASPO
ValuePoint, is seeking Contractor{s) to provide
data breach and credit monitoring services.
Valerie Bollinger, Buyer

State of Idaho, Division of Purchasing

650 W. State St., 8-15

Boise, ID 83720
Valerie.Bollinger@adm.idaho.gov

{208} 332-1631

Address for Courier:

LBJ Building

650 W. State St., Room B-15

Boise, 1D 83720

Address for US Mail:
P,O. Box B3720
Boise, ID 83720-0075

Electranic Submission

https://purchasing.idaho.gov/iprologin.html

Thursday, October 29, 2015 at 10:00 am
Mountain Time

650 W. State St., Room B-15

(or by teleconference)

Tuesday, November 3, 2015 at 11:59:59 p.m.
Mountain Time

See IPRO Header Document

10:30 a.m. Mountain Time the following wark
day after closing.

The initial term of the Master Agreement will
be two (2) years with the option, upon mutual
written agreement, for three (3) additional
renewal periods of one (1) year each. Upon
mutual agreement, the Master Agreement may
be extended or amended.

TAKE NOTE OF THE 0.25% NASPO VALUEPOINT ADMINISTRATIVE FEE DETAILED IN PARAGRAPH 26 OF THE
NASPO VALUEPOINT STANDARD TERMS AND CONDITIONS, WHICH MUST BE INCORPORATED INTO YOUR
BASE PRICE. OTHER STATES, INCLUDING THE STATE OF IDAHO, MAY NEGOTIATE ADINTIONAL
ADMINISTRATIVE FEES IN THEIR PARTICIPATING ADDENDA FOLLOWING AWARD OF A MASTER

AGREEMENT.

. ____ ___________________— ________________ ________________]

RFP16000145 Data Breach and Cradit Monitoring Services

Page 1
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NASPO VALUEPOINT SOLICITATION - GENERAL INFORMATION

PURPOSE

The State of Idaho Division of Purchasing (Lead State) is requesting proposals for data breach
and credit monitoring services in furtherance of the NASPO ValuePoint Cooperative Purchasing
Program. The purpose of this Request for Proposals (RFP) is to establish Master Agreements
with qualified Offerors to provide services related to data breach, including notification
assistance, credit and identity monitoring, and identity restoration for affected citizens for all
Participating Entities. The objective of this RFP is to obtain best value, and in some cases achieve
more favorable pricing, than is obtainable by an individual state or local government entity
because of the collective volume of potential purchases by numerous state and local
government entities. The Master Agreement(s} resulting from this procurement shall be
extended to state governments (including departments, agencies, institutions), institutions of
higher education, political subdivisions (i.e., colleges, school districts, counties, cities, etc.), the
District of Columbia, territories of the United States, and other eligible entities subject to
approval of the individual state procurement director and compliance with local statutory and
regulatory provisions. The initial term of the Master Agreement shall be two (2) years with
renewal provisions as outlined in Paragraph 3 of Exhibit C, NASPO ValuePaint Master Terms
and Conditions.

It is anticipated that this RFP may result in Master Agreement awards to multiple contractors in
the Lead State's discretion.

This RFP is designed to provide interested Offerors with sufficient information to submit
proposals meeting minimum requirements.

This will be a new service for the State of Idaho and NASPO ValuePoint.

LEAD STATE

The State of Idaho Division of Purchasing Is the Lead State and issuing office for this solicitation
and all subsequent addenda relating to it. The reference number for the transaction is
RFP16000145. This number must be referred to on all proposals, correspondence, and
documentation relating to the RFP.

DEFINITIONS
The following definitions apply to this solicitation. Exhibit € contains definitions of terms used
in the NASPO ValuePaint Master Agreement Terms and Conditions.

Active Participant means every £ligible Person that voluntarily elects to activate their
participation by agreeing to use the Contract Services.

Contract Services means only that portion of the Statement of Work available to an Eligible
Person after activation, including without limitation, those described in Exhibit B, Paragraphs B4
and BS,
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Eligible Person means every individual or business that meets the criteria established by a
Participating Entity to qualify for the Contract Services. The Participating Entity will have sole
discretion to determine who qualifies as an Eligible Person.

Lead State means the State conducting this cooperative procurement, evaluation, and award.

Offeror means the company or firm which submits a proposal in response to this Request for
Proposal.

Persanally ldentifiable information or PIl means information that can be used to distinguish or
trace an individual's identity, either alone or when combined with other personal or identifying
information that is linked or linkable to a specific individual.

Proposal means the official written response submitted by an Offeror in response to this
Request for Proposal.

Request for Proposals or RFP means the entire solicitation document, including all parts,
sections, exhibits, attachments, and addenda.

Triggering Event means a breach or suspected breach of PIl, or any ather circumstance which
results in a Participating Entity activating services under the Master Agreement (through a
Participating Addendum).

NASPO VALUEPOINT BACKGROUND INFORMATION

NASPO ValuePoint (formerly known as WSCA-NASPO) is a cooperative purchasing program of all
50 states, the District of Columbia and the territories of the United States. The program is
facilitated by the NASPO Cooperative Purchasing Organization LLC, a nonprofit subsidiary of the
National Association of State Procurement Officials {NASPO), doing business as NASPO
ValuePoint. NASPO is a non-profit association dedicated to strengthening the procurement
community through education, research, and communication. It is made up of the directors of
the central purchasing offices in each of the 50 states, the District of Columbia and the
territories of the United States. NASPO ValuePsint facilitates administration of the cooperative
group contracting consortium of state chief procurement officials for the benefit of state
departments, institutions, agencies, and political subdivisions and other eligible entities {i.e.,
colleges, school districts, counties, cities, some nonprofit organizations, etc.) for all states, the
District of Columbia, and territories of the United States. For more information consult the

following websites: www.naspovaluepoint.org and www.naspo.org.

PARTICIPATING STATES

In addition to the Lead State conducting this solicitation, the following Participating States have
requested to be named as potential participating entities on the resulting Master Agreement:
California, Connecticut, Hawaii, North Dakota, Oregon, Utah, and Washingtan. Other entities may
become Participating Entities after award of the Master Agreement. State-specific terms and
conditions that will govern each state’s Participating Addendum are included in Appendix A
(attached in tPRO), or may be incorporated into the Participating Addendum after award.
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2.6 ANTICIPATED USAGE
This is a new service for the Lead State and NASPO ValuePoint. Therefore, annual usage data is
not available. Usage will be dependent on Triggering Events and the needs of each Participating
Entity. No minimum or maximum level of sales volume is guaranteed or implied in awarded
Master Agreements awarded under this REP.

2.7 TERMS AND CONDITIONS GOVERNING SOLICITATION AND RESU LTING AGREEMENTS
2.7.1 Solicitation

2.7.2

2723

The solicitation consists of this RFP document, including all Exhibits. In the event of any
conflict, Exhibit A, Solicitation Instructions to Vendors shall take precedence aver other
terms and conditions, unless an exception is explicitly taken.

Master Agreement

The Master Agreement(s} awarded from this RFP will consist of the RFP document,
including all Exhibits, and the winning Offeror’s Proposal, in that order of precedence.
In the event of any conflict, Exhibit C, NASPO ValuePoint Master Agreement Terms and
Conditians will take precedence over Exhibit A, Solicitation Instructions to Vendors and
Exhibit D, State of Idaho Standard Contract Terms and Conditions.

Participating Addenda

Participating Entities, including the State of Idaho, may negotiate additional and/or
different terms and conditions in a Participating Addendum, which will take precedence
over the terms of the Master Agreement in the event of conflict. Participating Entities
may not negotiate the addition of services not contemplated by this RFP.
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3 SOLICITATION REQUIREMENTS, INFORMATION AND INSTRUCTIONS

31 RFP QUESTION AND ANSWER PROCESS

This solicitation is issued by the State of Idaho Division of Purchasing via IPRO
(https://purchasing.idaho.gov/iprologin.html). The Division of Purchasing is the only contact for
this solicitation. All correspondence must be in writing. In the event that it becomes necessary
to revise any part of this RFP, addenda will be posted at IPRO. It Is the responsibility of the
Offerar to monitor IPRO for any updates or amendments. Any oral interpretations or
clarifications of this RFP shall not be relied upon. All changes to this RFP must be in writing and
posted at IPRO to be valid.

Questions or other correspondence must be submitted in writing (fax, mail, e-mail} to:

Valerie Bollinger, Buyer

State of Idaho, Division of Purchasing

650 W. State St., Room B-15

P.0. Box 83720

Boise, ID 83720-0075

Fax: {208) 327-7320

E-mail: Valerie.Bollinger@adm.idaho.gov

Questions related to this RFP must be submitted in writing to the RFP Lead {preferably via e-
mall), by the date and time noted in Section 1, RFP Administrative Information, in order to be
considered.

Written questions must be submitted using Exhibit E, Offeror Questions. Official answers to all
written questions will be posted on IPRO as an amendment to this RFP {Note: Questions are not
submitted via IPRO).

Any questions regarding the NASPO ValuePoint Master Agreement Terms and Conditions,
Exhibit C, or the State of Idaho Standard Contract Terms and Conditions, Exhibit B, must also
be submitted in writing, using Exhibit €, Offeror Questions, by the deadline identified in the RFP
Administrative Information. The State will not consider proposed modifications to these

reguirements after the date and time set for receiving questions. Questions regarding these
requirements must contain the following:

1. The rationale for the specific requirement being unacceptable to the party submitting the
question (define the deficiency);

2. Recommended verbiage for the State’s consideration that Is consistent in content, context,
and form with the State’s requirement that is being questioned;

3. Explanation of how the State’s acceptance of the recommended verbiage is fair and
equitable to both the State and to the party submitting the question.

Proposals which condition the Proposal based upon the State accepting other terms and

conditions not found in the RFP, or which take exception to the State’s terms and conditions,
RFP16000145 Data Breach and Credit Monitoring Services Page s
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will be found non-responsive, and no further consideration of the Proposal will be given.

PRE-PROPOSAL CONFERENCE

A non-mandatory pre-proposal conference will be held at the location and time indicated in
Section 1, RFP Administrative Information. This will be your opportunity to ask questians, in
person, with representatives of the Lead State. All interested parties are invited to participate
either by attending the conference in person, or by an estahlished call in number. Attendance is
limited to a total of two (2) representatives for each interested vendor (in person and/or on the
phone). Those choosing to participate must pre-register in writing with the RFP Lead
{preferably via e-mail) to receive meeting details. Include the company name, and the name
and contact Information of the representative(s) who will participate; Offerors are asked to
register by Tuesday, October 27 at 5:00pm MT. Conference attendance is at the participant’s
own expense. Any oral answers given by the Lead State during the pre-proposal conference are
unofficial, and will not be binding on the State or NASPO ValuePaint.

PROPOSAL DUE DATE
Proposals must be received by the Closing Date and time as described in the IPRO header
document (“End Date”). Proposals received after the deadline will not be accepted.

CANCELLATION OF PROCUREMENT

This RFP may be canceled at any time prior to award of the Master Agreement(s) if the Lead State
determines such action to be in the collective best interests of potential Participating States (see
Paragraph 20 of Exhibit A, Solicitation Instructions to Vendors.)

GOVERNING LAWS AND REGULATIONS

This procurement is conducted by the Lead State, in accordance with its procurement rules, found
in Idaho Code, IDAPA (administrative rules), and other policies, available at:
htip://purchasing.id ovfidaho _code html.

This procurement shall be governed by the laws and regulations of the Lead State. Venue for
any administrative or judicial action relating to this procurement, evaluation, and award shall be
in Ada County, Idaho. The provisions governing chaice of law and venue for issues arising after
award and during contract performance are specified in Paragraph 35 of the NASPO ValuePoint
Master Agreement Terms and Conditions in Exhibit C.

FIRM OFFERS
Responses to this RFP, including proposed costs, will be considered firm for one-hundred-eighty
(180} days after the proposal due date.

RIGHT TO ACCEPT ALL OR PORTION OF PROPOSAL

Unless otherwise specified in the solicitation, the Lead State may accept any item or
combination of items as specified in the solicitation or of any proposal (see Paragraph 20 of
Exhibit A, Solicitation Instructions to Vendors.)

PROPOSAL CONTENT AND FORMAT REQUIREMENTS
Include a Table of Contents in the Technical Proposal identifying the contents of each section,
including page numbers of major sections. Proposals should follow the numerical order of this
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RFP starting at the beginning and continuing through the end of the RFP. Proposal sections and
subsections shall be identified with the corresponding numbers and headings used in this RFP. In
your response, restate the RFP section and/or subsection, followed with your response.
Offerors are encouraged to use a different color font, bold text, italics, or other indicator to
clearly distinguish the RFP section or subsection from the Offeror's response.

Proposals must be detailed and concise. The format is designed to ensure a complete
submission of information necessary for an equitable analysis and evaluation of submitted
proposals. There is no intent to limit the content of proposals.

3.9 PROPOSAL SUBMISSION INSTRUCTIONS

Proposals may be submitted manually or electronically.

3.9.1 Electronically Submitted Proposals
Electronically submitted proposals must be submitted through IPRO, the Lead State’s
eProcurement provider, at http://purchasing.idaho.gov/iprologin.html. When
submitting through IPRO, enter your “Total Cost” in IPRO as “$0,” and UPLOAD YOUR
SEPARATE TECHNICAL PROPOSAL, COST PROPOSAL AND ALL OTHER REQUIRED
DOCUMENTS, including your signed State of Idaho Signature Page. The Technical
Proposal consists of Section 5, Mandatory Administrative Requirements; Section 6,
Business Information; Section 7, Organization and Staffing; and Section 8, Scope of
Work, and any exhibits or additional documents referenced therein.

Be advised that the “Offeror” for bid evaluation and award purposes is the entity profile
you submit under in IPRO, which must be the same legal entity presented in your
attached response materials. Your submission via IPRO is your electronic signature,
acknowledging the statements contained in the State of Idaho Signature Page.

Offerors are further advised to upload response materials with descriptive file names,
organized and consolidated in @ manner which allows evaluators to efficiently navigate
their response, as the State will print uploaded documents for evaluation in the manner
received via IPRO.

3.9.2 Manually Submitted Proposals
Manually submitted proposals must be addressed to the RFP Lead and must be sealed
and identified as “RFP16000145 Data Breach and Credit Manitoring Services.” The
Technical Proposal and separately sealed Cost Proposal must be submitted at the same
time (place all proposal response materials within a larger package}.

The Technical portion of the Praposal must be clearly marked “TECHNICAL PROPOSAL —
RFP1600D145 Data Breach and Credit Monitoring Services.”

Each proposal must be submitted in one (1} original with six (6) copies of the Technical
Proposal and one (1) original and one {1) copy of the Cost Proposal.

QOfferors submitting manually must alsa submit one {1) electronic copy of the proposal
on _CD or USB device. Ward or Excel format is required {the only exception is for
financials, brochures or other information only available in an alternate format). The

. "« - " —
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format and content must be the same as the manually submitted proposal. The
electronic version must NOT be password protected or Jocked in any way.

If your proposal contains trade secret information which you have identified, you must
also submit a redacted copy of the Technical Proposal (in electronic format, with the
word “redacted” in the file name) with all trade secret information removed or blacked
out; as well as a separate document containing a complete list (per the instructions in
Section 3.10, below) of all trade secret information which was removed or blacked out
in the redacted copy.

The Cost Proposal must be separately sealed and identified as “Cost Proposal -
RFP16000145 Data Breach and Credit Monitoring Services.”

CONFIDENTIAL OR PROPRIETARY INFORMATION

Paragraph 28 of the Solicitation Instructions to Vendors describes trade secrets to “include o
formula, pattern, compilation, program, computer progrom, device, method, technique or
process that derives economic value, actual or potential, from not being generally known to, and
not being readily ascertainable by proper means by other persons and is subject to the efforts
that are reasonable under the circumstonces to maintain its secrecy.” In addition to marking
each page of the document with a trade secret notation (as applicable; and as provided in
Paragraph 28 of the Solicitation Instructions to Vendors), Offerors must also:

Identify with particularity the precise text, illustration, or other information contained within
each page marked “trade secret” (it is not sufficlent to simply mark the entire page). The
specific information you deem "trade secret” within each noted page must be highlighted,
italicized, identified by asterisks, contained within a text border, or otherwise clearly delineated
from ather text/information and specifically identified as a “trade secret.”

Provide a separate document entitled “List of Redacted Trade Secret Information” which
provides a succinct list of all trade secret information noted in your proposal; listed in the order
it appears in your submittal documents, identified by Page#, Sectionfi/Paragraph#, Title of
Section/Paragraph, specific portions of text/illustrations; or in a manner otherwise sufficient to
allow the state’s procurement personnel to determine the precise text/material subject to the
notation.
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4 EVALUATION AND AWARD

4.1 EVALUATION CODES
(M) Mandatory Specification or Requirement -failure to comply with any mandatory
specification or requirement will render Offeror’s proposal non-responsive and no further
evaluation will occur,

(ME) Mandatory and Evaluated Specification - failure to comply will render Offeror’s proposal
non-responsive and no further evaluation will occur. Offeror is required to respond to this
specification with z statement outlining its understanding and how it will comply. Points will be
awarded based on predetermined criteria.

(E) Evaluated Specification - a response is desired and will be evaluated and scored. If not
available, respond with “Not Available” or other response that identifies Offeror’s ability or
inahility to supply the item or service. Failure to respond will result in zero {0} points awarded
for the specification.

4.2 INITIAL REVIEW OF PROPOSALS
4.2.1 All proposals will be reviewed first to ensure that they meet the Mandatory Submission
Requirements of the RFP as addressed in Sections noted with an (M). Any proposal(s)
not meeting the Mandatory Submission Requirements may be found non-responsive.

4.2.2 The Technical Proposal will be evaluated first as either “pass” or “fail,” based on
compliance with those requirements listed in the RFP with an (M) or {ME). All proposals
which are determined to be responsive will continue in the evaluation process outlined
in this section.

4.3 RIGHT TO WAIVE MINOR IRREGULARITIES
Offerors are directed to IDAPA 38.05.01.074.03.3, as well as IDAPA 38.05.01,081.05, which allow
the designated State official to waive minor informalities as well as minor deviations. The State
also reserves the right to seek clarification on any M or ME requirement.

4.4 EVALUATION PROCESS
4.4.1 The Technical Proposal will be evaluated and scored by a Proposal Evaluation
Committee.

4.4.2 The scores for the Technical Proposal will be normalized as follows: The Technical
Proposal with the highest raw technical score will receive all available Technical Points:
600 points, Other proposals will be assigned a portion of the maximum available
Technical Points, using the formula:

600 X raw score of technical proposal being evaluated
highest raw technical score

4.4.3 Cost Proposals will be opened only after evaluation of Technical Proposals has been
completed. The scores for the Cost Proposal will be normalized as follows: The cost
evaluation will be based on Average Unit Price for each of the following services:

s —————— = -
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notifications, general call center, single-bureau credit monitoring, and triple-bureau
credit monitoring. The proposal with the lowest Average Unit Price proposed for each
service will receive all available Cost Points for that service: 100 points. Other proposals
will be assigned a portion of the maximum score using the formula:

100 X lowest cost proposal for the service

cost proposal being evaluated

This process will be repeated for each service, with a maximum possible score of 400
peints for the Cost Proposal.

4,45 Evaluation Criteria
Technical Proposal Includes:

Mandatory Submission Requirements {Section 5) Pass/Fail
Business Information (Section 6) 100 points
Organization and Staffing (Section 7) 150 points
Scope of Work (Section 8) 350 points
Cost (Exhibit F) 400 points
TOTAL POINTS 1,000 points

4.4.6 Best and Fina] Offer (BAFO) and other proposal discussions
Proposal discussions with individual Offerors {including the utilization of one or more
BAFOs) may be conducted in accordance with IDAPA 38.05.01.083 and .084, as
determined by the state to be in its best interest. NOTE: Offerors should submit their
best proposals initially as there is no guorantee that the State will conduct any
discussions.

AWARD OF MASTER AGREEMENT(S)

Award shall be made to the responsive responsible Offeror(s) with the highest number of total
points. The Lead State anticipates awarding multiple Master Agreements. Notwithstanding
Paragraph 13 of Exhibit A, Solicitation Instructions to Vendors, award of Master Agreement(s)
will be made without regard to any preference for Idaho suppliers. Participating entities,
including the State of Idaho, may take loca! preferences into consideration when determining if
they will enter into a Participating Addendum with a Contractor to which a Master Agreement
has been awarded.

NOTICE OF INTENT TO AWARD
After final selections are made, the Lead State will issue an intent-to-award announcement hy
letter to all responsive Offerars.

APPEAL PROCESSES

Offerors are directed to |Idaho Code Section 67-5733, available at
http://www.legislature.idaho.gov/idstat/Title67/T67CH57SECT67-5733.htm for available appeal
processes.

RFP16000145 Data Breach and Credit Monitoring Services Page 10
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5 MANDATORY ADMINISTRATIVE REQUIREMENTS

51 (M) SIGNATURE PAGE
Proposals must be submitied with a state supplied signature page, located on IPRO as an
attachment, which must contain an ORIGINAL HANDWRITTEN signature executed in INK OR AN
ELECTRONIC SIGNATURE, and be returned with the relevant Solicitation documents.
PHOTOCOPIED SIGNATURES or FACSIMILE SIGNATURES are NOT ACCEPTABLE {and will result
in a finding that your proposal Is non-responsive). Your ORIGINAL Signature Page should be
included at the FRONT of your ORIGINAL Technical Proposal.

5.2 (M) COVER LETTER

The Technical Proposal must include a cover letter on official letterhead of the Offeror; with the

Offeror’s name, matiling address, telephone number, facsimile number, e-mail address, and

name of Offeror’s authorized signer. The cover letter must identify the RFP Title and number,

and must be signed by an individual authorized to commit the Offeror to the work proposed. in
addition, the cover letter must include:

5.2.1 Identification of the Offeror's carporate or other legal entity status. Offerors must
include their tax identification number. The Offeror must be a legal entity with the legal
right to contract.

* If submitting via IPRO, be certain the FEIN in IPRC is the same as the one in your cover
letter and on your State of [daho Signature Page.

5.2.2 A statement indicating the Offeror's acceptance of and willingness to comply with the
requirements of the RFP and exhibits, including but not limited to Exhibit C, NASPO
ValuePoint Master Agreement Terms and Conditions and Exhibit D, State of Idaho
Standard Contract Terms and Conditions.

5.2.3. A statement indicating the Offeror's understanding that they may be required to
negotiate additional terms and conditions, including additional admlnistrative fees, with
Participating Entities when executing a Participating Addendum.

5.2.4 A statement of the Offeror's compliance with affirmative action and equal employment
regulations.

5.2.5 A statement that Offeror has not employed any company or person other than a bona
fide employee working solely for the Offeror or a company regularly employed as its
marketing agent, to solicit or secure this contract, and that it has not paid or agreed to
pay any company or person, other than a bonz fide employee working solely for the
contractor or a company regularly employed by the contractor as its marketing agent,
any fee, commission, percentage, brokerage fee, gifts or any other consideration
contingent upon or resulting from the award of this contract. The Offeror must affirm
its understanding and agreement that for breach ar violation of this term, the State has
the right to annul the contract without liability or, in its discretion, to deduct from the
contract price the amount of any such fee, commission, percentage, brokerage fee, gifts
or contingencies.

5.2.6 A statement naming the firms and/or staff responsible for writing the proposal.
- - — — |
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A statement that Offeror is not currently suspended, debarred or otherwise excluded
from federal or state procurement and non-procurement programs. Vendor information
is available on the Internet at: http://sam.gov.

A statement affirming the proposal will be firm and binding for one-hundred-eighty
{180) days from the proposal opening date.

A statement, by submitting its proposal, that the Offeror warrants that any contract
resulting from this Solicitation is subject to Executive Order 2009-10
[hggz,{{gov.igaho.gov{mediacen;gr{g;ecorders{eoOQ,{'eo 2009 10.htmi); it does not
knowingly and willfully employ persans who cannot legally work in this country; it takes
steps to verify that it does not hire persons who have entered our nation illegally or
cannot legally work in the United States; and that any misrepresentation in this regard
or any employment of persons who have entered our nation illegally or cannot legally
work In the United States constitutes a material breach and wil! be cause for the
imposition of monetary penalties up to five percent (5%) of the contract price, per
violation, and/or termination of its contract.

A statement acknowledging that a 0.25% NASPO ValuePoint Administrative Fee will
apply to total sales for the Master Agreement(s) awarded from this RFP as detailed in
Paragraph 26 of the NASPO ValuePoint Standard Terms and Conditions (Exhibit €} and
Section 1, RFP Administrative (nformation of this RFP, and acknowledging the
requirement to provide a single person responsible for submitting the NASPO
ValuePoint usage reports detaifed in Paragraph 27 of the NASPO ValuePoint Standard
Terms and Conditions (Exhibit C).

{M) ACKNOWLEDGEMENT OF AMENDMENTS

If the RFP is amended, the Offeror must acknowledge each amendment with a signature on the
acknowledgement form provided with each amendment. Failure to return a signed copy of each
amendment acknowledgement form with the proposal may result in the proposal being found
non-responsive. IDAPA 38.05.01.52

EXECUTIVE SUMMARY

Include an executive summary in the Technical Proposal providing a condensed overview of the
contents of the Technical Proposal demonstrating an understanding of the services to be
performed.

RFP16000145 Data Breach and Credit Monitoring Services Page 12
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6 BUSINESS INFORMATION

6.1 {ME) BUSINESS PROFILE
Pravide a profile of your business including: year started, organizational structure, client base
{including any focus by region, market sector, etc.), growth over the last three (3} years, number
of employees, employee retention rates over the last three (3) years, etc. Businesses must
demonstrate 3 minimum of five {5) years of experience providing data breach and credit
monitoring services for large scale breaches to be eligible for award.,

6.2 {E) SCOPE OF EXPERIENCE
6.2.1 Describe in detail the business’ experience with statewide or large consortium contracts
similar to the Master Agreements sought through this RFP. Provide the approximate
dollar value of the business’ three (3) largest contracts in the last five {5) years, under
which the business provided services identical or very similar to those required by this
RFP.

6.2.2 Describe in detail the size and scope of data breaches for which you have pravided the
types of services required by in this RFP.

6.3  (E) REFERENCES
Provide three {3) completed Reference Questionnaires. See Attachment G.

6.4 (M) FINANCIALS
Offerors are required to provide a D&B Comprehensive Insight Plus credit report or Experian
ProfilePlus report, indicating the Offeror's current credit score, with the proposal
submission. The Offeror should stamp or write “Trade Secret” or “Confidential” on each page of
the Credit Report information that it does not want released. The information will be held in
confidence to the extent that law allows. Credit Report must be current and have been
established within thirty (30} calendar days of the propasal closing date.

Credit Reparts must be for the exact organization submitting the proposal. The Credit Report
cannot be combined or consolidated with the information from any entity other than the
company submitting the proposal. If the Offeror's name on the proposal does not match the
name on the credit report, it will not be accepted and the Offeror will be found non-responsive
for the financial requirement of this proposal.

The (M) Mandatory elements of this Section are two-fold: the offeror must provide a credit
score on one of the named reports AND the report provided in response to the RFP must
demonstrate a CSC (credit score class) rating of 1 - 3 or a CRS (credit ranking score) rating of 26
-100.

Failure to provide one of the named reports {(or failure to provide one of the designated credit
scores) will result in a finding that the offeror is non-responsive.

In addition:
A company receiving a CSC rating of High risk (5} or High Medium risk {4) of experiencing
financial stress and delinquent payments will not be considered for contract award.

CSCof 1 = Low Risk
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CSC of 2 = Low Medium Risk
CSC of 3 = Medium Risk

C5C of 4 = High Medium Risk
CSC of S = High Risk

A company receiving a rating of High risk (0-10) or High Medium risk (11-25} of experiencing
financial stress and delinquent payments will not be considered for contract award.

CRS of 76-100 = Low Risk

CRS of 51-75 = Low Medium Risk

CRS of 26-50 = Medium Risk

CRS of 11-25 = High Medium Risk

CRS of 0-10 = High Risk
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7 ORGANIZATION AND STAFFING

This Section focuses on the individual persons and roles that will be invelved in parformance of the
Master Agreement. The State has identified a number of roles that are necessary based on the
requirements of Exhibit B, Statement of Work; these titles are not meant to be restrictive, but are used
to identify key roles. The State recognizes that different Offerors may use different titles, have different
organizational structures, and employ roles that have not been specifically identified by the State. For
the roles that have been identified {Sections 7.1 - 7.4), provide the required information about the
person/role that will meet the requirements identified by the State; feel free to provide the title your
husiness uses for that role. If multiple identified roles are performed by the same person, be sure to
include that information in your response. In response to Section 7.5, identify any other key roles not
specifically identified by the State and provide the requested information.

7.1 {ME) CONTRACT MANAGER
The Contractor must provide a Contract Manager as the single point of contact for management
of the NASPO ValuePaint Master Agreement, administered by the State of Idaho. The Contract
Manager must have a minimum of five (S) years’ experience managing contracts for data
breach and credit monitoring services.
7.1.1 Provide the name, phone number, email address, and work hours of the person who will
act as Contract Manager if you are awarded a Master Agreement.

7.1.2 Describe in detail the Contract Manager’s experience managing contracts of similar size
and scope to the one that will be awarded from this RFP, Provide a detailed resume for
the Contract Manager.

7.1.3 Describe in detail the roles and responsibilities of the Contract Manager as they apply
to the NASPD ValuePoint Master Agreement that will be awarded from this RFP.

7.2 {E) BREACH RESPONSE SPECIALIST
If a Triggering Event occurs, Participating Entities must be able to contact a breach response
specialist who can assist in determining the steps that must be taken to activate services and
raspond appropriately.
7.2.1 Identify the person or role that will provide this support service to Participating Entities.
If known, provide the name, phene number, and email address of the person who will
fill the Breach Response Specialist role and attach a detailed resume.

7.2.2 Describe in detail the roles and responsibilities of the Breach Response Specialist as
they apply to the NASPO ValuePoint Master Agreement that will be awarded from this
RFP.

7.3 {E) CALL CENTER CUSTOMER SERVICE REPRESENTATIVES
All customer service representatives must have excellent customer service skills, and be able to
communicate clearly in English. Describe in detail the minimum qualifications and training for
call center customer service representatives servicing the NASPO ValuePoint Master Agreement.

_——---
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7.4 {E) IDENTITY RESTORATION PERSONNEL
All identity restoration personnel must be highly trained, have excellent customer service skills,
and be able to communicate clearly in English. Describe in detail the minimum qualifications
and training you will require for identity restoration representatives servicing the NASPO
ValuePoint Master Agreement.

7.5 {E) OTHER KEY POSITIONS/PERSONNEL
7.5.1 Provide a list of other Key Positions/Personnel who will be involved in the performance
of this Master Agreement. Examples may include incident manager, customer service
manager, or any other vital roles. If no additional Key Positions/Personnel will be
involved in the performance of the Master Agreement, provide a brief statement
explaining how the roles identified in Sections 7.1 — 7.4 will cover all areas of
performance.

7.5.2 Describe in detail the roles and responsibilities of the positions as they apply to the
NASPO ValuePaint Master Agreement that will be awarded from this RFP.

7.5.3 If known, provide the name, phone number, and email address of the person who wil)
fill each of the Key Positions, and attach a detailed resume.

e S—
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8 SCOPE OF WORK

8.1 (1) REQUIREMENTS
Affirm your understanding of, and willingness to comply with, the requirements of Exhibit B,
Statement of Work.

8.2 {E) SUBCONTRACTORS

Offerors are asked to explain whether they intend to pravide all services directly or through the
use of subcontractors. Higher points may be earned by providing all services directly or by
providing details of highly gualified subcontractors; lower scores may be earned for failure to
provide detailed plans for providing services or failure to provide detail regarding specific
subcontractors.

8.2.1 Subcontractors are only permitted with written approval from the State, and must meet

or exceed all minimum requirements in this RFP,

8.2.2 Describe the extent to which you intend to use subcontractors to perform contract
requirements. Include each position providing service and provide a detailed
description of how the subcontractors are anticipated to be involved under the Master
Agreement.

8.2.3 If the subcontractor is known, provide the gualifications of the subcontractor te provide
the services; if not, describe how you will guarantee selection of a subcontractor that
meets the experience requirements of the RFP. Include a description of how the Offeror
will ensure that all subcontractors and their employees will meet all Statement of Work
requirements.

83 (E) WORKING WITH PARTICIPATING ENTITIES
Describe in detail how you will work with Participating Entities before, during, and after a data
breach. Include information such as:
o Personnel who will be involved at various stages (refer to the persons/roles identified in
Section 7);
Response times;
Processes and timelines;
Methods of communication and assistance; and
Other information vital to understanding the service you provide.

8.4 (E) NOTIFICATIONS TO AFFECTED INDIVIDUALS
Describe in detail how you will work with a Participating Entity te notify affected individuals of a
Triggering Event. Specifically:
e« Describe your experience assisting with notifications in large-scale breaches (include
examples);
e Address your ability to meet the varying legal requirements of the Participating Entities;
and
e Provide a sample Notification Plan {see Exhibit B, Paragraph 83.2)

- ——————— " "«
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8.5 (E) ENROLLING ELIG!BLE PERSONS
Describe in detail the process by which Eligible Persons enroll for services. Include information
such as:
o Maethods of enrolling;
e Average time required to enroll;
» |nformation required in order to enroll; and
e Other information vital to understanding the enrollment process.

8.6 (E) CREDIT AND IDENTITY THEFT MONITORING
Describe in detail the methods used for cradit and identity theft monitoring. Specifically:
» Discuss the depth and variety of identity theft monitoring;
e Discuss the frequency of monitoring; and
* Include information about any unique or proprietary methods of monitoring.

8.7 (E) ALERTS/NOTIFICATIONS
Describe In detall the process of notifying Active Participants of suspicious activity discovered
through credit and/or identity theft monitoring. Specifically, discuss:
» Methods by which alerts/notifications are made (e.g. phone, text, email, etc.);
s How quickly alerts/notifications are made after discovery of suspicious activity;
e The extent of the information contained in the alerts/notifications;
= Whether the notification includes an assessment of the level of threat; and
= Whether the notifications include any suggested steps for the participant to take.

88 (E) IDENTITY THEFT INSURANCE
Describe in detail:
* How you will meet the requirement in Paragraph B5.7 of Exhibit B, Statement of Work;
e The process Active Participants must follow to initiate a claim; and
= Provide a copy of the insurance policy.

8.9 {E) IDENTITY THEFT RESTORATION ASSISTANCE
Describe in detail the services provided to assist Active Participants in restoring stolen
identities. Include information such as;
« How Active Participants initiate identity theft restoration services;
e Any requirements that must be met before an Active Participant can receive restoration
assistance; and
e The nature of services provided.

8.10 (E) CUSTOMER SERVICE
Describe in detail how you ensure excellent customer service is provided to all Eligible Persons,
Active Participants and representatives of Participating Entities. Include:
¢ Quality assurance measures;
= Escalation plan for addressing problems and/or complaints; and
= Service Level Agreement (SLA). Please note that the terms and conditions of this RFP
and all exhibits take precedence aver any conflicting terms and conditions in the SLA.

P
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8.11 {E) AVAILABLE LANGUAGE OPTIONS
All services must be performed by employees who can communicate clearly in English (see
Sections 7.3 and 7.4). Are you also able to provide services to Eligible Persons and Active
Participants in languages other than English? If so, provide a list of available languages that may
be selected by Participating Entities and any limitations to the services that can be provided in
those languages.

B8.12 (ME) SECURITY OF INFORMATION
Describe in detail the measures you take to protect sensitive customer information. At a

minimum, Offeror must describe how it meets the requirements in Exhibit 8, Paragraph 87.3.
Offeror may also include information such as:

+ Other standards that vendor's system meets or exceeds (e.g, NIST 800-53; ISO-27001);

s Processes for managing exposures to system vulnerabilities and preventing malware
infections;
Freguency of vulnerability assessment and penetration testing;

¢ [ncident response practices;
Access controls such as restricted privileges and access rights, remote access
authentication and automatic session timeouts;

s Method by which you will dispose of Active Participants’ information following
completion of Contract Services {see Exhibit 8, Paragraph B7.4).

e e ]
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COST PROPOSAL AND BILLING PROCEDURE

(ME) COST PROPOSAL

Use the format established in Exhibit F to respond to the Cost Proposal of this RFP, and identify
it as “Cost Proposal — RFP16000145 Data Breach and Credit Monitoring Services”. Altering the
format or conditioning the cost on acceptance of additional/conflicting terms or limitations may
result in a finding that your proposal is non-respansiva,

The Offeror must provide a fully-burdened rate which must include, but not be limited to, afl
operating and personnel expenses, such as: overhead, salaries, administrative expenses, profit,
and supplies.

ADMINISTRATIVE FEES

Offerors must include the 0.25% NASPO ValuePoint Administrative Fee in the prices provided in
Exhibit F, Cost Proposal, as detailed in Paragraph 26 of Exhibit C, NASPO ValuePoint Master
Agreernent Terms and Conditions.

Notwithstanding Paragraph 6 of Exhibit A, Solicitation Instructions to Vendors and Paragraph 5
of Exhibit D, State of Idaho Standard Contract Terms and Conditions, Offerors should not
include the 1.25% State of ldaho Administrative Fee. Each Participating Entity may negotiate an
additional Administrative Fee with Contractor(s} in their Participating Addendum.

INVOICING

Contractors shall invoice Participating Entities monthly for services provided the previous
month. Payment terms will be according to Exhibit C, NASPO ValuePoint Master Agreement
Terms and Conditions unless other payment terms are negotiated in a Participating Addendum.

- ]
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EXHIBIT A — SOLICITATION INSTRUCTIONS TO VENDORS
RFP16000145 Data Breach and Credit Monitoring Services

1. AUTHORITY TO PURCHASE: The Administrator of tha Division of Purchasing, Departmant of Administration or the
Administrator's delegales are the only sialutory agents authorized to exacuta Contracts for the procurement of goods and
sarvices, unless exampted pursuant lo statute or rule.

2, E-PURCHASING: The Stale of Idaho, Division of Purchasing and many Individual Agencles utilize the idaho
e-Procurement System {IPRQ), an electronic procurement system. Depending upon which profiling oplions vendors select in
IPRO, vendors may be sent e-mall nofifications of acquisition opportunilies on those Sdlicitations electronically posted.

3. ELECTRONIC SIGNATURES: IDAPA 38.05.01.061 specifically allows for electronic signalures on responses submitted {o
formal solicitations. For vendors submitting via IPRO, IPRO processes all information electronically on the Intemet. Signatures
by both the submitting Vendor and the State when using IPRO may be electronic and electronic sighatures used with IPRO
are as fully binding and legal for the State's purchasing process as a manually affixed signatura, Any referanca in thase
Solicitation Instructions to Vendors to “signed,” “signature,” "manually signed in ink,” or equivalenis will include electronic
signatures.

4. DEFINITIONS: Unlass the conlext requires atherwise, all terms not defined below shall hava the meanings defined in !daho
Code Section 67-5716 or IDAPA 38.05.01.011.

A. Apgency. All offices, depariments, divisions, bureaus, boards, commissions and institutions of the stale, including the public
ulilities commission, but excluding other legislative and judicial branches of government, and excluding the govamar, the
lieulenant-governor, the secretary of state, the stale conlraller, the slale treasurer, the atlomey general, and the
superintendent of public instruction.

B. Bid — A written offer that is binding on the Bidder fo perfarm a Contract to purchase or supply Property in response lo an
Invilation to Bid.

C. Bidder - A VVendor who has submltied a Bid.

D. Contract - Contracl means any state writien agreemenl, including a Solicitalion or specification documents and the
accepled portions of the Solicitation, for the acquisition of Property. Generally, the term is used to describe {erm contracls,
definite or indefinite quantity or delivery contracts or other acquisition agreements whose subject matier involves mulliple
payments and deliveries.

E. Contracter - A Vendor who has been awarded a Contract.
F. Invitatian to Bid - All doeuments, whether attached or incorporaled by reference, utilized for soliciting formal sealed Bids.

G. Offeror— A Vendor who has submilited a proposal in responsa lo a Request for Proposals for Property 10 be acquired by the
State.

H. Properly. Goods, services, paris, supplies and equipment, both langible and intangible, including, bul nonexclusively,
designs, plans, programs, systems, techniques and any rights and inlerests in such Property. Includes concession services
and righls to access or use slale property or faciliies for business purposas.

I. Proposal — A written response, Including pricing information, lo a Request for Propoasals that describes the solution or means
of providing the Property requested and which Proposal is considerad an offer to perform in full response to the Request for
Proposals. Price may ba an evaluation criterion for Proposals, but will not necessarily be the pradominant basis for Contract
award.

J. Quotation - An offer lo supply Property in response to a Request for Quotation and generally used for small or emargency
purchases.

K. Request for Quotation — The document, form or mathod generally used for purchases soliciled in accardance with small
purchase or emergency purchase procedures.

L. Request for Propasals {RFP) — Includes all documents, whether allached or incomorated by reference, ulilized for soliciling
competilive Proposals and Is generally utilized in the acquisition of services or complex purchases.

T
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M. Solicitation — An Invilation To Bid, a Request For Proposals or other document Issued by the purchasing activity for the
purpose of soliciting Bids, Proposals or Quolations to perform a Conlract.

N. Stale — The stale of Idaho including each Agency unless the context implies other state(s) of the Uniled Stales.
Q. Vendor ~ A person or entity capatie of supplying Property to the Stale,

5. AWARD METHOD: Conlracts may only be awarded to the "Lowast Responsible Bidder.” The Lowest Responsible Bidder is
defined by Idaho Code Section 67-5716(9) as "The responsible bidder whose bid reflects the lowasl acquisition price fo be
paid by the slats; except that when specifications are valued or comparalive performance examinations are conducted, the
resulls of such examinations and the relative score of valued specifications will be weighed, as set out in the specifications, in
determining tha lowest acquisition price.” When deemed to be in the best interest of the State, and set forth in the Solicitalion
documents, additional consideration may be given to the elements of discounts, supply location, quality of products or previous
service, delivery lime, or other elements.

6. ADMINISTRATIVE FEE: In accordance with Paragraph 5 of the Slate of Idaho Standard Terms and Conditions, Contracts
issued through IPRO may be subject to an Adminisirative Fee of one point two five percent (1.25%) of the awarded value of
the Conlract, unless otharwise exempt (See Paragraph 5, State of Idaho Standard Terms and Conditions).

7. DETERMINATION OF RESPONSIBILITY: The State reserves the right lo make reasonable inguiry about or from the
submilting Vendor or fram third parties to determine the responsibility of a submitting Vendor. Such inquiry may include, but
not be limited to, Inquiry regarding financial statements, credit ratings, references, potential subcontractors, and past
performance, The unreasonable failure of a submitting Vendor lo promptly supply any requested information may resull in a
finding of non-respansibility.

8. SOLICITATION AMENDMENTS: It will be the Vendors’ responsibllity to check for any amendments {o the solicitation
documeni{s) prior to submitfing a Bid, Proposal, or Quotation. In the event il becomes necessary {o revise any pari of the
Solicitation, amendmeni(s} will be made available via IPRO. Infarmalion given lo one Vendor will be available to all other
Vendors if such information is necessary for purposes of submitting a Bid, Proposal or Quolation, or if fallure to give such
information would be prejudicial to uninformed Vendors,

9. NOTICE OF EFFECTIVENESS: No Confract is effective untii the authorized Stale purchasing official has signed the
Contract (which signalure may be electronic), and the effeclive or award date has passed. The Vendor shall not provide any
goods or render services until the Contract has been signed by the Stale purchasing official and the Conlract has become
affeclive. Furthermore, the State Is in no way responsible for reimbursing the Vendor for goods provided or services rendered
prior to the signature by the aulhorized Slale purchasing official and the arrival of the effective dale of the Contract.

10. ECONOMY OF PREPARATION: i submitting a response lo a solicitation, responses should be prepared simply and
economically, providing a clear, complete and concise description of lhe Offeror’s capabilities to satisfy the Slate's
requirements.

11. SPECIFICATIONS: Specificallons describe the Property the State wants lo acquire. Vendors are encouraged lo raview the
specifications closely and present writlen questions within the time prescribed in the Solicitation o the designated purchasing
official. See also Paragraph 14 on Administrative Appeals. The State is prohibited from accepting Property that does not meet
the minimum specifications pursuant lo ldaho Code Seclion 67-5726(4) and Section 67-5736.

12, LAWS: The laws governing the State's purchases of goods and services are found in ldaho Code Section 67-5714
lhrough Seclion 67—5744 and IDAPA 38.05.01 et seq., bath available on the Intemet at

C licias. html. It is the Vendor’s responsibilily lo conform to ALL applicable federal, stale
and focal slalules or olher applicable legal requlrements The informalion provided herein Is intended to assist Vendors in
meeling applicable requirements but is nol exhaustive and the State will not be responsible for any failure by any Vendor to
meet applicabla requirements.

13. PREFERENCE FOR IDAHO SUPPLIERS FOR PURCHASES: Idaho preferences are govermned by Idaho Code Section
67-2349 (Reciprocal Preference) and Idaho Code Section 60-101 — 103 (Prinling).

14. ADMINISTRATIVE APPEALS: The laws applicable to adminisirative appeals are sei forth at Idaho Code Seclion 67-

5733(1){a) (Specification Appeals}, [daho Code Sectlon 67-5733(1){b) (Bid Rejection Appeals), ldaha Code Section 67-
5733(1)(c) (Bid Award Appeal), and Idaho Code Section 67-5733(1){d) {Sole Source Appeal).
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15. SUBMISSION FORMS:

A. Manual Submissions — For manually sealed and submitted Blds or Proposals, a submitting Vendeor must use the Stale's
supplied signature page (or other binding document as specified} when submilting its Bid or Propasal. The signature page
must be manually signed In ink or contain an electronic signature of an authorized agent of the submitling Vendor and returned
with the submission package. Manually submitted Bids or Proposals submitted without the signatura page or other binding
document shall be found nonresponsive and will not be considerad. An incomplels, modified or unsigned signatura page will
be cause for a finding of non-responsiveness, Submissions must be complated either in ink or typewritten. Forms or figuras
writlen in pencil are not acceplable. Mistakes should not be erased but may be crossed out and comections inserted next to
the emors and initialed IN INK (or with an eleclronic signature) by the parson signing.

B. Submission Forms — Manual Guotalions — For manually submitied Quotations, the submiliing Vendor may use any
responsa and submission form autharized by lhe Reques! For Quotation, including oral, ielephonic, facsimile, e-mall, regular
mall or via IPRO.

C. Submission Forms - Electronic — For Vendors using IPRO, proper complation of the electronic forms is required.

D. Submission Forms — Manual or Elsctronic — Regardless of Submission Form, Vendor warrants by submitting a Bid,
Proposal or Quolation that It accepts the Stale of Idaho Standard Coniract Terms and Conditions and the Solicitalion
Instructions to Vendors, and any Special Terms and Conditions identified in the Solicilation. Additionally, one or morz of tha
following may be applicable:

1. If the Vendor is a corporation, parinership, scle propriglorship or other legal entity, and emplays individual persons, by
submilting ils Bid, Proposal or Quolation, vendor warrants that any Contract resulting from this Sclicitation is subject to
Executive Order 2008-10 [htip://gov.idaho.govimediacenter/execorders/aol9/en 2009 10.himi]; it doas nat knowingly hire or
engage any lllegal aliens or persons not authorized to work in the Uniled Slales; il takes sleps lo verify that it does not hire or
engage any illegal aliens or persons not authorized lo work in the United Stales; and thal any misrepresentation in this regard
or any employment of persons not authorized lo work in the United States constitutes 2 material breach and shall be cause for
the imposition of monelary penalties up 1o five parcent (5% of the Contract price, per viclation, and/or termination of ils
Contract; or

2.1l Vendor is a natural person eighteen (18) years of age or older,

a. by submitting its Bid, Proposal ar Quotation, warranls that ils Bid, Proposal or Quotation [s subject to ldaho Code section
67-7903 and, pursuant thereto, by submitling ils Bid, Proposal or Quolation, attests, under penalty of perjury, that it is

a Uniled Stales citizen or lagal permanenl resident or that it is otherwise lawfully present in the United Slates pursuant to
federal law; and

b. prior lo being issued a Conlract, Vendor will be required {o submit proof of lawful presence in the United States in
accordance with Idaho Code Section 67-7903.

16. BID AND REQUEST FOR PROPOSAL SUBMISSIONS:

A. Manual Subrissions — Unless otharwise stated elsewhere in the Soficitation, the submission package or envelope must be
SEALED and plainly marked in the LOWER left comer with the following: (i) the name of the item or service being sought; (ii)
opening date and time; and (lii) the Salicitation number. This information is found in the Solicitation document. The submitting
Vendor's retumn addrass must appear on the envelaps or package. Any Bid sheets and the signature paga cantaining an
suthorized signature must be submittad in a sealed envelope or package. (Do not respond to more than ona Solicitation in
the same envelopel} A submission made using "Express/Ovemight” services must be shipped in a separate sealed inner
envelope/package identified as stated abave, and enclosed inside the "Express/Ovarnight” shipping container or package. No
respansibility wilt attach to the State, or to any officlal or employee thersof, for the pre-opening of, post-opening of, or the
failure 1o open a submission nol properly addressed and identified. No oral, telephone, facsimile or late submissions will be
considered. All submissiens mus! be received al the physical address designated for courier service and time/date slamped by
the purchasing activity pror lo the closing date and time, Il is the submitling Vendor's responsibility 1o timely submit s Bid or
Proposal in a propery marked envelope, prior to the scheduled closing, for receipt in sufficiant time to allow the submission to
be {ime and date stamped prior to the closing time.

B. Bid Submissions — Electronlc — For Bids or Proposals submitted electronically via IPRO, the submilting Vendor Is the
individual or entity as It s profiled in IPRO. Vendors submitling efecironically must complete ali steps in the IPRO submission
pracess priar 1o the scheduled clesing date and time.
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C. Late Submissions - It is the submitling Vendor's responsihbility lo ensure that its Bid, Quotation, or Proposal is delivered or
elacironically submitled to the place designated for receipl prior lo lhe specified closing time. Late submisslons will not be
considerad under any circumstances. The official lime used in the receipt of manual submissions is determined by the
aulomatic time/dale stamp located at the physical address designated for receipt of Bids, Quotations or Praposals. Electronic
submissions will use IPRO's time to determine receipt ime. No responsibility will be assumed for delays In the delivery of mail
by the U.S. Post Office, privale couriers, the intra-State mall system, or for the failure of any computer or electronic equipment.
Submitting Vendors are advised that the intra-State mail system may increase delivery time from Central Postal to the place
designated for receipt and should plan accordingly. LATE SUBMISSIONS WILL NOT BE ACCEPTED, AND WILL BE
RETURNED TO THE SUBMITTING VENDOR. NO DEVIATIONS WILL BE ALLOWED.

17. TABULATION INFORMATION:

Manual/Electronic Opening - Eleclronic and manually distributed Solicilations will contain detalled Informalion regarding
closing/opening dates and times, Vendors may attend openings of manually submitled Solicitations at the place, date, and
time specified on the Solicilation. At that time, for Bids, the names of Bidders and Bid amount will be announcad. For
Proposals, only the names of the Offerors will be announced. No other information will be disclosed at that lime. Individuals
may reques! tsbulation information when it becomes avallable. No tabulalion information will be given aver the phone.

18. TERMS AND CONDITIONS OF ENSUING CONTRACT: Any ensuing Contract wilt be govemned by the Siafe of Idaho
Standard Conlraci Terms and Conditions, any applicable Special Tenns and Condilions and, if applicable, any negoliated
provisions, aft as specified in the Solicitation. Unless otherwise identified in the Soficitation, no addilional or supplemental
terms and conditions submilted by the submitling Vendar as part of its response shall be evaluated or considered. Any and all
such addilional terms and conditions shall have no force and effect and shall be inapplicable to the Solicilation and any
ensuing Contract. If additional or supplemental lerms and conditions, either intentionally or inadvertently appear separalely in
transmitlal letters, specifications, lilerature, price lisls or warranties, it is understood and agreed that the Stale of Idaho
Standard Coniract Terms and Conditions and any Special Terms and Conditlons Ir the Solicitation are tha only conditions
applicable fo the Soficitation and any ensuing Conlract and the submitting Vendor's authorized signature affixed to the
signature page form altesls lo this, If you condition your 8id or Proposal on such additional terms and conditions, your Bid or
Proposal will be deemed nonresponsive. IF YOU HAVE QUESTIONS OR CONCERNS REGARDING THE STATE'S TERMS
AND CONDITIONS, ADDRESS THEM IN WRITING TO THE DESIGNATED PURCHASING OFFICIAL WITHIN THE TIME
PERIOD PRESCRIBED PRIOR TO THE SOLICITATION CLOSING DATE,

19. PRE-OPENING SOLICITATION WITHDRAWALS OR MOBIFICATION:

A. Manual ~ Manual submissions may be withdrawn or modified only as foliows: Bids or Proposals may be withdrawn or
madified prior to the closing by writlen communication signed by the submitting Vendor. Bids or Proposals may be withdrawn
prior lo closing in person upon presentation of salisfaclory evidence establishing the individual's authority lo act on behalf of
the submitling Vendor. Any withdrawing or modifying communication must clearly identify the Solicitation. A modifying letter
should be worded so as NOT la reveal the amount.

B. Pre-Opening Salicitation Withdrawals - Electronic -~ A submitling Vendor using IPRO may wilhdraw a previously submitied
Salicitalion rasponse at any ime prior to {he closing by submiliing another response with a zero unil price for each affected
lina ilem of the Solicitation and inserling the words “WITHDRAWAL OF PREVIOUSLY SUBMITTED BID" In the comments
field for each affected line item or may select the “INTENTIONAL NO BID" checkbax in IPRO.

C. Pre-Opening Solicitation Modilication - Electronic — A submitting Vendor using IPRO may modify or change a previously
submilted Solicitation response al any time prior to the closing by amending ils solicitation response in IPRO and resubmitling
(i.e. adding or removing altachments, modifying pricing, elc.).

20. REJECTION OF BIDS AND PROPOSALS AND CANCELLATION OF SOLICITATION:

A. Prior to the issuance of a Conlrac, the State shall have the right to accept or reject all or any part of a Bid, Proposal or
Quotation or any and all Bids, Proposals and Quotations when: (i) it is in the best interesls of the State; (ii) the Bid, Propusal or
Quolation does nol meet the minimum specifications; (iii) the Bid, Proposal or Quotation is not the lowest responsible Bid,
Proposat or Quotation; (iv} a finding is made based upon avaflable evidenca that a submitting Vendor is not responsible or is
otherwise Incapable of meeting specifications or providing an assurance of ability to fulfill Contract requirements; or (v) the
llem offered deviates (o a major degree from the specificalions, as determined by the State (minor deviations, as determined
by the State, may be accepted as substantially meeting the Solicitation requirements). Daviations will be considered major
when such deviations appear to frustrate the compelitive Solicitalion process or provide a submitting Vendor an unfair

advantaga.

e ____________________________________ . ]
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B. Prior to the issuance of & Contract, the State shall have the right to reject 2l Bids, Proposals, or Quotations or to cancel a
Solicitation. Cancellation may be for reasons that include, but are not limited {o: (i) inadequale or embiguous specifications; (i)
specifications have been revised, (Rl) Properly is no longer required; (iv} there Is a change in requiremenis; (v) all submissions
are deemed unreasonable or sufficient funds are not available; (vi) Bids, Proposals or Quolations were not independently
amived at or were submitied in bad faith: {vii} it is delermined thal all requirements of the Solicilation process were not met;
(vili} insufficient compelition; or {ix) it is In the besl inlerests of the State.

21. BURDEN OF PROOF: It shall be the responsibility and burden of the submitling Vendor to fumish, wilh ils original
submission, unless otherwise provided in the Solicitation, sufficient data for the State to delemmine whelher or not the property
offerad conforms to the specifications.

22, ALTERNATE BIDS: Multiple bids submitied by a single submitting Vendor, or a submitting Vendor's allemale bids, WILL
NOT BE ACCEPTED UNLESS SO STATED IN THE SPECIFICATIONS.

23. DISCOUNTS: Discounls, when applicable, shail be shown in a single nel percentage figure {&.g. 57-1/4% instead of 50,
10, and 5 percent). DISCOUNTS FOR PROMPT PAYMENT WILL BE ACCEPTED BUT CANNOT BE USED IN
DETERMINING THE LOWEST BID.

24. UNIT PRICES GOVERN: Unit prices shall govarn. IMPORTANT: Prices must be given in the *unit of measure® required in
the Solicitation. Example: If the Solicitation requires an ltem by the "piece,” submit pricing by the "piece.” If the Solicitation
requires an item by the *foot,” submit pricing by the “fool.”

25. FIRM PRICES: The submitting Vendor agrees that its Bid, Quotation or Proposal shall be good and may not be withdrawn
for a period of ninety (90) days afier tha schaduled closing date, unless otherwise identified in the Solicitalion. No Bid,
Quotation or Proposal will ba accepied if marked “price pravailing at time of delivery,” “estimated prices,” “aclual cos!s (o be
billed,” or similar phrases. Afler the date and time of closing, no price change will be allowed, unless otherwise slated in the
Saolicltation. All Bids, Quolations and Proposals must be in U.S. Dollars,

26. ORAL INFORMATION: Queslions conceming a Solicitation must ba directed in wriling to the designated purchasing
official in the period of time prescribed in the Salicitation. Bids, Proposals, or Quotations devialing from the specifications by
any means other than thal which is allowed by an amendment to the Solicitalion writien and issued by the Siale will be subject
{o rejection. The Stale will not be responsible for any verbal or oral information given to Vendors by anyone other than an
authorized purchasing official who has provided information in writing. Reliance on any oral representation is at the Vendor's
sole risk.

27. GOVERNMENTAL USE ONLY: Unless otherwisa noled in the Solicitation, all purchases made pursuant lo the Solicitation
are for the intemal use of government only and will not ba resold to the general public at retail. Upon requast, the State will
Issue a cerlification that all purchases made pursuant {o the Selicitation are intended for the intemal use of govermment and
will not be resold to the general public at retail.

28. PUBLIC RECORDS:

A. The ldaho Public Records Law, ldaho Code Sections 74-101 through 74-126, allows the open inspection and copying of
public records. Public records Include any writing conlaining information relating to the conduct or administration of the public's
business prepared, owned, used, or retained by a State Agency or a local agency {political subdivision of the state of ldaho)
regardless of the physical form or character, All, or most, of the information contained in your response to the State'’s
Solicitation will be a public record subject to disclosure under the Public Records Law. The Public Records Law conlains
certain exemptions. One exemption potentially applicable to part of your response may ba for trade secrels. Trade secrals
Include a formula, pattem, compilation, program, computer program, davice, method, technigue or process that derives
economic value, actual or potential, from not being generally known lo, and not being readily ascertalnable by proper means
by olher persons and is subject to the eforts that are reasonable under the circumstances lo maintain its secracy. If you
consider any malerial that you provide in your Bid, Proposal or Quotation 1o be a trade secrel, or otherwise protected from
disclosure, you MUST so indicate by marking as “exempt” EACH PAGE containing such information. Marking your entire Bid,
Proposal or Quotation as exemp! is not acceptable or in accordance wilh the Solicitation or the Public Records Law and WILL
NOT BE HONORED, In addition, a legend or siatement on one (1) page that all or substantially all of the response Is exempt
from disclosure s not accepiable or in accordance with the Public Records Law and WILL NOT BE HONORED. Prices that
you provide in your Bid, Proposal or Quotation are not a trade secret. The State, to the exient allowed by law and in
accordance with these Solicitation Instructions, will honor a deslgnalion of nondisclosure. Any questions regarding the
applicabliity of the Public Records Law shoutd be addressed lo your own legal counsel PRIOR TO SUBMISSION of your Bid,
Proposal or Quotation,

b —  — _ _ _ _  __ ___  _ _ ______ ____________________________________________________________________-
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B. If your Bid, Proposal or Quatation contains Information that you consider 1o be exempt, you must also submit an electronic
redacted copy of the Bid, Proposal or Quotation with all exempt information removed or blacked out. The State will provide this
redacted Bid, Proposal or Quolation lo requeslors under Idaho Code Sections 355 et seq. Submitting Vendors must also:

1. ldentify with particularity the precise tex, ilustration, or other information conlained within each page marked “exempl” (it
is not sufficient to simply mark the entire page). The specific informalion you deam “exempt” within each notad page must be
highlighted, italicized, identified by aslerisks, contained within a text border, or olherwise be clearly distinguished from other
text ar other Information and be specifically idenlified as “exempL”

2. Provide a separate document with your Bid, Proposal or Quolation entitled “List of Redacted Exempt Information,” which
provides a succincl tist of all exempl material noted in your Bld, Proposal or Quotation. The list must be in the order in which
the malerial appears In your Bid, Proposal or Quotation, idenlified by Page#, Saclion#/Paragraph#, Title of Seclion/Paragraph,
specilic porlions of text or other information; or in a manner otherwise sufficient lo allow the State to determine the precise
malerial subject to the notation. Additionaily, this list must identify with each notation the specific basis for your position that
the material be treated as exempl from disclosure.

C. Vendor shall indemnify and defend the State against all liability, claims, damages, losses, expenses, actions, altomey fees
and suits whatsoever for honaring a dasignation of exempt or for tha Vendor's fsilure lo designate individual documents as
exempt. The Vendor’s failure to designate as exempl any document or portion of a document that is released by the Siale
shall conslitule a complete walver of any and all claims for damages caused by any such releass. If the Stale recelves a
request for materials claimed exempt by the Vendar, the Vendor shall provide the legal defense for such claim.

29. LENGTH OF CONTRACT: Pursuant to Idaho Code Seclion 67-5717(9), the State may enter into Contracts, including
leases and rentals, for periods of time exceeding one (1) year provided that such Contracts contain no penalty to or restriction
upon the State In the event cancellalion is necessilaled by a lack of financing for any such Contract or Contracts.

30. LEASE-PURCHASE OPTIONS: |daho Code Section 67-5721 reads, in part, as follows: "Any exercise of an oplion to
acquire (goods, services, parls, supplies and equipment), or any other procedure which shall serve (o pass (itle to the state
where no passage of tille existed before, shall be deemed to be a new acquisition and prior (o execution all applicable
provisions and procedures of this chapler [67-5714 through 67-5744] shall ba exercised.” (NOTE: This provision is NOT
applicable lo time purchase or installment purchase Contracls).
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EXHIBIT B — STATEMENT OF WORK
RFP16000145 Data Breach and Credit Monitoring Services

CONTRACT ADMINISTRATION

Contract Manager
The Contractor must provide a Contract Manager as the single Point of Contact {POC]) for management
of the NASPO ValuePoint Master Agreement, administered by the State of Idaho.

Participating Entity Point of Contact

The Contractor must provide a single POC for each Participating Entity. The POC must be available
during the regular business hours of the assigned Participating Entity. The Contractor may assign the
same POC to more than one Participating Entity.

Annual Conference

The Lead State may require an annual conference with the Contractor to review contract issues and/or
Contractor performance. Conferences may be held in Boise, Idahe or by conference call, at the option
of the Lead State.

SERVICE ACTIVATION

A Participating Entity may decide, in its sole discretion, to begin using the services described in the
Master Agreement at any time during the term of the Master Agreement and Participating Addendum.

A Participating Entity may elect to use a limited selection of services rather than all services provided
under this RFP. For example, a Participating Entity may activate Call Center and Credit
Monitoring/Identity Theft Monitoring Services but not Notification Services.

It is anticipated that a Participating Entity would elect to activate services upon a Triggering Event;
however:
B2.3.1 Participating Entities shall not be required to activate services under any circumstances; and

B2.3.2 Participating Entities may activate services at any time.

Each Participating Entity has sole discretion to determine if and when it will activate services and to
define the eligibility requirements for Eligible Persons to register for the services provided under the
Master Agreement and Participating Addendum.

Activation of services shall commence upon written notification to the Contractor by a Participating

Entity.

B2.5.1 The Participating Entity will provide the Contractor with a list of Eligible Persons as detailed in
Paragraph B5.1.1.

B2.5.2 The Participating Entity may provide a Frequently Asked Question {FAQ) script to ensure
Contractor staff provide consistent respanses to inquiries about the Triggering Event. When an
FAQi is provided by the Participating Entity, the Contractor shall direct Contractor staff in its use.

e ———————————————
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NOTIFICATIONS TO AFFECTED INDIVIDUALS

States have unique rules governing the need to notify affected persons of Triggering Events, including
content and timing requirements.

Upon award of a Master Agreement and execution of Participating Addenda, the Contractor must work
with each Participating Entity to develop a sample Notification Plan and template based on each
Participating Entity’s requirements in order to facilitate timely notification in the event of a Triggering
Event.
B3.2.1 The Notification Plan may include information including but not limited to:
= Anoverview of the Participating Entity’s requirements;
o A general timeline for the Participating Entity notifying the Contractor of the Triggering
Event, the Participating Entity providing information to the Contractor, and the
Participating Entity determining whether or not the Contractor will send notifications to
affected persons;
* Atemplate notification that Contractor may send to affected persons, or customize for a
specific Triggering Event, at the option of the Participating Entity;
e A general timeline for the Participating Entity approving the draft notification and the
Contractor sending the notifications; and
* The Participating Entity's selected method of sending notifications.

B3.2.2 The Notification Plan and template must be approved by the Participating Entity and in place
within sixty (60) days of execution of the Participating Addendum. If a Triggering Event occurs
prior to the development and approval of a Notification Plan and template, the Contractor must
immediately work with the Participating Entity to make the required timely notifications.

Upon notification by a Participating Entity that a Triggering Event has occurred which requires
notifications, and at the option of the Participating Entity, the Contractor must prepare, print, and send
all notifications via the delivery method specified by the Participating Entity.

B3.3.1 The Participating Entity shall provide written approval of any notice prior to it being sent.

B3.3.2 The Participating Entity shall provide a list of names and address, in Microsoft Excel or another
mutually agreeable file format, of persons to whom the notification must be sent,

B3.3.3 The Contractor must mail notifications within the timeframe required by the Participating
Entity’s laws and regulations.

The Contractor shall only use the contact information provided by the Participating Entity to send the
required notifications, unless the Participating Entity agrees in writing to allow the Contractor to send
additional materials or make additional contact.

GENERAL CALL CENTER

The Contractor must provide a general call center that may be reached via toll free number twenty-four
hours per day, seven days per week {24x7), every day of the year.

Mﬂm
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The Contractor must provide a dedicated phone number for each individual Triggering Event.

Staff at the call center must answer general questions regarding services, eligibility, and enrollment in a2
courteous and professional manner, using the FAQ script, if provided by the Participating Entity.

CREDIT MONITORING/IDENTITY THEFT PROTECTION

The Contractor must provide the follawing minimum praducts and services to all Active Participants;

B5.1

B5.2

85.3

B5.4

Enrolling Eligible Persons
B5.1.1 When a Participating Entity notifies the Contractor that it wishes to activate services, the
Participating Entity will provide a list including names and addresses of all Eligible Persons.

B5.1.2 The Contractor must begin enrolling Eligible Persons who choose to become Active Participants
as soon as it receives the list described in Paragraph B5.1.1.

B5.1.3 At a minimum, the Contractor must provide Eligible Persons the option to enroli via phone, mail,
and website.

B5.1.4 The Contractor shall not require Active Participants to provide any information beyond the
information typically required and reasonably necessary to provide the Contract Services.

B5.1.5 The Contractor shall not automatically subscribe or enroll Active Participants in follow-gon
services, require Active Participants to enrcll in follow-on services, or imply that follow-on
services are otherwise required by Active Participants. Follow-on services are any additional
services offered by tha Contractor that are not included in the Master Agreement or
Participating Addendum.

B5.1.6 Contractor must terminate services to each Active Participant at the end of each Enroliment
Term as defined in Paragraph B5.2. There must not be an automatic renewal of the service to
the Active Participant. Contractor must notify each Active Participant in writing of the upcoming
service termination no later than one {1) month befare the expiration of the services provided.

Enrollment Term

Eligible Persons that elect to become Active Participants shatl receive Credit Monitoring/Identity Theft
Monitoring and Alerts/Notifications for a period of one {1} year. The Participating Entity may elect to
provide Active Participants services for additional period(s) of not less than ane (1) year each.

Credit Meonitoring

The Contractor must provide daily monitoring of one (1) or three (3} of the three {3) major credit
bureaus, depending on the level of services elected by the Participating Entity. Contractor must monitor
for activity including, but not limited to, new lines of credit and credit inquiries.

Identity Theft Monitoring

The Contractor must provide monitoring designed to detect theft of an Active Participant’s identity.
Examples of such monitoring include, but are not limited to: monitoring of new accounts, public records,
address changes, non-credit/payday loans, and scanning of underground/black market websites for use
of PII.

. ]
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BS.S Alerts/Notifications
The Contractor must provide alerts/notifications to Active Participants related to anomalous or
suspicious activities identified by the Contractor through Contractor’s Credit Monitoring and Identity
Theft Monitoring. Contractor must notify Active Participants via the notification method identified by
the Active Participant within twelve (12) hours or less of identifying the activity.

BS.6 Identity Theft Restoration Assistance
B5.6.1 The Contractor must provide Identity Theft Restoration Assistance to any Active Participant who
becomes a victim of identity theft while enrolled in Credit Monitoring/identity Theft Monitoring
services, even if the identity theft is not discovered until after the Credit Monitoring/Identity
Theft Monitoring services have expired.

B5.6.2 At a minimum, the Contractor must:

B5.6.2.1 Provide access to a contact center available 24x7, every day of the year, that can
provide identity theft resolution customer care services. Individuals staffing this
contact center must be trained and experienced in assisting customers with
understanding their credit reports and restoring their credit; automated responses
will not satisfy this requirement.

B85.6.2.2 Review occurrences of identity theft and provide an initial course of action within
forty-eight (48) hours of the report of the occurrence.

B5.6.23  Provide one-on-one counseling to assist Active Participants with resolving any
identity theft problems, such as contacting the Active Participant's creditors and
others in order to resolve the identity theft problem on the Active Participant’s
behalf.

85.6.3 Contractor must continue providing restoration assistance until Contractor and Active
Participant agree that the identity theft issues have been resolved or the Contractor has
exhausted the $1,000,000.00 insurance policy (see Paragraph 85.7).

B5.7 I|dentity Theft tnsurance
The Contractor must provide insurance to all Active Participants for loss due to identity theft, which
meets the following minimum requirements:
B5.7.1 Not less than one million dollars {$1,000,000) in coverage for each Active Participant.

B5.7.2 Coverage for at [east the following losses which result solely from the theft of the individual's
identity:
85.7.2.1 Costs associated with re-filing applications for loans, grants, etc. that were denied
because of the identity theft;

B5.7.2.2  Costs for notarizing affidavits, long-distance calls, and postage required to restore
the individual's identity; and

B5.7.23  Costs for six (6) credit reports within the twelve {12) months following the theft.

- ________________ __ ___ . .
RFP16000145 Data Breach and Credit Manitoring Services Page 30



B6

86.1

B6.2

B6.3

B7

B7.1

B7.2

B7.3

Master Agreement - Attachment 1

B5.7.2.4  Lost wages resulting from the need to take time off from work in order to engage in
Identity restaration activities. Lost wages includes reimbursement of paid time off
(e.g. vacation, annual leave, etc.} taken for the purpose of engaging in identity
restoration activities.

B5.7.2.5 Legal Fees incurred in the defense of a civil suit against the Active Participant for
non-payment which suit resulted from the identity theft, ar for removal of a
judgment against the Active Participant that resulted from the identity theft.

BS.7.3 In the event Contractor’s underlying policy for identity theft insurance is terminated, Contractor
must notify all Active Participants and must have another policy of equal value in place
immediately upon termination to ensure that no coverage gaps exist.

B5.7.4 Identity Theft Insurance requirements extend to any identity theft that occurs while the Active
Participant is enrolled, even if the Iidentity theft is not discovered until after the Credit
Monitoring/Identity Theft Monitoring services have expired.

CUSTOMER SERVICE

The Contractor must provide the highest quality of customer service to each Eligible Person and Active
Participant. All customer service representatives must treat all Eligible Persons and Active Participants
with respect and offer assistance in resolving any issues, concerns, or complaints,

If the customer service representative cannot adequately address the concerns of an Eligible Person or
Active Participant, the concern must be elevated according to the agreed-upon Service Level
Agreement.

Contractor must, at a minimum, provide tha following:
B6.3.1 Resources to assist Eligible Persons and Active Participants in 2 manner consistent with the
agreed-upon SLA; and

B6.3.2 Support centers and customer support personnel located within the United States.
SECURITY OF INFORMATION

The Contractor must have security measures in place to ensure that information regarding Eligible
Persons and Active Participants will not be compromised through a breach of the Contractor’s system.

The Cantractor must notify the Participating Entity of any suspected or actual breach of the Participating
Entity's or Active Participants’ data immediately upon discovery.

All information regarding Eligible Persons and Active Participants, whether obtained from the
Participating Entity, from Eligible Persons, or through performance of the services under the Master
Agreement, must be kept confidential and secure in @ manner that meets or exceeds the AICPA SOC2
standards, available at:

http://www.aicpa.org/interestareas/frc/assuranceadvisoryservices/pages/aicpasoc2report.aspx.  The
Contractor must be able to provide the Lead State with the results of the SOC2 type 2 ar equivalent
audit of its development and operational practices, conducted within the last two (2) years and
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including all management comments and plans to correct identified deficiencies. If the Contractor has
not yet completed a SOC2 type 2 or equivalent audit, the Contractor must inform the Lead State of the
date when the results will be provided, not more than six {6) months following Contract award. The
Contractor must continue to complete SOC2 type 2 or equivalent audits at least one (1) time every two
(2) years throughaut the term of the Master Agreement,

Upon the expiration of the Enrollment Term between Contractor and an Active Participant, the
Contractor must dispose of all of the Active Participant's information by a secure method.

Cantractor shall not sell, use, or share such information for any purpose except in providing services
under the Master Agreement.

REPORTING

Monthly Usage Reports

The Contractor must provide monthly usage reports to Participating Entities that have activated
services. Usage reports must contain the following information:

88.1.1 Number of Active Participants (including type of service);

B8.1.2 Aggregate count of Active Participants;

BB8.1.3 Number of credit monitoring alerts issued by type;

B8.1.4 Number of identity theft alerts issued by type;

B3.1.5 Number and types of corrective action(s) taken for identify theft protection and identity theft
resolution;

88.1.6 Number of telephone calls from either Eligible Persons or Active Participants {separately
identified) answered by the Contractor’s call centers;

B8.1.7 Average “wait time” experienced by callers before speaking to Contractor's representatives; and
88.1.8 Number of Identity Theft Insurance claims filed by Active Participants.

Ad Hoc Reporting

Upon request by the Participating Entity, the Contractor must provide ad hoc reporting. Unless
prohibited by law, requested data may include, but not be limited to: names, addresses, and email

addresses of Active Participants.

All reports must be submitted in a format acceptable to the Participating Entity.

T
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EXHIBIT C— NASPO VALUEPOINT MASTER AGREEMENT TERMS AND CONDITIONS
RFP16000145 Data Breach and Credit Monitoring Services

NASPO

ValuePoint

1. Master Agreement Order of Precedence
a. Any Order placed under this Master Agreement shall consist of the following documents:

(1) A Participating Entity's Participating Addendum ("PA");
{2) NASPO ValuePoint Master Agreement;

(3) A Purchase Order issued against the Master Agreement;
(4) The RFP, including all Exhibits and Amendments; and

(5) Contractor’s response to the Solicitation.

b. These documents shall be read to be consistent and complementary. Any conflict among these
documents shall be resolved by giving priority to these documents in the order listed above. Contractor
terms and conditions that apply to this Master Agreement are only those that are expressly accepted
by the Lead State and must be in writing and attached to this Master Agreement as an Exhibit or
Attachment.

2. Definitions

Acceptance means a written notice from a Purchasing Entity to Contractor advising Contractor that the
Product has passed its Acceptance Testing. Acceptance of a Product for which acceptance testing is not
required shall occur following the completion of delivery, installation, if required, and a reasonable
time for inspection of the Product, unless the Purchasing Entity provides a written notice of rejection
to Contractor.

Acceptance Testing means the process for ascertaining that the Product meets the standards set forth
in the section titled Standard of Performance and Acceptance, prior to Acceptance by the Purchasing
Entity.

Contractor means the person or entity delivering Products or performing services under the terms and
conditions set forth in this Master Agreement.

Intellectual Property means any and all patents, copyrights, service marks, trademarks, trade secrets,
trade names, patentable inventions, or other similar proprietary rights, in tangible or intangible form,
and all rights, title, and interest therein.
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Lead State means the State centrally administering any resulting Master Agreement(s).

Master Agreement means the underlying agreement executed by and between the Lead State, acting on
behalf of the NASPO ValuePoint program, and the Contractor, as now or hereafter amended.

NASPO ValuePoint is the NASPO Cooperative Purchasing Organization LLC, doing business as NASPO
ValuePoint, a 501(c)(3) limited liability company that is a subsidiary organization of the National
Association of State Procurement Officials (NASPO), the sole member of NASPO ValuePoint. NASPO
ValuePoint facilitates administration of the NASPO cooperative group contracting consortium of state
chief procurement officials for the benefit of state departments, institutions, agencies, and political
subdivisions and other eligible entities (i.e., colleges, school districts, counties, cities, some nonprofit
organizations, etc.) for all states and the District of Columbia. NASPO ValuePoint is identified in the
Master Agreement as the recipient of reports and may perform contract administration functions
relating to collecting and receiving reports as well as other contract administration functions as
assigned by the Lead State.

Order or Purchase Order means any purchase order, sales order, contract or other document used by
a Purchasing Entity to order the Products (as defined below to include services).

Participating Addendum means a bilateral agreement executed by a Contractor and a Participating
Entity incorporating this Master Agreement and any other additional Participating Entity specific
language or other requirements, e.g. ordering procedures specific to the Participating Entity, other
terms and conditions.

Participating Entity means a state, or other legal entity, properly authorized to enter into a
Participating Addendum.

Participating State means a state, the District of Columbia, or one of the territaries of the United
States that is listed in the Request for Proposal as intending to participate. Upon execution of the
Participating Addendum, a Participating State becomes a Participating Entity; however, a Participating
State listed in the Request for Proposals is not required to later participate in the Master Agreement

Product means any equipment, software (including embedded software}, documentation, service or
other deliverable supplied or created by the Contractor pursuant to this Master Agreement. The term
Products, supplies and services, and products and services are used interchangeably in these terms and
conditions.

Purchasing Entity means a state, city, county, district, other political subdivision of a State, and a
nonprofit organization under the laws of some states if authorized by a Participating Addendum, who
issues a Purchase Order against the Master Agreement and becomes financially committed to the
purchase.
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3. Term of the Master Agreement

The initial term of this Master Agreement is for two (2) years. This Master Agreement may be
extended beyond the original contract period for three (3) additional renewal periods of one (1) year
each at the Lead State’s discretion and by mutual written agreement and upon review of requirements
of Participating Entities, current market conditions, and Contractor performance.

4. Amendments

The terms of this Master Agreement shall not be waived, altered, modified, supplemented or amended
in any manner whatscever without prior written approval of the Lead State. The Lead State may issue
unilateral amendment to the Master Agreement to make administrative changes, when necessary.

5. Assignment/Subcontracts
a. Contractor shall not assign, sell, transfer, subcontract or sublet rights, or delegate responsibilities
under this Master Agreement, in whole or in part, without the prior written approval of the Lead State.

b. The Lead State reserves the right to assign any rights or duties, including written assignment of
contract administration duties to NASPO Cooperative Purchasing Organization LLC, daing business as
NASPO ValuePoint.

6. Price and Rate Guarantee Period

All prices and rates must be guaranteed for the initial term of the Master Agreement. Following the
initial Master Agreement period, any request for price or rate adjustment must be for an equal
guarantee period, and must be made at least one-hundred-twenty (120) days prior to the effective
date. Requests for price or rate adjustment must include sufficient documentation supporting the
request. Any adjustment or amendment to the Master Agreement shall not be effective unless
approved by the Lead State. No retroactive adjustments to prices or rates will be allowed.

7. Cancellation

Unless otherwise stated, this Master Agreement may be canceled by the Lead State upon 60 days
written notice prior to the effective date of the cancellation. Further, any Participating Entity may
cancel its participation upon 30 days written notice, unless otherwise limited or stated in the
Participating Addendum. Cancellation may be in whole or in part. Any cancellation under this
provision shall not affect the rights and obligations attending orders outstanding at the time of
cancellation, including any right of a Purchasing Entity to indemnification by the Contractor, rights of
payment for Products delivered and accepted, and rights attending any warranty or default in
performance in association with any Order. Cancellation of the Master Agreement due to Contractor
default may be immediate.

8. Confidentiality, Non-Disclosure, and Injunctive Relief

a. Confidentiality. Contractor acknowledges that it and its employees or agents may, in the course of
providing a Product under this Master Agreement, be exposed to or acquire information that is
confidential to Purchasing Entity or Purchasing Entity’s clients. Any and all information of any form
that is marked as confidential or would by its nature be deemed confidential obtained by Contractor or
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its employees or agents in the performance of this Master Agreement, including, but not necessarily
limited to (1) any Purchasing Entity’s records, (2) personnel records, and (3) information concerning
individuals, is confidential information of Purchasing Entity {“Confidential Information”). Any reports
or other documents or items {including software} that result from the use of the Confidential
Information by Contractor shall be treated in the same manner as the Confidential Information.
Confidential Information does not include information that (1) is or becomes {other than by disclosure
by Contractor) publicly known; (2) is furnished by Purchasing Entity to others without restrictions
similar to those imposed by this Master Agreement; (3) is rightfully in Contractor’s possession without
the obligation of nondisclosure prior to the time of its disclosure under this Master Agreement; (4) is
obtained from a source other than Purchasing Entity without the obligation of confidentiality, {S) is
disclosed with the written consent of Purchasing Entity or; (6) is independently developed by
employees, agents or subcontractors of Contractor who can be shown to have had no access to the
Confidential Information,

b. Non-Disclosure. Contractor shall hold Confidential Information in confidence, using at least the
industry standard of confidentiality, and shall not copy, reproduce, sell, assign, license, market, transfer
or otherwise dispose of, give, or disclose Confidential Information to third parties or use Confidential
Information for any purposes whatsoever other than what is necessary to the performance of Orders
placed under this Master Agreement. Contractor shall advise each of its employees and agents of their
obligations to keep Confidential Information confidential. Contractor shall use commercially
reasonable efforts to assist Purchasing Entity in identifying and preventing any unauthorized use or
disclosure of any Confidential information. Without limiting the generality of the foregoing, Contractor
shall advise Purchasing Entity, applicable Participating Entity, and the Lead State immediately if
Contractor learns or has reason to believe that any person who has had access to Confidential
Information has violated or intends to violate the terms of this Master Agreement, and Contractor shall
at its expense cooperate with Purchasing Entity in seeking injunctive or other equitable relief in the
name of Purchasing Entity or Contractor against any such person. Except as directed by Purchasing
Entity, Contractor will not at any time during or after the term of this Master Agreement disclose,
directly or indirectly, any Confidential Information to any person, except in accordance with this
Master Agreement, and that upon termination of this Master Agreement or at Purchasing Entity’s
request, Contractor shall turn over to Purchasing Entity all documents, papers, and other matter in
Contractor's possession that embody Confidential Information. Notwithstanding the foregoing,
Contractor may keep one copy of such Confidential Information necessary for quality assurance, audits
and evidence of the performance of this Master Agreement.

c. Injunctive Relief. Contractor acknowledges that breach of this section, including disclosure of any
Confidential Information, will cause irreparable injury to Purchasing Entity that is inadequately
compensable in damages. Accordingly, Purchasing Entity may seek and obtain injunctive relief against
the breach or threatened breach of the foregoing undertakings, in additlon to any other legal remedies
that may be available. Contractor acknowledges and agrees that the covenants contained herein are
necessary for the protection of the legitimate business interests of Purchasing Entity and are
reasonable in scope and content.

. - . .. ]
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d. Purchasing Entity Law. Thase provisions shall be applicable only to extent they are not in conflict
with the applicable public disclosure laws af any Purchasing Entity.

9. Right to Publish

Throughout the duration of this Master Agreement, Contractor must secure from the Lead State prior
approval for the release of any information that pertains to the potential work or activities covered by
the Master Agreement. The Contractor shall not make any representations of NASPO ValuePoint’s
opinion or position as to the quality or effectiveness of the services that are the subject of this Master
Agreement without prior written consent. Failure to adhere to this requirement may result in
termination of the Master Agreement for cause.

10. Defaults and Remedies
a. The occurrence of any of the following events shall be an event of default under this Master
Agreement:
(1) Nonperformance of contractual requirements; or
(2) A material breach of any term or condition of this Master Agreement; or
(3) Any certification, representation or warranty by Contractor in response to the solicitation or
in this Master Agreement that proves to be untrue or materially misleading; or
(4) Institution of proceedings under any bankruptcy, insolvency, reorganization or similar law,
by or against Contractor, or the appointment of a receiver or similar officer for Contractor or
any of its property, which is not vacated or fully stayed within thirty (30) calendar days after the
institution or occurrence thereof; or
(5) Any default specified in another section of this Master Agreement.

b. Upon the occurrence of an event of default, the Lead State shall issue a written notice of default,
identifying the nature of the default, and providing a period of 15 calendar days in which Contractor
shall have an opportunity to cure the default. The Lead State shall not be required to provide advance
written notice or a cure period and may immediately terminate this Master Agreement in whole or in
part if the Lead State, in its sole discretion, determines that it is reasonably necessary to preserve
public safety or prevent immediate public crisis. Time allowed for cure shall not diminish or eliminate
Contractor’s liability for damages, including liquidated damages to the extent provided for under this
Master Agreement.

c. If Contractor is afforded an opportunity to cure and fails to cure the default within the period
specified in the written notice of default, Contractor shall be in breach of its obligations under this
Master Agreement and the Lead State shall have the right to exercise any or all of the following
remedies:

(1) Exercise any remedy provided by law; and

(2) Terminate this Master Agreement and any related Contracts or portions thereof; and

(3) iImpose liquidated damages as provided in this Master Agreement; and

(4) Suspend Contractor from being able to respond to future bid solicitations; and

(S) Suspend Contractor’s performance; and

(6) Withhold payment until the default is remedied.
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d. Unless other specified in the Participating Addendum, in the event of a default under a Participating
Addendum, a Participating Entity shall provide a written notice of default as described in this section
and have all of the rights and remedies under this paragraph regarding its participation in the Master
Agreement, in addition to those set forth in its Participating Addendum. Unless otherwise specified in
a Purchase Order, a Purchasing Entity shall provide written notice of default as described in this section
and have all of the rights and remedies under this paragraph and any applicable Participating
Addendum with respect to an Order placed by the Purchasing Entity. Nothing in these Master
Agreement Terms and Conditions shall be construed to limit the rights and remedies available to a
Purchasing Entity under the applicable commercial code.

11. [RESERVED]

12. Changes in Contractor Representation

The Contractor must notify the Lead State of changes in the Contractor’s key administrative personnel, in
writing within 10 calendar days of the change. The Lead State reserves the right to approve changes in
key personnel, as identified in the Contractor’s proposal. The Contractor agrees to propose replacement
key persannel having substantially equal or better education, training, and experience as was possessed
by the key person proposed and evaluated in the Contractor’s proposal.

13. Force Majeure

Neither party to this Master Agreement shall be held responsible for delay or default caused by fire,
riot, acts of God and/or war which is beyond that party’s reasonable control. The Lead State may
terminate this Master Agreement after determining such delay or default will reasonably prevent
successful performance of the Master Agreement.

14. Indemnification

a. Indemnification of the Lead State is governed by Section 12, State of Idaho Standard Contract Terms
and Conditions. Otherwise, the Contractor shall defend, indemnify and hold harmless NASPO, NASPO
Cooperative Purchasing Organization LLC {doing business as NASPO ValuePoint), Participating Entities
other than the Lead State, and Purchasing Entities, along with their officers, agents, and employees as
well as any person or entity for which they may be liable, from and against claims, damages or causes
of action including reasonable attorneys’ fees and related costs for any death, injury, or damage to
property arising from act(s), error(s), or omission(s} of the Contractor, its employees or subcontractors
or volunteers, at any tier, relating to the performance under the Master Agreement.

b. indemnification — Intellectual Property. Indemnification of the Lead State is governed by Section 24,
State of Idaho Standard Contract Terms and Conditions. The Contractor shalt defend, indemnify and
hold harmless NASPO, NASPO Cooperative Purchasing Organization LLC (doing business as NASPO
ValuePoint), Participating Entities other than the Lead State, Purchasing Entities, along with their
officers, agents, and employees as well as any person or entity for which they may be liable
{"Indemnified Party"), from and against claims, damages or causes of action including reasonable
attorneys’ fees and refated costs arising out of the claim that the Product or its use, infringes
Intellectual Property rights ("Intellectual Property Claim®).
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(1) The Contractor’s obligations under this section shall not extend to any combination of the
Product with any other product, system or method, unless the Product, system or method is:

{(a) provided by the Contractor or the Contractor’s subsidiaries or affiliates;
(b) specified by the Contractor to work with the Product; or

(c) reasonably required, in order to use the Product in its intended manner, and the
infringement could not have been avoided by substituting another reasonably available product,
system or method capable of performing the same function; or

{d) It would be reasonably expected to use the Product in combination with such
product, system or method.

{2) The Indemnified Party shall notify the Contractor within a reasonable time after receiving
notice of an Intellectual Property Claim. Even if the Indemnified Party fails to provide reasonable
notice, the Contractor shall not be relieved from its obligations unless the Contractor can demonstrate
that it was prejudiced in defending the Intellectual Property Claim resulting in increased expenses or
loss to the Contractor. If the Contractor promptly and reasonably investigates and defends any
Intellectual Property Ciaim, it shall have control over the defense and settlement of it. However, the
Indemnified Party must consent in writing for any money damages or obligations for which it may be
responsible. The Indemnified Party shall furnish, at the Contractor's reasonable request and expense,
information and assistance necessary for such defense. If the Contractor fails to vigorously pursue the
defense or settlement of the Intellectual Property Claim, the Indemnified Party may assume the
defense or settlement of it and the Contractar shall be liable for all costs and expenses, including
reasonable attorneys’ fees and related costs, incurred by the Indemnified Party in the pursuit of the
Intellectual Property Claim. Unless otherwise agreed in writing, this section is not subject to any
limitations of liability in this Master Agreement or in any other document executed in conjunction with
this Master Agreement.

15. Independent Contractor

It is distinctly and particularly understood and agreed between the parties to the Contract that the
Participating Entities do not perform any service under the Master Agreement on behalf of the
Contractor or with the employment of labor or the incurring of expenses by the Contractor. 5aid
Contractor is an independent contractor in the performance of each and every part of the Master
Agreement, and solely and personally liable for all labor, taxes, insurance, required bonding and other
expenses, except as specifically stated herein, and for any and all damages in connection with the
operation of the Master Agreement, whether it may be for personal injuries or damages of any other
kind. The Contractor shall exonerate, defend, indemnify and hold the Lead State and any Participating
Entity harmless from and against and assume full responsibility for payment of all federal, state and
local taxes or contributions imposed or reguired under unemployment insurance, social security,
worker’s compensation and income tax laws with respect to the Contractor or Contractor’s employees
engaged in performance of any Order under the Master Agreement. The Contractor will maintain any
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applicable worker’s compensation insurance as required by law and will provide certificate of same if
requested. There will be no exceptions made to this requirement and failure to provide a certificate of
worker’s compensation insurance may, at a Participating Entity’s option, result in termination of the
Master Agreement or in a price adjustment to cover the cost of providing any necessary worker's
compensation insurance. Participating Entities do not assume liability as an employer.

16. Individual Customers

Except to the extent modified by a Participating Addendum, each Purchasing Entity shall follow the
terms and conditions of the Master Agreement and applicable Participating Addendum and will have
the same rights and responsibilities for their purchases as the Lead State has in the Master Agreement,
including but not limited to, any indemnity or right to recover any costs as such right is defined in the
Master Agreement and applicable Participating Addendum for their purchases. Each Purchasing Entity
will be responsible for its own charges, fees, and liabilities. The Contractar will apply the charges and
invoice each Purchasing Entity individually.

17. Insurance

a. These insurance requirement supplement the RFP Exhibit B, section B5.7 requirements for Ildentity
Theft Insurance. Unless otherwise agreed in a Participating Addendum, Contractor shall, during the
term of this Master Agreement, also maintain in full force and effect, the insurance described in this
section. Contractor shall acquire such insurance from an insurance carrier or carriers licensed to
conduct business in each Participating Entity’s state and having a rating of A-, Class VIl or better, in the
maost recently published edition of Best’s Reports. Failure to buy and maintain the required insurance
may result in this Master Agreement’s termination or, at a Participating Entity’s option, result in
terminaticn of its Participating Addendum.

b. Except for Professional Liability and Cyber Liability insurance, coverage shall be written on an
occurrence basis. The minimum acceptable limits shall be as indicated below, with no deductible for
each of the following categories:

(1) Commercial General Liability covering premises operations, independent contractors,
products and completed operations, blanket cantractual liability, personal injury (including
death), advertising liability, and property damage, with a limit of not less than $2 million per
occurrence/54 million general aggregate;

(2} Contractor must comply with any applicable State Workers Compensation and Employers
Liability Insurance requirements;

(3) Professional Liability {Errors and Omissians) covering negligent acts, errors or omissions with
a limit of not less than $5 million per claim. Coverage must include twenty-four {24) months of
“claims-made” or “tail coverage” following termination of the Master Agreement.

(4) Cyber Liability covering third-party liability including at least the following expenses: cost of
notifying affected parties, cost of providing credit monitoring to affected parties, cost of public
relations consultants, regulatory compliance costs, costs to pursue indemnity rights, costs to
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analyze the insured’s legal response obligations, costs of defending lawsuits, judgments and
settlements, regulatory response costs, costs of responding to regulatory investigations, and
costs of settling regulatory claims. Cyber Liability coverage must have a limit of not less than 55
million per claim, Coverage must include twenty-four {24) months of “claims-made” or “tail
coverage” following termination of the Master Agreement.

c. Contractor shall pay premiums on all insurance policies. Such policies shall also reference this
Master Agreement and shall have a condition that they not be revoked by the insurer until thirty (30)
calendar days after notice of intended revocation thereof shall have been given to Purchasing Entity
and Participating Entity by the Contractor.

d. Prior to commencement of performance, Contractor shall provide to the Lead State a written
endorsement to the Contractor's general liahility insurance policy or other documentary evidence
acceptable to the Lead State that (1) names the Participating States identified in the Request for
Proposal as additional insureds, (2) provides that no material alteration, cancellation, non-renewal, or
expiration of the coverage contained in such policy shall have effect unless the named Participating
State has been given at least thirty (30) days prior written notice, and (3) provides that the Contractor’s
liability insurance policy shall be primary, with any liability insurance of any Participating State as
secondary and noncontributory. Unless otherwise agreed in any Participating Addendum, the
Participating Entity's rights and Contractor’s obligations are the same as those specified in the first
sentence of this subsection. Before performance of any Purchase Order issued after execution of a
Participating Addendum authorizing It, the Contractor shall pravide to a Purchasing Entity or
Participating Entity who requests it the same information described in this subsection.

e. Contractor shall furnish to the Lead State, Participating Entity, and, on request, the Purchasing Entity
copies of certificates of all required insurance within thirty {30) calendar days of the execution of this
Master Agreement, the execution of a Participating Addendum, or the Purchase Order’s effective date
and prior to performing any work. The insurance certificate shall provide the following information:
the name and address of the insured; name, address, telephone number and signature of the
authorized agent; name of the insurance company {authorized to operate in all states); a description of
coverage in detailed standard terminology (including policy period, policy number, limits of liability,
exclusions and endorsements); and an acknowledgment of the requirement for notice of cancellation.
Copies of renewal certificates of all required insurance shall be furnished within thirty (30) days after
any renewal date. These certificates of insurance must expressly indicate compliance with each and
every insurance requirement specified in this section. Failure to provide evidence of coverage may, at
sole aption of the Lead State, or any Participating Entity, result in this Master Agreement'’s termination
or the termination of any Participating Addendum,

f. Coverage and limits shall not limit Contractor’s liability and obligations under this Master Agreement,
any Participating Addendum, or any Purchase Order.

18. Laws and Regulations
Any and all Products offered and furnished shall comply fully with all applicable Federal and State laws
and regulations.
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19. License of Pre-Existing Intellectual Property

Contractor grants to the Purchasing Entity a nonexclusive, perpetual, royalty-free, irrevocable,
unlimited license to publish, translate, reproduce, modify, deliver, perform, display, and dispose of the
Intellectual Property, and its derivatives, used or delivered under this Master Agreement, but not
created under it (“Pre-existing Intellectual Property”). The license shall be subject to any third party
rights in the Pre-existing Intellectual Property. Contractor shall obtain, at its own expense, on behalf of
the Purchasing Entity, written consent of the owner for the licensed Pre-existing Intellectual Property.

20. No Waiver of Sovereign Immunity

in no event shall this Master Aereement, any Participating Addendum or any contract or any Purchase
Order issued thereunder, or any act of the Lead State, a Participating Entity, or a Purchasing Entity be a
waiver of any form of defense or immunity, whether sovereign immunity, governmental immunity,
immunity based on the Eleventh Amendment to the Constitution of the United States or otherwise,
from any claim or from the jurisdiction of any court.

This section applies to a claim brought against the Participating State only to the extent
Congress has appropriately abrogated the Participating State’s sovereign immunity and is not
consent by the Participating State to be sued in federal court. This section is also not a
waiver by the Participating State of any form of immunity, including but not limited to
sovereign immunity and immunity based on the Eleventh Amendment to the Constitution of
the United States.

21. Ordering
a. Master Agreement order and purchase order numbers shall be clearly shown on all
acknowledgments, shipping labels, packing slips, invoices, and on all correspondence.

b. The resulting Master Agreements permit Purchasing Entities to define project-specific requirements
and informally compete the requirement among companies having a Master Agreement on an “as
needed” basis. This procedure may also be used when requirements are aggregated or other firm
commitments may be made to achieve reductions in pricing. This procedure may be modified in
Participating Addenda and adapted to the Purchasing Entity's rules and policies. The Purchasing Entity
may in its sole discretion determine which Master Agreement Contractors should be solicited for a
quote. The Purchasing Entity may select the quote that it considers most advantageous, cost and other
factors considered.

c. Each Purchasing Entity will identify and utitize its own appropriate purchasing procedure and
documentation. Contractor is expected to become familiar with the Purchasing Entities’ rules, policies,
and pracedures regarding the ordering of supplies and/or services contemplated by this Master
Agreement.

d. Contractor shall not begin work without a valid Purchase Order or other appropriate commitment
document compliance with the law of the Purchasing Entity.
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e. Orders may be placed consistent with the terms of this Master Agreement during the term of the
Master Agreement.

f. All Orders pursuant to this Master Agreement, at a minimum, shall include:

(1) The services or supplies being delivered;

(2) The place and requested time of delivery;

(3) A billing address;

(4) The name, phone number, and address of the Purchasing Entity representative;

(S) The price per hour or other pricing elements consistent with this Master Agreement and the
contractor’s proposal;

(6) A ceiling amount of the order for services being ordered; and

(7) The Master Agreement identifier.

g. All communications concerning administration of Orders placed shall be furnished solely to the
authorized purchasing agent within the Purchasing Entity’s purchasing office, or to such other
individual identified in writing in the Order.

h. Orders must be placed pursuant to this Master Agreement prior to the termination date thereof, but
may have a delivery date or performance period up to 120 days past the then-current termination date
of this Master Agreement. Contractor is reminded that financial obligations of Purchasing Entities
payable after the current applicable fiscal year are contingent upon agency funds for that purpose
being appropriated, budgeted, and otherwise made available.

i. Notwithstanding the expiration or termination of this Master Agreement, Contractor agrees to
perform in accordance with the terms of any Orders then outstanding at the time of such expiration or
termination. Cantractor shall not honor any Orders placed after the expiration or termination of this
Master Agreement, or otherwise inconsistent with its terms. Orders from any separate indefinite
quantity, task orders, or other form of indefinite delivery order arrangement priced against this Master
Agreement may not be placed after the expiration or termination of this Master Agreement,
notwithstanding the term of any such indefinite delivery order agreement.

22, Participants

a. Contractor may not deliver Products under this Master Agreement until a Participating Addendum
acceptable to the Participating Entity and Contractor is executed. The NASPO ValuePoint Master
Agreement Terms and Conditions are applicable to any Order by a Participating Entity (and other
Purchasing Entities covered by their Participating Addendum), except to the extent altered, modified,
supplemented or amended by a Participating Addendum. By way of illustration and not limitation, this
authority may apply to unique delivery and invoicing requirements, confidentiality requirements,
defaults on Orders, governing law and venue relating to Orders by a Participating Entity,
indemnification, and insurance requirements. Statutory or constitutional requirements relating to
availability of funds may require specific language in some Participating Addenda in order to comply
with applicable law. The expectation Is that these alterations, modifications, supplements, or
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amendments will be addressed in the Participating Addendum or, with the consent of the Purchasing
Entity and Contractor, may be included in the ordering document {e.g. purchase order or contract)
used by the Purchasing Entity to place the Order.

b. Use of specific NASPO ValuePoint cooperative Master Agraements by state agencies, political
subdivisions and other Participating Entities (including cooperatives) authorized by individual state’s
statutes to use state contracts are subject to the approval of the respective State Chief Procurement
Official. Issues of interpretation and eligibifity for participation are solely within the authority af the
respective State Chief Procurement Official.

c. Obligations under this Master Agreement are limited to those Participating Entities who have signed
a Participating Addendum and Purchasing Entities within the scope of those Participating Addenda.
Financial obligations of Participating States are limited to the orders placed by the departments or
other state agencies and institutions having available funds. Participating States incur no financial
obligations on behalf of other Purchasing Entities. Contractor shall email a fully executed PDF copy of
each Participating Addendum to PA@wsca-naspo.org to support documentation of participation and
pasting in appropriate data bases.

d. NASPO Cooperative Purchasing Organization LLC, doing business as NASPO ValuePoint, is not a party
to the Master Agreement. [tis a nonprofit cooperative purchasing organization assisting states in
administering the NASPO cooperative purchasing program for state government departments,
institutions, agencies and political subdivisions {e.g., colleges, school districts, counties, cities, etc.) for
all 50 states, the District of Columbia and the territories of the United States.

€. State Participating Addenda or other Participating Addenda shall not be construed to amend the
terms of this Master Agreement between the Lead State and Contractor

f. Participating Entities who are not states may under some circumstances sign their own Participating
Addendum, subject to the approval of participation by the Chief Procurement Official of the state
where the Participating Entity is located.

23. Payment

Payment for completion of a contract order is normally made within 30 days following the date the
entire order is delivered or the date a correct invoice is received, whichever is later. After 45 days the
Contractor may assess overdue account charges up to a maximum rate of one percent per month on
the outstanding balance. Payments will be remitted by mail. Payments may be made via a State or
political subdivision “Purchasing Card” with no additional charge.

24, Public Information
This Master Agreement and all related documents are subject to disclosure pursuant to the Purchasing
Entity’s public information laws.

25. Records Administration and Audit

a. The Contractor shall maintain books, records, documents, and other evidence pertaining to this
Master Agreement and orders placed by Purchasing Entities under it to the extent and in such detail as
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shall adequately reflect performance and administration of payments and fees. Contractor shall
permit the Lead State, a Participating Entity, a Purchasing Entity, the federal government (including its
grant awarding entities and the U.S. Comptroller General), and any other duly authorized agent of a
governmental agency, to audit, inspect, examine, copy and/or transcribe Contractor's books,
documents, papers and records directly pertinent to this Master Agreement or orders placed by a
Purchasing Entity under it for the purpose of making audits, examinations, excerpts, and transcriptions.
This right shall survive for a period of five (5) years following termination of this Agreement or final
payment for any order placed by a Purchasing Entity against this Agreement, whichever Is later, to
assure compliance with the terms hereof or to evaluate performance hereunder.

b. Without limiting any other remedy available to any governmental entity, the Contractor shall
reimburse the applicable Lead State, Participating Entity, or Purchasing Entity for any overpayments
inconsistent with the terms of the Master Agreement or orders or underpayment of fees found as a
result of the examination of the Contractor’s records.

c. The rights and obligations herein exist in addition to any guality assurance obligation in the Master
Agreement requiring the Cantractor to self-audit contract abligations and that permits the Lead State
to review compliance with those obligations.

26. Administrative Fees

a. The Contractor shall pay to NASPO ValuePoint, or its assignee, a NASPO ValuePaint Administrative
Fee of one-quarter of one percent {0.25% or 0.0025) no [ater than sixty (60) days following the end of
each calendar quarter. The NASPO ValuePoint Administrative Fee shall be submitted quarterly and is
based on all sales of products and services under the Master Agreement (less any charges for taxes or
shipping). The NASPO ValuePoint Administrative Fee is not negotiable. This fee is to be included as part
of the pricing submitted with proposal.

b. Additionally, some states may require an additional fee be paid directly to the state only on
purchases made by Purchasing Entities within that state. For all such requests, the fee level, payment
method and schedule for such reports and payments will be incorporated into the Participating
Addendum that is made a part of the Master Agreement. The Contractor may adjust the Master
Agreement pricing accordingly for purchases made by Purchasing Entities within the jurisdiction of the
state. All such agreements shall not affect the NASPO ValuePoint Administrative Fee percentage or the
prices paid by the Purchasing Entities outside the jurisdiction of the state requesting the additional fee.
The NASPO ValuePoint Administrative Fee in subsection 26a shall be based on the gross amount of all
sales (less any charges for taxes or shipping) at the adjusted prices (if any) in Participating Addenda.

27. NASPO ValuePoint Summary and Detailed Usage Reports
In addition to other reports that may be required by this solicitation, the Contractor shall provide the
following NASPO ValuePoint reports.

a. Summary Sales Data. The Contractor shall submit quarterly sales reports directly to NASPO
ValuePoint using the NASPO ValuePoint Quarterly Sales/Administrative Fee Reporting Tool found at
http://www.naspo.org/WNCPO/Calculator.aspx. Any/all sales made under this Master Agreement
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shall be reported as cumulative totals by state. Even if Contractor experiences zero sales during a
calendar quarter, a report is still required. Reports shall be due no later than thirty (30) days following
the end of the calendar quarter (as specified in the reporting tool).

b. Detailed Sales Data. Contractor shall also report detailed sales data by: (1) state; (2)
entity/customer type, e.g. local government, higher education, K12, non-profit; (3) Purchasing Entity
billing information; (4) incident number; (5) order date; (6) invoice date and number; (7) service
category; {8) unit price, quantity, total price; and (9) NASPO ValuePoint Administrative Fee. The report
shali be submitted in a form to be agreed upon in the Master Agreement; the Lead State reserves the
right to add or update the required data. Reports are due on a quarterly basis and must be received by
the Lead State and NASPO ValuePoint Cooperative Development Team no later than thirty (30) days
after the end of the reporting period. Reports shall be delivered to the Lead State and to the NASPO
ValuePoint Cooperative Development Team electronically through a designated portal, email, CD-ROM,
flash drive or other method as determined by the Lead State and NASPO ValuePoint. Detailed sales
data reports shall include sales information for all sales under Participating Addenda executed under
this Master Agreement.

c. Reportable sales for the summary sales data report and detailed sales data report includes sales to
employees for personal use where authorized by the solicitation and the Participating Addendum.
Report data for employees should be limited to ONLY the state and entity they are participating under
the authority of (state and agency, city, county, school district, etc.) and the amount of sales. No
personal identification numbers, e.g. names, addresses, social security numbers or any other
numerical identifier, may be submitted with any report.

d. Contractor shall provide the NASPO ValuePoint Cooperative Development Coordinator with an
executive summary each quarter that includes, at a minimum, a list of states with an active
Participating Addendum, states that Contractor is in negotiations with and any Participating Addendum
roll out or implementation activities and issues. NASPO ValuePoint Cooperative Development
Coordinator and Contractor wilt determine the format and content of the executive summary. The
executive summary is due thirty {30) days after the conclusion of each calendar quarter.

e. Timely submission of these reports is a material requirement of the Master Agreement. The
recipient of the reports shall have exclusive ownership of the media containing the reports. The Lead
State and NASPO ValuePoint shall have a perpetual, irrevocable, non-exclusive, royalty free,
transferable right to display, modify, copy, and otherwise use reports, data and information provided
under this section.

28. Inspection and Acceptance of Services

A Purchasing Entity has the right to inspect services in a reasonable time and manner. If any services do
not conform to contract requirements, the Purchasing Entity may require the Contractor to perform
the services again in conformity with contract requirements, at no increase in Order amount. When
defects cannot be corrected by re-performance, the Purchasing Entity my require the Contractor to
take necessary action to ensure that future performance conforms to contract requirements; and
reduce the contract price to reflect the reduced value of services performed.
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29. - 31. [Reserved]

32. Waiver of Breach

Failure of the Lead State, Participating Entity, or Purchasing Entity to declare a default or enforce any
rights and remedies shall not operate as a waiver under this Master Agreement or Participating
Addendum. Any waiver by the Lead State, Participating Entity, or Purchasing Entity must be in writing.
Waiver by the Lead State or Participating Entity of any default, right or remedy under this Master
Agreement or Participating Addendum, or by Purchasing Entity with respect to any Purchase Order, or
breach of any terms or requirements of this Master Agreement, a Participating Addendum, or Purchase
Order shall not be construed or operate as a waiver of any subsequent default or breach of such term
or requirement, or of any other term or requirement under this Master Agreement, Participating
Addendum, or Purchase Order.

33. Assignment of Antitrust Rights

Contractor irrevocably assigns to a Participating Entity any claim for relief or cause of action which the
Contractor now has or which may accrue to the Contractor in the future by reason of any violation of
state or federal antitrust laws (15 U.5.C. § 1-15 or a Participating Entity’s state antitrust provisions), as
now in effect and as may be amended from time to time, in connection with any goods or services
provided to the Contractor for the purpose of carrying out the Contractor's obligations under this
Master Agreement or Participating Addendum, including, at a Participating Entity's option, the right to
contro! any such litigation on such claim for relief or cause of action.

34. Debarment

The Contractor certifies that neither it nor its principals are presently debarred, suspended, proposed
for debarment, declared ineligible, ar voluntarily excluded from participation in this transaction
(contract) by any governmental department or agency. This certification represents a recurring
certification made at the time any Order is placed under this Master Agreement. if the Contractor
cannot certify this statement, attach a written explanation for review by the Lead State.

35. Governing Law and Venue

a. The procurement, evaluation, and award of the Master Agreement shall be governed by and
construed in accordance with the laws of the Lead State sponsoring and administering the
procurement. The construction and effect of the Master Agreement after award shall be governed by
the law of the state serving as Lead State (in most cases also the Lead State). The construction and
effect of any Participating Addendum or Order against the Master Agreement shall be governed by and
construed in accordance with the laws of the Participating Entity’s or Purchasing Entity’s State.

b. Unless otherwise specified in the RFP, the venue for any protest, claim, dispute or action relating to
the procurement, evaluation, and award is in the Lead State. Venue for any claim, dispute or action
concerning the terms of the Master Agreement shall be in the state serving as Lead State. Venue for
any claim, dispute, or action concerning any Order placed agalnst the Master Agreement or the effect
of a Participating Addendum shall be in the Purchasing Entity’s State.
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c. If a claim is brought in a federal forum, then it must be brought and adjudicated solely and
exclusively within the United States District Court for (in decreasing order of priority): the Lead State
for claims relating to the procurement, evaluation, award, or contract performance or administration if
the Lead State is a party; the Participating State if a named party; the Participating Entity state if a
named party; or the Purchasing Entity state if a named party.

36. NASPO ValuePoint eMarket Center

In July 2011, NASPO ValuePoint entered into a multi-year agreement with SciQuest, Inc. whereby
SciQuest will provide certain electronic catalog hosting and management services to enable eligible
NASPO ValuePoint’s customers to access a central online website to view and/or shop the goods and
services available from existing NASPO ValuePoint Cooperative Contracts. The central online website is
referced to as the NASPO ValuePoint eMarket Center.

The Contractor will have visibility in the eMarket Center through Ordering instructions. These Ordering
Instructions are available at no cost to the Contractor and provide customers information regarding
the Contractors website and ordering information.

At a minimum, the Contractor agrees to the following timeline: NASPO ValuePoint eMarket Center Site
Admin shall provide a written request to the Cantractor to begin Ordering Instruction process. The
Contractor shall have thirty {30) days from receipt of written request to work with NASPO ValuePoint
to provide any unique information and ordering instructions that the Contractor would like the
customer to have.

37. Contract Provisions for Orders Utilizing Federal Funds

Pursuant to Appendix Il to 2 Code of Federal Regulations (CFR} Part 200, Contract Provisions for Non-
Federal Entity Contracts Under Federal Awards, Orders funded with federal funds may have additional
contractual requirements or certifications that must be satisfied at the time the Order is placed or
upon delivery. These federal requirements may be proposed by Participating Entities in Participating
Addenda and Purchasing Entities for incorporation in Orders placed under this master agreement.

(June 2015}

. _______ .}
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EXHIBIT D — STATE OF IDAHO STANDARD CONTRACT TERMS AND CONDITIONS
RFP16000145 Data Breach and Credit Monitoring Services

1. DEFINITIONS: Unless the context raquires otherwise, all tarms not defined below shall have the meanings defined in Idaho
Code Seaction 87-5716 or IDAPA 38.05.01.011.

A. Agency. All offices, depariments, divisions, bureaus, boards, commissions and Inslitulions of the state, including the public
ulilities commission, bul excluding other legislative and judicial branches of govemment, and excluding the govemor, the
lieutenant-govemor, the secratary of siate, the state controller, the stale treasurer, the attomey general, and the
superintendent of public instruction.

B. Bid — A writlen offer that is binding on the Bidder to perform a Contract to purchase or supply Property in response to an
Invitation to Bid.

C. Conlract - Any state written agreemant, including a solicitation or specification documents and the accepted portions of the
salicitation, for the acquisition of Property. Generally, the term is used to describe term contracts, definite or indefinite quanlity
or delivery contracts or other acquisition agreements whose subject matter involves multiple payments and deliveries.

D. Contractor - A Vendor who has been awarded a Contract.

E. Property — Goods, services, parts, supplies and equlpment, both tangible and intangible, including, but nonexclusively,
designs, plans, programs, sysiems, lechniques and any rights and Interest in such Property. Includes concession sarvices and
rights to access or use siate property or facilities for business purposes.

F. Proposal - A written response, including pricing information, to a Request for Proposals that describes the solution or
means of providing the Property requested and which Proposal is considered an offer to perform in full response to the
Request for Proposals. Price may be an evaluation criterion for Proposals, but will not necessarily be the predominant basis
for Contract award.

G. Quolalion - An offer to supply Property in response to a8 Request for Quotation and generally used for small or emergency
purchases.

H. Solicitalion — An Invitation to Bld, a Request for Proposals, or a Request for Quolalion issued by the purchasing activity for
the purpose of soliciling Bids, Proposals, or Quotes to perform a Conlract.

I. State — The state of Idaho including each Agency unless the context implies other stale(s) of the United States.
J. Vendor - A person or enlity capable of supplying Property (o the State.

2. TERMINATION: The State may terminate the Cenlract (and/or any order issued pursuant to the Contract) when the
Contractor has been provided written notice of default or non-compliance and has failed to cure the default or non-compliance
withln a reasonable lime, nol to excead thirty (30) calendar days. If the Contract is terminated for defaull or non-compliance,
tha Conlractor will be responsible for any costs resulting from the State's award of a new contracl and any damages incurred
by the Stale. The Slale, upon termination for default or non-compliance, reserves the right to lake any legal action it may deem
necessary Including, without limitation, offset of damages against payment due.

3. RENEWAL OPTIONS: Notwithstanding any other provision in the Contract limiting or providing for ranewal of the Contract,
upon mulual, writlen agreement by the parties, the Conlracl may be exlended under the same terms and condilions for the
time interval equal to the original contract period, or for such shorter period of time as agreed lo by the parties.

4. PRICES: Prices shall not fluctuate for the period of the Contract and any renewal or extensicn unless agreed 1o in writing by
the State. Unless ctherwise specified, prices include all costs associaled with delivery lo the FOB Destination address
identified in the Solicitation, as provided In Paragraph 17, Shipping and Delivery, below.

5. ADMINISTRATIVE FEE:
A. Application of Administrative Fee:

1. All Purchase Orders (PO) and Conlract Purchase Orders {CPO) issued through lhe Idaho eProcurement Syslem (IPRO)
shall be subject io an Adminisiralive Fee of one and one-quarter percent {1.25%) of the awarded value of the Contract, unless
the PO or CPO is exempl, as described in Paragraph B, below.
_—
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2. All Bianket Purchase Orders (BPO) and Statewide Blankel Purchase Orders (SBPO) shall be subject lo an Administrative
Fee of one and one-quarter percent (1.25%), based on orders placed against the Contract (unless the BPO or SBPO is
exempt), as follows:

a. The prices lo be pald by the State (the price BID by Contraclor) shall be inclusive of a one and one-quarter
percent (1.25%) Administrative Fee. Ona quarlerly basis, Conlraclor will remil to Slate of Idaho, Atin: Division of
Purchasing, PO Box 83720, Boise, Idaho 83720-0075 an amount equal to one and one-quarler percent (1.25%)
of Conlraclor's net (sales minus credits) quarierly Conlract sales.

For Examnple: If the lotal of Conlraclor’s net sales to the Agency for one quarier = $10,000, Conlractor would
remit $10,000 x 0.0125 = $125 to the Division of Purchasing for that quarter, along with the required quarterly
usage repori.

b. Contractor will fumish delailed usage reports as designated by the State. In addition to any required detailed
usage reports, Contractor must also submit a summary quarlerly report of purchases made from the Contract to

purchasing@adm idaho.gov, ulilizing the Stale’s Summary Usage Repaort Form.

¢. Reporiing Time Line (Fiscal Year Quarters): Fee and Report Due:
1st Quarter July 1 - Sept 30 October 31™
2nd Quarter Oct 1 - Dec 31 January 31"
3rd Quarter Jan 1 - Mar 31 April 30"
4th Quarter Apr 1 - Jun 30 July 31%

3. Unless olherwise exempt, the Administrative Fes will apply (o all Awards issued through IPRO, regardless of how
Conlraclor submits ils response lo the solicitation (i.e. manual {paper) or electronic via IPRO).

4. A Contraclor’s failure lo consider the Administrative Fee when preparing its Solicitation response shalt nol constituts or be
deemed a waiver by lhe Stale of any Administrative Fees owed by Condraclor lo the State as a resull of an Award issued
through IPRO.

B. Administrative Fee Exemplions:

1. Notwithstanding any fanguage 1o the contrary, the Administrative Fee will not apply to Conlracls with an original awarded
value of $100,000 or less.

2, The Administralive Fee will not apply to Contracts issued lhrough IPRO withoul a competitive soficitalion, e.9. Emergency
Procurements (EPA), Sole Source Procurements (SSA), Exampl Purchases (EXPO), or awards issued under Delegatad
Purchase Authorily (DPA).

3. The Administralor of the Division of Purchasing may also exempl a specific solicilation or class of solicilations from the
Adminislralive Fea requirement,

C. Payment of Administrative Fee:

Contractor will remit the Administrative Fee lo the Division of Purchasing, PO Box 83720, Bolse, idaho 83720-0075, as
follows:

1. POs and CPOs with a firm delivery date: The Division of Purchasing will invoice Contracior for tha Administrative Fee on or
after the delivery date provided in the Contracl, with payment due thirty (30) calendar days after recelpl of invoice,

2. POs and CPOs with a contract start and end dale: The Division of Purchasing will invoice Contraclor on either a quarteriy,
manthly or “per payment” basis; or may offer Contractor a prepayment option. Payment will be due thirty (30) calendar days
after receipt of each invoice.

3. BPOs and SBPOs: Contractor will remit the Administralive Fee and Report for the prior quarier based on the schedule
outtined in Paragraph 2.c., above,

D. Refund of Administrative Fee: In the event that a Contract is cancelled by the Stata through no fault of the Contractor, or if

item(s) are retumed by the State through no fault, act, or omission of the Conlractor after the sale of any such item(s) lo the
State, the Stale will refund the Contractor any Administrative Fees remittad. Administrative Feas will not be refunded or
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returned when an item is re]ecled or retumed, or declined, or the Contract cancelled by the Stale due to the Conlractor's
fallure to perform or comply with specifications or requirements of the Contract. If, for any other reason, the Contractor is
cbligated to refund to the State all or a portion of the State’s payment to the Canlractor, or the Slate withholds payment
because of the assessment of liquidaled damages, the Administrative Fee will not be rafunded In whole or in part.

E. Failure to Remit Administrative Fees: If a Contracior fails to remil the Adminisirative Fee, as provided above, the State, at
its discraetion, may declare the Contraclor in default; cancel the Contracl; assess and recover re-procurement costs frem the
Contraclor {in addilion lo alt oulstanding Administrative Fees); seek Siale or federal audits, moniloring or inspections; exclude
Centraclor from parlicipaling in future solicitations; and/or suspend Contractor's IPRO account.

6. CHANGES/MODIFICATIONS: Changes of specifications or modificalion of the Contract in any particular can be affected
only upon writlen consent of the Stale, and afler any propased change or modification has been submitted in wriling, signed by
the party proposing the change. Additionafly, the Stale may issua unllateral amendments {o the Coniract to make
administrative changes, when necessary.

7. CONFORMING PROPERTY: The Property shall conform in all respects with the requirements of the Stale's Solicitation. In
the event of noncanformity, and without limitation upon any other remedy, the State shall have no financial obligation In regard
{o the non-conlorming goods or services. Additionally, upon nolification by the State, the Contractor shall pay all costs for the
removal of nonconforming Property from Stale premises.

8. OFFICIAL, AGENT AND EMPLOYEES OF THE STATE NOT PERSONALLY LIABLE: In no event shall any official,
officer, employee or agent of the Siate ba in any way personally liable or responsible for any covenant or agraement herein
conlained whether expressed or implied, nor for any statement, representation or warranty made herein or In any connection
with the Contracl.

9. CONTRACT RELATIONSHIP: It is dislinctly and particularly understood and agreed between the parties to the Contract
that the Slale is in no way associated or otherwise connected wilh the performance of any service under the Contract on the
part of lhe Contractor or with the employment of labor or the incurring of expenses by the Contractor. Said Contractor is an
independent contractor in the performance of each and every part of the Contract, and solely and personally liable for all labor,
taxes, insurance, required bonding and other expenses, except as spacifically slaled herein, and for any and all damages in
connaction with the operation of the Contract, whether it may be for personal injuries or damages of any other kind. The
Contractor shall exonerale, defend, indemnify and hold the State harmless from and against and assume full responsibility for
payment of all federal, state and local taxes or contributions imposed or raquired under unemployment Insurance, soclal
security, worker's compensation and Income tax laws with respect to the Contractor or Contraclor's employeas engaged in
performance under the Conltracl, The Contracior will maintain any applicable worker's compensation insurance as required by
law and will provide cerlificate of same if requested. There will be no exceptions made 1o this requirement and failure to
provide a certificate of workers compensation insurance may, al the State's option, result in cancellation of the Contract or in a
conlract price adjusiment to cover the Stata's cost of providing any necessary worker's compensation Insurance. The
Contractor must provide either a cerificats of worker's compensalion insurance issued by a surety licensed to write worker's
compensalion insurance in the state of Idaho, as evidence that the Contraclor has In effect a cument ldaho warker’s
compensallon Insurance policy, or an extralemilorial certificate approved by the ldaho Indusirial Commission from a state that
has a current raciprocity agreament with the [daho Industrial Commission. The Stale doas not assume liability as an employer.

10. ANTI-DISCRIMINATION/EQUAL EMPLOYMENT OPPORTUNITY CLAUSE: The Contractor is bound to the terms and
conditions of Section 601, Tille VI, Civil Rights Act of 1964, in that "No person in the United States shall, on the grounds of
race, color, national origin, or sex, be excluded from particlpation in, be denied the benafils of, or be subject to discrimlnation
under any program or activity receiving Federal financial assistance.” In addition, "No otherwise qualified handicapped
individual in the United States shall, solely by reason of his handicap, be excluded from the participation in, be denied the
benefits of, or be subjected to discrimination under any program or activity receiving Federa! financial assistance” (Section 504
of the Rehabilitation Act of 1973). Furthermore, for Contracls involving federal funds, the applicable provisions and
requirements of Executive Order 11246 as amended, Seclion 402 of the Vigtnam Era Veterans Readjustment Assistance Acl
of 1974, Seclion 701 of Title Vil of the Civil Rights Act of 1964, the Age Discrimination in Employment Act of 1967 (ADEA), 29
USC Seclions 621, st seq., the Age Discrimination Act of 1975, Tille IX of ihe Education Amendments of 1972, U.S.
Departmant of Interior regulations al 43 CFR Part 17, and the Americans with Disabilities Act of 1980, are alse incorporated
inlo the Contract. The Cantractor shall comply with pertinent amendments te such laws made during the term of the Cantract
and with all federal and state rules and regulalions implementing such laws. The Conlraclor must include this provision in
avery subcontract relating lo the Contract.

14. TAXES: Tha Siate is generally exempt from payment of stale sales and use taxes and from personal property tax for
property purchased for its use. The State is generally exempt from payment of federal excise lax under a permanent authority
from the District Diraclor of the Intemal Revenue Service (Chapter 32 Intemal Revenue Code [No. 82-73-0019K]). Exemption
certificates will be furnished as required upon written request by the Conlractor. If the Contractor is requirad (o pay any taxas
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incurred as a result of doing business with the State, it shall be solely responsible for the payment of those taxes. If, afler the
effective dale of the Contract, an fdaho political subdivision assesses, or atlempts to assess, personal property taxes not
applicable or in existence at the time the Contract becomes effective, the State will be responsible for such personal property
iaxes, after reasonable time fo appeal. In no event shall the State be responsible for personal property taxes affecting ilems
subject to the Contract at the time it becomeas effeclive.

12. INDEMNIFICATION: Contraclor shall defend, indemnify and hold harmiess the State from any and all liability, claims,
damages, cosls, expenses, and aclions, including reasonable attomey fees, caused by or thal arise from the negligent or
wrongful acls ar amissions of the Cantractor, its employees, agents, or subcontractors under the Conlract that cause death or
injury or damage to property or arising out of a failure to comply with any stale or federal siatute, law, regulation or acl.
Contractor shall have no Indemnification liability under this section for death, Injury, or damage arising solely oul of the
negligence or misconduet of tha State.

13. CONTRACT NUMBERS: The Contraclor shall clearly show the State’s Contract number or Purchase Order number on all
acknowledgments, shipping labels, packing ships, invoices, and an all comespondence.

14. CONTRACTOR RESPONSIBILITY: The Contractor is responsible for fumishing and delivery of all Property included in the
Contract, whether or not the Conlraclor is the manufacturer or praducer of such Property. Further, the Contractor will be the
sole point of contact on contractual matters, including all warranty issues and payment of charges resulting from the use or
purchase of Property.

15. SUBCONTRACTING: Unless otherwise allowed by the State in the Conlract, the Confractor shall not, without written
approval from the State, enter into any subcontract relating to the performance of the Contract or any part thereof. Approval by
the State of Coniractor’s request to subcantract or acceptance of or payment for subcontracied work by the State shall not in
any way relieve the Contractor of any responsibility under the Contract. The Conlractor shall be and remain liable for all
damages 1o the State caused by negligent performance or nan-performance of work under the Conlract by Contractor’s
subcontracior. Subconltractor(s) must maintain the same types and levels of insurance as thal required of the Contractor
under the Conlract; unless the Conlractor provides proof lo the State's satisfaction thal the subcondractor(s) are fully covered
under the Conlraclor's insurance, or, except as otherwise authorized by the Stale.

16. COMMODITY STATUS: It is understood and agreed that any item offered or shipped shall be new and in firsl class
conditicn and Lhat all cantainers shall be new and suitable for storage or shipment, unless otherwise Indicated by tha Stals in
ihe Solicitation. Demonstratars, previously rented, refurbished, ar reconditioned iltems are not considered “new” except as
specifically provided in this section. “New” means items that have not been used praviously and thal are being actively
markeled by {he manufacturer or Contraclor. The ilems may contain minimal amounts of recycled or recovered parts that hava
been raprocessed to meet the manufacturer's new product standards. The items must have the State as their first user and the
ilems must nol have been praviously sold, installed, demonsirated, ar used in any manner (such as rentals, demonstrators,
trial units, eic.). The new items offered must be provided with a full, unadullerated, and undiminished new item warranty
againsl defects in workmanship and malsrials. The warranty is lo include replacemant, repair, and any labor for the period of
time required by other specificalions or for the standard manufaclurer or warranty provided by the Contractor, whichever is
longer.

17. SHIPPING AND DELIVERY: Unless otherwise required in the Cantract, all orders will be shipped direclly o the Agency
that placed the order at the location specified by the Stale, on an F.0.B. Destinalion freight prepaid and allowed basis with all
transportation, unloading, uncrating, drayage, or other associated delivery and handiing charges paid by the Contractor.
Unless otherwise specified in the Conlracl, deliveries shall be made to the Agency’s receiving dock or inside delivery poinl,
such as the Agency's reception desk. The Conlractor shalt deliver all orders and complete installation, if required, within the
lime specifled in the Contract. Time for delivery commences at the time the order is received by the Contractor.

18. ACCEPTANCE: Unless otherwise specified in the Contract:

A. When the Conlract does nol require installation, acceptance shall occur fourleen (14) calendar days afer delivery, unless
the State has nolified the Conlractor in wriling that the product delivered does not meet {he State's specificalion requirements
or otherwise fails lo pass the Contractor’s established test proceduras or programs or lest procedures or programs idenlified in
the Contract.

B. When tha Conlract requires installation, acceptance shall occur fourteen (14) calendar days after completion of installation,
unless the Stale has nolified the Contractor in writing that the products(s) delivered does not meet the Stale's specification
requiraments, that the product is not installed comeclly or otherwise fails to pass the Conlractor's established test procedures
or programs or test pracedures or programs identified in the Contract.
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C. When the Conlract requires the dalivery of services, acceplance shall occur fourteen (14) calendar days after delivery of the
services, unless the State has netified the Coniractor in writing that the services do nol meet the State's requirements or
otherwise fail to pass the Contraclor's established test procedures or programs or test procedures or programs identified in the
Contract.

19. RISK OF LOSS: Risk of loss and responsibility and liabllity for loss or damage will ramain with Contractor until
accepianca, when responsibility will pess 1o the Stale with the exceptions of latent defects, fraud and Contractor’s warmranty
obligations. Such loss, injury or destruction shall not release the Conlraclor from any obligation under the Contracl.

20. INVOICING: ALL INVOICES are to be sent directly to the AGENCY TO WHICH THE PROPERTY IS PROVIDED, unless
otherwise required by the Contract. Tha Contract number is to be shown on all invoices. Invoices must not be sent lo the
Division of Purchasing unlass required by the Contract.

21. ASSIGNMENTS: Contractor shall not assign this centract, or iis rights, obligations, or any other Inlereslt arising from the
Contracl, or delegate any of ils performance obligations, withaut the express written consent of the Adminlstralor of the
Division of Purchasing and the !daho Board of Examiners. Transfar without such approval shall cause the annulment of the
Contracl, at the oplion of the Stale. All rights of action, however, for any breach of the contract are reserved to the Slale.
{\daho Code Section 67-5726[1]).

Notwithstanding the foregoing, and lo the exient required by applicable law (including ldaho Code Section 28-9-408),
Contractor may assign ils right (o payment on an account provided that the Stale shall have no obligation lo make payment to
an assignee until thirty days after Contractor (not the assignes) has provided the responsible Slale procurement officer with {a)
proof of the assignmaent, (b) the Idenlity of the specific state contract to which the assignment applies, and {¢) the name of the
assignee and (he exact address to which assigned payments should be made. The State may treat violation of this provision
as an even! of default.

22, PAYMENT PROCESSING: |daho Code Sectlon 67-5735 reads as follows: "Within ten (10) days afier the property
acquired is delivered as called for by the bid specifications, the acquirng agency shall complete all processing required of that
agency to permit the contractor to be reimbursed according to the terms of tha bid. Within ten (10} days of receipt of the
documsnt necassary o parmit reimbursemeant of the contractor according lo the terms of the canlract, the Stata Controller
shall cause a warrant {o be issued in favor of the contractor and deliverad.” Payments shall be pracessed within the
timeframes required by 1.C. § 67-5735 unless otherwise specified in the Conlract.

23. COMPLIANCE WITH LAW, LICENSING AND CERTIFICATIONS: Contractor shall comply with ALL requirements of
federal, state and local laws and regulations applicable to Contracter or to the Property provided by Contraclor pursuant to the
Contract. For the duration of the Contract, the Contractor shall maintain in affect and have in its possession all licenses and
certificalions required by federal, stale and local laws and rules.

24, PATENTS AND COPYRIGHT INDEMNITY:

A. Contractor shall indemnify and hold the Stale harmless and shall defend at its own expense any action brought against the
State based upon a claim of infringement of a Uniled Stales’ patent, copyright, trade secret, or irademark for Proparty
purchased under the Conltract. Contractor will pay all damages and costs finally awarded and attribulable to such claim, but
such defense and payments are canditioned on the following: (i) that Contraclor shall be nolified proamplly in wriling by the
State of any notice of such claim; (ii) that Contractor shall have the sole conlrol of the defense of any action on such clalm and
all negoliations for its seitlement or compromise and State may select at its own expanse advisory counsel; and (iit) that the
State shall cooperale with Cantraclor in a reasonable way to facililate settlement or defense of any claim or suit,

B. Contractor shall have no lizbility to the Stale under any provision of this clause with respect to any claim of infringement that
is based upon: (i) the combinalion or ulilization of the Property with machines or devices not provided by the Contractor other
than in accordance with Contractor’s previously established specifications unless such combination or ufilization was disclosed
in the specifications; (i) the medification of the Property unless such modification was disclosed in the specificalions; or (jii) the
use of the Property nol in accordance with Contraclor's previously established specifications unless such use was disclosed in
the specifications.

C. Should the Property become, or in Coniractor's apinion bae likely to become, the subject of a claim of infringemenl of a
United Slates’ palent, the Conlraclor shall, at ifs option and expense, either procure for the Stale the right lo continue using
the Property, to replace or madify the Property so that it bacomes non-infringing, or o grant the State a full refund for the
purchase price of lhe Property and accept ils relum.

25. CONFIDENTIAL INFORMATION: Pursuant to the Conlract, Contraclor may collect, or the State may disclose o
Contracior, financial, parsonnei or other Information that the Stale regards as proprietary or confidential (“Confidential
Information”). Such Confidential Information shall belong solely to the State. Contractor shall use such Confidential information

_—
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only in the parformance of Its services under the Contract and shall not disclose Confidential Information or any advice given
by it to the State lo any third party, except with the Stale’s prior written consent or under a valid order of a court or
govemmental agency of compelent jurisdiction and then enly upon timely nolice lo the Stale. Confidential information shall be
retumed ta the Slate upon termination or expiration of the Contract.

Confdential information shall not include data or information that:

A, Is or was in the possession of Contraclor before being furnished by the State, provided that such informaticn or other data
is not known by Contractor to be subject to another confidentiality agreement with or other abligation of secrecy o lhe Stale;

B. Becomes generally available to the public other than as a result of disclosure by Contraclor; or

C. Becomes available to Contractor on a non-confidential basis lrom a saurce other than the State, provided that such source
is not known by Coniractor lo be subject lo a confidentiality agreement with or other abligation of secrecy to the State.

26. USE OF THE STATE OF IDAHO NAME: Contraclor shall not, prior lo, in the course of, or aRer performance under the
Conlract, use the State's name in any advertising or promotional media, including prass releases, as a customer or client of
Conlraclor without the prior wrillen consent of the State.

27. TERMINATION FOR FISCAL NECESSITY: Tha State is a government entity and it is understood and agreed that the
Stale’s paymenls under the Contract shall be pald from Idaho State Legislative appropriations, funds granted by the federal
govemmenl, or bolh. The Legislalure is under no legal obligalion to make apprepriations to fuffill the Contract. Additionally,
ihe federal govemment is not legally obligaled to provide funds o fulfill the Cantract. The Contract shall in no way ar manner
be construed s0 as (0 bind or obligate the slale of Idaha beyond the term of any particular appropriation of funds by the Idaho
State Legislature, or beyond any federal funds granted lo the Slate, as may exist from lime 1o ime. The Slate reserves the
right lo terminate the Coniract in whole or in part {or any order placed under it) if, in its sole judgment, the Legislature of the
state of Idaho fails, neglects, or refuses to appropriate sufiicient funds as may be required for lhe Siate to continue such
payments, or requires any retum or "give-back” of funds required for the State to continue payments, or if the Executive
Branch mandates any cuts or holdbacks in spending, or if funds are nol budgeted or otherwise available (e.g. through repeal
of enabling legislation), or if tha Stale discontinues or makes a material alteration of the program under which funds wers
provided, or if federal grant funds are disconlinued. The Stale shall not be reguired 1o transfer funds between accounts in the
avent thal funds are seduced or unavallable. All affecled fulure rights and iiabililies of the parlies shall thereupon cease within
ten (10) calendar days afler notice (o the Contraclor, Further, in the event that funds are no longer avallable to support the
Conlract, as described herein, the State shall not be llable for any penalty, expense, or liability, or for general, special,
incidental, consaquential or olher damages resuliing therefrom. In the event of early Contract termination under this section,
the Slate will collect all Contracior-owned equipment and accessory items distribuled under the Conlract wiithin thirly (30)
calendar days of Contract termination. lHems will be collected at a cenlral (or regional} location{s) designaled by the State.
Contractor will be responsible for all costs associated with packaging and removing all Confraclor-owned items from the State-
designated localion(s), which must be completed wilhin thirty (30) calendar days of written notification from the State. If
Conlractor fails to remove ils ltems within that time period, the State may charge Conlractor for costs associated with storing
the items; and may otherwise dispose of the ifems as allowed by applicable law. At Conlracior’s request, the State shall
promptly provide supplemental decumentation as to such Termination for Fiscal Necessily. Nothing in this seclion shall be
construed as ability by the State to terminale for ils convenience.

28. PUBLIC RECORDS:

A. Pursuant to [daho Code Section 74-101, et seq., information or documents received by the State will be open 1o public
inspection and copying unless the malerial is sxempt from disclosure under applicable law. The person or entity submitting the
malerial must clearly designale specific information within the document as "exempt,” if claiming an exemption; and indicate
the basls for such exemption (e.g. Trade Secrel). The State will not accept the marking of an enfire document as exampt; or a
legend or statement on one page lhat all, or substantially all, of the document is exempt from disclosure.

8. Contractor shall indemnify and defend the State against all liability, claims, damages, losses, expenses, actions, attomey
fees and sulls whatsoever for honoring such a designation or for the Conlraclor's fallure lo designate specific Information
within the document as exemp!. The Contractor's failure lo designale as exempt any document or partion of a document that is
released by the State shall constitute a complete waiver of any and all claims for damages caused by any such release. If the
Slata receives a request for malerials claimed exempt by the Contractor, tha Conlractor shall provide the legal defense for
such claim.

e
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29. NOTICES: Any nolice which may be or is required lo be glven pursuant to the provisions of the Contract shall be In wriling
and shall be hand delivered, sent by facsimile, email, prepaid overnight caurier or United States' mail as folfows:

A. For nolice to the State, the address, phena and facsimile number are:

Slate of Idaho

Divislen of Purchasing

650 W Slate Sireet -~ Room B15
P.O. Box 83720

Boise, ID 83720-0075
208-327-7465 (phone)
208-327-7320 (fax)

Additionally, for notice to the State, the emall address to use is the email address identified in the Contract, courtesy copled to
purchasing@adm.idaho.gov.

B. For notice to the Contraclor, the address, facsimile number or emall address shall be that contained on the Contractor's Bid,
Proposal or Quotation (including, for any Bid, Proposal ar Quatation submiited electronically through IPRO, the address,
facsimile number or email address in the profile under which the Contractor submitied Iis Bid, Proposal or Quolation). Notice
shall be deemed delivered immediately upon personal service, facsimile ransmission {with confirmation printout), email (with
printout confirming sent) the day after deposit for ovemight courier or forty-eight (48) hours after deposit in the Unitad Stales’
mail. Eithar party may change its address, facsimile number or email address by giving writlen notice of the change to the
other party.

30. NON-WAIVER: The failurs of any party, at any time, to enforce a provision of the Contract shall in no way constitute a
waiver of that provision, nor in any way affect the validity of the Contract, any part heraof, or the right of such parly thereafter
to enforce each and every provision hereof.

31. ATTORNEY FEES: In the avant suit is brought or an altomey is relained by any party to the Coniract to enforce the terms
of the Contract or to collect any moneys due heraunder, the prevailing parly shall be entitled to recover reimbursement for
reasonable altomey fees, court cosls, costs of investigation and other relaled expenses incurred in connection therawith in
addition to any other available remedies; however, the Stale's liabiliy is limited {o that which is idenlified in the |daho Torl
Clalms Acl, Idaho Code Seclion 6-9 et s5eq.

32. RESTRICTIONS ON AND WARRANTIES - ILLEGAL ALIENS: Contractor wammanis that the Coniract is subject lo
Executive Ordaer 2009-10 http:/igov.idaho.govimediacenter/execordersiecl8ea_2009_10.himl); it does not knowingly hire or
engage any fllegal aliens or persons not authorized to work in the United States; it takes steps to verify that it does not hire or
engage any illegal aliens or persons not authorized to work in the United Stales; and that any misrepresentalion in this regard
or any employment of persons not authorized to work in the Uniled States conslilutes a malerial breach and shall be cause for
the Imposition of monelary penalties up {o five percent (5%} of the conlract price, per violation, and/or termination of its
contracl.

33. FORCE MAJEURE: Neither party shall be Kable or deemed lo be In defaull for any Force Majeure dalay in shipment or
performance occasioned by unforeseeable causes beyond the control and without the fault or negligance of either party,
Including, but noi restricted to, acts of God or the public enemy, fires, floods, epldemics, quarantine, restrictions, strikes, freight
embamoes, or unusually severe westher, provided that in all cases the Contractor shail notify the Slate promplly in wriling of
any cause for delay and the State cancurs that tha delay was beyond the control and without the faull or negligenca of the
Contractor. The period for the performance shall be extended for a period equivalent to the period of the Force Majeure delay.

34. PRIORITY OF DOCUMENTS: The Conlract consists of and precedence Is established by the order of the
following documents:

1. The State's Blanket Purchase Order, Statewide Blanket Purchase Order, Contract Purchase Order, Purchase Order, or
Participaling Addendum;

2. The Solicitation; and
3. Contracior's Bid, Propasal or Quotation as accepled by the Stale,

The Solicitation and the Conlractor's Bid, Proposal or Quotalion accepted by the Stale are incorporated inlo the Contracl by
this reference. The parties Intend to include all items necessary for the proper completion of the Contracl's requirements. The
documenits set forth above are complemantary and what Is required by one shall be binding as if required by all. However, in

e
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the case of any conlflict or inconsistency arising under the documents, a lower numbered document shall supersede a higher
numbered document to the exient necessary to resalva any such conflict or inconsislency. Provided, however, that in the
event an issue is addressed in one of the above mentioned documents but is nol addressad in another of such documents, no
conflict or inconsistency shall be deemed to occur.

Whera terms and conditions specified in the Contractor's Bid, Proposal or Quotalion differ from the tesms in the Solicitation,
the terms and conditions In the Solicitation shall apply. Where terms and condilions specified in the Contractor’s Bid, Proposa)
or Quolation supplement the terms and conditions in the Soticitation, the supplemental terms and congilions shall apply only if
specifically accepled by the Division of Purchasing in writing.

35, ENTIRE AGREEMENT: The Contract is the enlire agreement batween the parties wilh respect to the subject matter
hereof. Where terms and conditions specified in the Contractor's Bid, Proposal or Quolation differ from those specifically
stated in the Contract, the terms and conditions of the Contract shall apply. tn the event of any confiict between the State of
{daho Standard Conlract Terms and Conditions and any Special Terms and Conditions in the Conlract, the Special Terms and
Conditions will govern. The Coniract may not be released, discharged, changed or modified except by an instrument in writing
signed by a duly authorized representative of each of {he parties; howaver, Termination for Fiscal Necessily Is excepled, and,
ihe Stale may issue unilateral amendments to the Contract to make administrative changes when nacessary.

36. GOVERNING LAW AND SEVERABILITY: The Contract shall be construed in accordance with and govemned by the laws
of the slale of Idaho. Any aclion to enforce the provisions of the Contract shall be brought in State district cour in Ada County,
Boise, Idaho. In the event any lerm of the Contract is held io be invalid or unenforceable by a court of compelent jurisdiction,
the remaining terms of the Contract will remain [n force,

e s ——————— ) R R e R
RAFP16000145 Data Breach and Credit Monitoring Services Page 56



Master Agreement - Attachment 1

EXHIBIT E - OFFEROR QUESTIONS
RFP16000145 Data Breach and Credit Monitoring Services

PLEASE DO NOT IDENTIFY YOUR NAME OR YOUR COMPANY'S NAME OR PRODUCT NAMES OF
INTELLECTUAL PROPERTY IN YOUR QUESTIONS.

ADD ROWS BY HITTING THE TAB KEY WHILE WITHIN THE TABLE AND WITHIN THE FINAL ROW.

The following instructions must be followed when submitting questions using the question format on
the following page.

1. DO NOT CHANGE THE FORMAT OR FONT. Do not bold your questions or change the color of
the font.

2. Enter the RFP section number that the question is for in the “RFP Section” field {column 2}. If

the question is a general question not related to a specific RFP section, enter “General” in

column 2. If the guestion is in regards to a State Term and Cendition or a Special Term and

Condition, state the clause number in column 2. If the question is in regard to an attachment,

enter the attachment identifier {example “Attachment A”) in the “RFP Section” (column 2), and

the attachment page number in the "RFP page” field {column 3).

Do not enter text in column 5 (Response). This is for the State's use only.

4. Once completed, this form is to be e-mailed per the instructions in the RFP. The e-mail subject
line is to state the RFP number followed by “Questions.”

w

—  ____ _______________________________________________ _  _ _ _ __ _________________________________________________________]
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EXHIBIT F — COST PROPOSAL
RFP16000145 Data Breach and Credit Monitoring Services

(ME) Exhtbit F “Cost Proposal” must be completed and returned with your response.

Provide your fully-burdened rate which must include, but not be limited to, all operating and personnel
expenses, such as: overhead, salaries, administrative expenses, profit, and supplies.

temibar ot Biibls|(Cast er notifiation® (Ehbi | General CaflCenter (Exhibit B,
S i B, Sect. B3) (Unit Price) | Sect.'B4) cost per.call (Unit Price)

0-10,000 s 3

10,001 - 100,000 3 ?

100,001 — 500,000 3 3

500,001 — 1,000,000 3 ?

1,000,001 - 5,000,000 3 >

5,000,001+ ? °

AVERAGE unit price $ $

{for evaluation purposes

only)

*Cost must include single page (duplex) notification, #10 envelope, and first class postage.
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Number of Active One Year Single-Bureau Credit ~ One Year Triple-Bureau Credit
Participants Monitoring/Identity Theft. Monitoring/identity Theft
Protection (Exhibit B, Sect. BS}per. | Protection (Exhibit B, Sect. BS)per. person
person (Unit Price) (Unit Price)
0-1,500 ? 3
1,501 - 15,000 $ 3
15,001 - 75,000 3 3
75,001 - 150,000 3 3
150,001 - 750,000 3 5
750,000+ 3 3
AVERAGE unit price $ s
(for evaluation
purposes only}
Company Name:
Company Address:

Name of Individual submitting bid:

Phone: Fax:

E-mail:

e —
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EXHIBIT G — REFERENCES
RFP16000145 Data Breach and Credit Monitoring Services

INSTRUCTIONS TO THE OFFEROR:

Offerors will be scored on a minimum of three (3) completed reference questionnaires. All
questionnaires will be averaged. The completed references gquestionnaires must be from individuals,
companies, or agencies with knowledge of the Offeror’s experience that is similar in nature and scope to
the products or services being requested by this RFP, and are within the last five (5) years from the date
this RFP was posted to IPRO. The Lead State may not be utilized as a reference. Only ane reference will
be received/qualify per reference company/agency. If multiple references are received from the same
company/agency, only the first received will be accepted. If fewer than three (3) references are
received, a score of zero “0" will be given to each missing questionnaire, up to the three (3) requested.

References not received prior to the RFP Closing Date and time will not be accepted or

scored. References outside the requisite number of years (see paragraph above), and references
determined by the State to be not of a similar nature and scope to the products or services requested in
this RFP will also not be accepted or scored. Determination of “similar nature and scope” will be made
by using the information provided by the reference in Section Il of the Reference Questionnaire,
General Information, and any additional information provided by the reference, or otherwise
obtained by the State.

REFERENCES MUST BE RECEIVED BY THE RFP LEAD, DIRECTLY FROM THE REFERENCE, IN ORDER TO BE
CONSIDERED,

' 1. Offerors must complete the following information on page 2 of the “Reference’s Response To"
' document before sending it to the Reference for response.

a. Print the name of your reference (company/organization) an the “REFERENCE NAME" line,
b. Print the name of your company/organization on the “OFFEROR NAME” line.
¢. Be certain that the RFP Clasing date and time in Instruction S, on the following page, is correct.

" 2. Send the "Reference’s Response To"” document to your references to complete.

e oy

eosen -

NOTE: It is the Offeror’s responsibility to follow up with its references to ensure timely receipt of all
questionnaires. Offerors may e-mail the RFP Lead prior to the RFP closing date to verify receipt of
references.

e ]
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REFERENCE QUESTIONNAIRE
REFERENCE’S RESPONSE TO:
RFP16000145
Data Breach and Credit Monitoring Services

REFERENCE NAME {Company/Organization):

OFFEROR (Vendor) NAME {Company/Organization): has

submitted a proposal to the State of Idaho, to provide the credit maonitoring services. We've chosen you
as one of our references.

INSTRUCTIONS
1. Complete Section . RATING using the Rating Scale provided.

. 2. Complete Section It. GENERAL INFORMATION ({This section is for information only and will not be
scored.)

S
==

3. Complete Section M. ACKNOWLEDGEMENT by manually signing and dating the document. (Reference
documents must include an actual signature.)

4. E-mall or fax THIS PAGE and your completed reference document, SECTIONS | through I to:

REP Lead: Valerie Bollinger
E-mail: Valerie.Bollinger@adm.idaho.gov
Fax: 208-332-1631

5. This completed document MUST be received no later than December 3, 2015 at 5:00 p.m. {Mountain
Time). Reference documents received after this time will not be considered. References received
without an actual signature will not be accepted. I

| 6. DO NOT return this document to the Offeror (Vendor).
|

|
» 7. In addition to this document, the State may contact references by phone or e-mail for further
clarification, if necessary.

_ e ——
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Section I. RATING

Using the Rating Scale provided below, rate the following numbered items by circling the appropriate
number for each item:

Rating Scale
Category Score
Poor or Inadequate Performance 0
Below Average 1-3
Average 4-5
Above Average 7-9
Excellent 10

Circle ONE number for each of the following numbered iterns:
1. Rate the overall quality of the vendor’s services:

10 9 8 7 6 5 4 3 2 1 0
2. Rate the response time of this vendor:

10 9 8 7 6 5 4 3 2 1 0

3. Rate how well the agreed upon, planned schedule was consistently met and deliverables provided
on time, (This pertains to delays under the control of the vendor):

10 9 8 7 6 5 4 3 2 1 0

4. Rate the overalt customer service and timeliness in responding to customer service inquiries, issues
and resolutions:

10 9 8 7 6 5 4 3 2 1 0

5. Rate the knowledge of the vendor’s assigned staff and their ability to accomplish duties as
contracted:

10 9 8 7 6 5 4 3 2 1 0
6. Rate the accuracy and timeliness of the vendor’s billing and/or invaices:
10 9 8 7 6 5 4 3 2 1 (1]

e ——————— e ——
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7. Rate the vendor’s ability to quickly and thoroughly resclve a problem related to the services
provided:

10 9 8 7 6 5 4 3 2 1 o
8. Rate the vendor's flexibility in meeting business requirements:
10 9 8 7 6 5 4 3 2 1 0

9. Rate the likelihood of your company/arganization recommending this vendor to others in the
future:

10 9 8 7 6 5 4 3 2 1 0

Section Il. GENERAL INFORMATION

1. Please include a brief description of the services provided by this vendor:

2. During what time period did the vendor provide these services for your business?

Month: Year; to Month: Year:

Section I, ACKNOWLEDGEMENT

| affirm to the best of my knowledge that the infarmation | have provided is true, correct, and factual:

Signature of Reference Date
Print Name Title
Phone Number

E-mall address
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EXHIBIT H — PUBLIC AGENCY CLAUSE
RFP16000145 Data Breach and Credit Monitoring Services

{M) Exhibit H “Public Agency Clause” must be completed and returned with your respaonse.

Prices offered in this RFP must be made available to other "Public Agencies", including agencies of the
State of tdaho, and as defined in Section 67-2327 of the Idaho Code, which reads: "Public Agency"
means any city or palitical subdivision of this State including, but not limited to counties; school! districts;
highway districts; port authorities; instruments of counties; cities or any political subdivision created
under the laws of the State of Idaho. It will be the responsibility of the "Public Agency” to independently
contract with the proposer and/or comply with any other applicable provisions of Idaho Code governing
public contracts. Typically, other municipalities routinely buy from Statewide Master Contracts
established by the Division of Purchasing.

Please indicate if you accept this Public Agency Clause AND return this completed form with your Proposal

Response. Failure to accept this provision will result in a finding that your Proposal is non-responsive,

YES NO

Name of Proposer:
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November 9, 2015
AMENDMENT 1
To: All concerned vendors
RE: RFP16000145 Data Breach and Credit Monitoring Services

I The following are changes made to the referenced RFP. This additional information is added
to and is made part of the referenced RFP,

1 The deadline te submit questions is hereby extended to 11:59:59 pm Mountain Time on
Monday, November 16, 2015.

There are no other changes. If you have already submitted your Proposal and this addendum will alter
your Proposal, please contact the Division of Purchasing. Please remember to sign the acknowledgment

below and submit it with your proposal.

Thank you for your interest in supplying the needs of the State of Idaho.
Best,

/s/ Valerie Bollinger, Buyer

Pagelof2
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Please acknowledge receipt of this amendment by completing the spaces below, and please
return this acknowledgement with your Proposal.,

ACKNOWLEDGEMENT OF AMENDMENT 1 TO RFP16000145

Signature Date

Printed Name Company Name
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November 15, 2015
AMENDMENT 2
To: All concerned vendors
RE: RFP16000145 Data Breach and Credit Monitoring Services

I The following are changes made to the referenced RFP, This additional information is added
to and is made part of the referenced RFP.

1 The following states have asked to be included in the list of states named as potential
participating entities in Section 2.5 of the RFP: New Mexico and Vermont,

2. See the file with the title “RFP16000145 Q_A" for the State’s answers to all timely
received questions. The answers are hereby incorporated into the RFP by reference.

There are no other changes. If you have already submitted your Proposal and this addendum will alter
your Proposal, please contact the Division af Purchasing. Please remember to sign the acknowledgment

below and submit it with vour proposal.

Thank you for your interest in supplying the needs af the State of Idaho.

Best,

/s/ Valerie Bollinger, Buyer
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Please acknowledge receipt of this amendment by completing the spaces below, and please
return this acknowledgement with your Proposal.

ACKNOWLEDGEMENT OF AMENDMENT 2 TO RFP16000145

Signature Date

Printed Name Company Name
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Question

RFP Section

Question

Response

1 RFP Administrative | 1 Can electronic submission be completed at both the Logging into the State of Idaho’s e-procurement system
Information portal listed in the RFP at https://purchasing.idaho.gov/iprologin.htm| will
(https://purchasing.idaho.gov/iprologin.html} and at redirect you to a WebProcure site, through which you
https://webprocure.perfect.com/? may access and bid on State of Idaho solicitations.
Vendors are advised to enter the WebProcure site via the
State of Idaho portal.
2 REP Administrative | 1 Wwill additional question windows be added to the The deadline for questions has been extended to
Information schedule since questions may arise as responses to the | 11:59:59 pm MT on Monday, November 16, 2015. {See
RFP are written? Amendment 1 to RFP16000145), =
T
3 RFP Administrative | 1 & 10 How does the State recommend an Offeror account for | See RFP Section 9.2. Offerors are to take the 0.25% &
Information & the potential administrative fees of Active Participants | NASPO ValuePoint Administrative Fee into account whené
4.4.6 in the Offeror's Best and Final Offer (BAFQ) since the proposing their costs in Exhibit F; Offerors are NOTto 3
various participating states’ administrative fees are not | take into account any additional Administrative Fees that3
disclosed except for the State of Idaho’s? may be required by Participating Entities. Additional =
administrative fees may be negotiated in Participating %
Addenda, and Offerors that have been awarded Master §
Agreements may adjust their pricing In each Participatingz
Addendum to account for those additional Adminlstratlvei
Fees.
NOTE: (BAFOs will only be conducted as discussed in
Section 4.4.6 of the RFP; Offeross should sumit their best
prapaosals initially as there is no guarantee that the State
will conduct any discussions.
4 2.3 3 What is the expected turnaround time between an Most Participating Entities have strict requirements for

Active Participant identifying a Triggering Event and the
Offeror beginning to provide Contract Services?

notifying affected individuals of a Triggering Event;
therefore, it is anticipated that a Participating Entity will
notify the Contracter immediately after identification of a
Triggering Event, and will require the Contractor to begin
providing services immediately upon notification.

e
RFP16000145 Data Breach and Credit Monitoring Services

Pagel



Question RFP Section Question Response

5 25 3 Besides the seven states named as potential Ali states, territories, and the District of Colombia have
participating entities, how many other states are aware | been informed of this RFP process and given an
of this RFP process and the details of its contract opportunity to review the RFP documents.
services?
6 31 s Will the State consider extending the deadline for The deadline for questions has been extended to
submitting proposad modifications to Exhibit C or 11:59:59 pm MT on Monday, November 16, 2015. (See
Exhibit D? Amendment 1 to RFP18000145).
7 3.10 8 Will pricing information be considered confidential or No. Pricing information is subject to Idaho’s Public
proprietary information? Records Request law.
8 4,43, 8.6, & B5.4 9,18, & Regarding the cost proposal scoring, should the Yes. The columns for single-bureau and triple-bureau =
29 Average Unit Price for single-bureau credit monitoring | credit monitoring/identity theft protection include all of &
and triple-bureau credit monitoring also incorporate the services detailed in Exhibit B, Paragraph B5. All of ‘i
the costs for Identity Theft Monitaring as described in the services detailed in Exhibit B must be accounted for 2
section 85.47 by Offerors somewhere in the Cost Proposal; no 3
additional categories, costs, reimbursements, etc. will be S
recognized, %
9 5.1 11 Should the ORIGINAL Signature Page be placed in front | If submitting electronically, the Signature Page maybe &
of the ORIGINAL Technical Proposal and saved in the included in the same file or uploaded in a separate file. 3
same File if submitting electronically? 2
10 6.3 13 Will completed References be assigned a score under Yes, reference questionnaires will be evaluated; this
the Evaluation criteria? evaluation will be included in the evaluation of Section 6
(see Saction 4.4.5, Evaluation Criteria.)
11 8.12 19 Is compliance with any particular NIST standards No. {See Exhibit B, Paragraph B7.3 for all relevant
required? compliance requirements.) Note that your response to

Section 8.12 must include a description of how
compliance with Exhibit B, Paragraph B7.3 is met; higher
scores may be earned if an Offeror’s response includes
details of NIST or other additional compliance.

12 9.2 & Exhibit F 20 & 59 Should the 0.25% NASPO ValuePoint Administrative Fee | Yes. See Section 9.2.
be included in the Unit Prices on Exhibit F?
13 Exhibit A, Section [ 25 Should pricing submissions be marked with a Pricing is not considered a trade secret under Idaho law;
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Question

RFP Section

Question

Response

28

nondisclosure designation?

therefore, marking pricing with a nondisclosure
designation will not protect the cost proposal from
release in the event of a Public Records Request.

14

B3.3.2

28

Will participating entities notify eligible individuals
ONLY through U.5.P.S., not through e-mail?

Participating Entities may have different requirements
and policies regarding delivery method, but it is
anticipated that Participating Entities will only engage the
Contractor’s services if hard copies must be sent out. A
Participating Entity may negotiate specific delivery
mathods in its Participating Addendum.

B84.1&7.4

28& 15

The State expects a peneral call center to be available
24x7x365. Does the State also expect Identity
Restoration Personnel to be available 24x7x3657

Yes. See Exhibit B, Paragraph 85.6.2 for requirements
related to Identity Theft Restoration Assistance.

16

B4.3

29

Does the State have a process in mind for how call
center staff are to answer questions around eligibHity?

At a minimum, it is anticipated that Participating Entities
will provide the Contractor with some basic information
ahout the Triggering Event and eligibility. Some
Participating Entities may choose to provide a script of
FAQs as described in Exhibit B, Paragraph B2.5.2.
Offerors should feel free to describe any suggested
processes [n thelr responsas to Section 8 (as appropriate)

- jualwaaiby Jahsep

17

BS

29

Does the State require a 508 compliant platform to aid
eligible individuals who are visually Impaired?

1 WEiuyoeyy

A 508 compliant platform is not mandatory, but is
desirable. Offeror should identify 508 compliance in its
responses to Section 8 {as appropriate.)

18

B5.7

a0

If a subcontractor is planned to provide the identity
theft-related services under this contract, is it
acceptable for that subcontractor (rather than the
contractor} to provide the identity theft insurance as
described in B5.77

Yes, if a Contractor intends to use a subcontractor to
provide the identity-theft related services, the
subcontractor may provide the identity theft insurance
described in 85.7; hawever, the Contractor must confirm
that the subcontractor has and maintains the required
insurance, and must provide copies of such confirmation
to the Lead State. Fallure of a Contractor to confirm that
a subcontractor meets all RFP requirements will he
grounds for termination of the Contractor’s Master
Agreement.

RFP16000145 Data Breach and Credit Monitoring Services
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Question RFP Section Question Response

19 B6.2 31 Wil the OFferor establish a Service Level Agreement Yes, it is anticipated that Participating Entities will
with each participating entity that activates the negotiate 5LAs as part of the Participating Addendum
Cantract Services? process.
20 Exhibit C, Section 38 Why is Section 11 marked as “[RESERVED]"? NASPO ValuePoint has standard terms and conditions,
11 not alt of which are relevant to every solicitation. Rather

than renumbering the Terms and Conditions when
sections that are not relevant are removed, the removed
sections are marked as "[RESERVED]".

21 Exhibit C, Section 40 Is it acceptable if the Commercial General Liability Yes.
17(b){1) caverage limit is mat by a combination of primary and
umbrella policies? §
22 Exhibit C, Section 41 Recommended adjustment of Terms and Conditions: The State has considered the requested change; no a
17(d} changes are made. ‘§
1. Rationale: Insurance carriers are unable to commit to g
notifying of “material alteration” to policies. This requirement requires the Contractor (not the g
insurance carriers) to notify the Lead State of any ;E
2, Recommended verbiage: remove "material material ailteration to policias. ]
alteration.” §
=

3. Explanation of fairness and equitableness: Because
insurance carriers cannot evaluate materiality.

23 Exhibit D 49 Will each Participating Entity prowide its own Contract | Each Participating Entity may negotiate Its own Terms
Terms and Conditions? and Conditions.

24 Exhibit G 61 Wwill the RFP Lead notify the Offeror when the State No. Offerors may contact the RFP Lead to confirm
receives each of the three references since the whether references have been received.

Reference Organization is instructed not to return the
Reference document to the Offeror?
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November 19, 2015
AMENDMENT 3
To: All concerned vendors

RE: RFP16000145 Data Breach and Credit Monitoring Services

L The closing date of this RFP.is now December, 8, 2015.

i. The following are changes made to the referenced RFP. This additional information is added
to and is made part of the referenced RFP.

1. See the file with the title “RFP16000145 Q_A_Part 2" for the State’s answers to
additional timely received questions. The answers are hereby incorporated into the RFP
by reference.

There are no other changes. If you have already submitted your Proposal and this addendum will alter
your Proposal, please contact the Division of Purchasing. Please remember to sign the acknowledgment
below and submit it with vour proposal.

Thank you for your interest in supplying the needs of the State of ldaho.
Best,

/s/ Valerie Bollinger, Buyer
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Please acknowledge receipt of this amendment by completing the spaces below, and please
return this acknowledgement with your Proposal.

ACKNOWLEDGEMENT OF AMENDMENT 3 TO RFP16000145

Signature Date

Printed Name Company Name
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Question RFP Section Question Response
1 B7.3 EN What audits do you consider to be equivalent to a The State will not specify equivalent audits at this time.
s0c2? Offarors may propose alternative audits or standards that

they believe “meet or exceed” the SOC2 audit. |f you
choose to propose an alternative, you must explain in
detail in your proposal how the proposad alternate meets
or exceeds the SOC2 standard.

2 R7.3 )] Do you consider a SOC1 Type Il to be equivalent to a No, SOC 1 reports are about controls at a service

SOC2 audit? organization that relate to internal contro! over financial >

reporting. The State is concerned with quality of @

operational security controls, not financial controls. ;
, bl

3 B7.3 31 Are any of the following considered equivalent to The State will not specify equivalent audits at this time. 3
S50C2: S5AE16 S0C1 Type |, 150-27001 Gap Analysis, Offerors may propose alternative audits or standards thag

PCI-DS5, £V Safe Harbor, EI3PA? they believe “meet or exceed” the SOC2 audit. Ifyou 2

choose to propose an alternative, you must explain in E

detail in your proposal how the proposed alternate meetg

or exceeds the SOC2 standard. =

4 B7.3 31 What number of trust principles, and what specific All of the Trust Service Principles apply.
trust principles are you requiring in regards to a SOC2
(security, avallability, processing integrity,
confidentiality, and privacy)?

5 Exhibit C, Section 37,49 Section 10 of the Master Agreement Terms and The State has considered the request and agrees to
b;Exhibit D, Section Conditions (Exhibit C} provides a 15-day cure period, change the cure period to 30 days.
2 while Section 2 of the State of Idaho Standard Contract

Terms and Conditions {Exhibit D) provides a 30 day cure
period. Can these cure periods be amended to be
consistent, with a 30-day cure period?
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Questian RFP Section

Cluestion

Response

6 Exhiblt F 59, 60

Page 59 contains the pricing table for notifications and
call center. Both of these are required to be price in
Unit Prices. The scale starts at 0 and continues through
5 million. Page 60 contains the pricing table for one
bureau credit meonitoring/identity theft protection and
three bureau credit monitoring/identity theft
pratection. Both of these also require Unit Prices, but
the scale begins at 0 and tops out at 750,000, Why do
the scales differ?

The pricing table for notifications and call center was
developed based on an estimation of potential breach
size. The pricing table for credit monitoring/identity theft
protection was developed based on an estimation of how
many affected individuals would sign up for the credit
monitoring services in the event of a breach.

7 Exhibit F 60

On the pricing table for credit monitoring/identity theft
protection, are your Number of Active Participants
considered to be affected individuals who have actually
redeemed a PIN code and successfully enrolled in an
identity product?

Yes. Active Participants are Eligible Persons who have
enrolled in the credit monitoring/identity theft protectiorgs
services.

| WawpEYY - Juawpa.by Jois

e
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State of Idaho

Department of Administration
Division of Purchasing

C.L. “Butch” OTTER 650 Wesl State Street B-15 (83702)
Govemor P. O. Box 83720
ROBERT L. GEDDES Boise, ID 83720-0075
Director Telephone (208) 327-7465
SARAH HILDERBRAND Fax: 208-327-7320
Administrator it ing. pov

January 5, 2016

Jeremy Henley VIA EMAIL TRANSMISSION

Identity Theft Guard Solutions, LLC dba ID Experts EMAIL: Jeremy.henley@idexpertscorp.com
10300 SW Greenburg Rd., Suite 570

Portland, OR 97223

RE: RFP16000145 Data Breach and Credit Monitoring Services
Dear Mr. Henley:

The State of Idaho Division of Purchasing (DOP) has begun evaluation of the Proposal received in
response to this Request for Proposal (RFP}, and has determined that explanation and clarification is
required in order to continue evaluating your submittal, as follows:

1. Sections 5.2.5 and 5.2.6 of the RFP ask the Offeror to confirm that they have not “employed any
company or person other than a bona fide employee working solely for the Offeror or a company
regularly employed as its marketing agent, to solicit or secure this contract...” and to identify the
personis) responsible for writing the proposal. In its cover letter, ID Experts affirmed that it had not
employed any company or person other than a bona fide employee, and identified Katrina Day as the
1D Experts employee responsible for writing the RFP.

In its evaluation of 1D Experts’ proposal, it has come to the attention of the evaluation committee that
iD Experts’ response to RFP Sections 8.2, and 8.5 - 8.10 directly quoted from, or closely paraphrased,
a proposal submitted by another Offeror. Please expiain why ID Experts has affirmed that its proposal
was written solely by an ID Experts employee, but contains text also submitted by another company.

2. In its response to Section 8.6, ID Experts included information regarding compromised credentials
of Idaho State Government employees. This informatien was included in proposals submitted by
other Offerors; this information was marked as “trade secret” by ID Experts and other Offerors.

Please explain how |D Experts obtained this information and whether it was specifically for the
purpose of developing its response to this RFP.

3. In Section 8.4, the RFP asks Offerors to “Address your ability to meet the varying legal

requirements of the Participating Entities.” 1D Experts indicated that it may provide this service
directly, or through the use of Epiq as a subcontractor.

*Serving Idaho citizens through effective services lo their govemmenlal agenciss”
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Please describe how you will ensure that a Participating Entity’s legal requirements will be met in the
event that you and/or Epiq are unable to provide the services or meet the volume requirements of a
large statewide breach,

4. In its cover letter, 1D Experts stated that its pricing will be valid for 60 days; however, in its response
to Section 5.2.8, ID Experts stated that its proposal will be binding for 180 days, as required by the
RFP.

Please confirm that {0 Expents’ proposal, including its Cost Proposal, will be binding for 180 days.

5. In its response to Section 6.2.1, |D Experis stated that it is an “approved vendor for the State of
Oregon.” From further investigation, it is the evaluation committee’s understanding that ID Experts
does not have a contract with the State of Oregon, and that Oregon does not maintain a list of
“approved vendors.”

Please clarify what ID Experts meant when it said it was an approved vendor.

6. In its response to Section 8.8, ID Experts identified five steps that an active participant must follow
to initiate an insurance claim, beginning with contacting |D Experts. In its response to Section 85.7.2,
ID Experts again identified five steps that an active participant must follow to initiate a claim, but it
begins with contacting CSID.

Please clarify the initial point of contact for a participant wishing to initiate an insurance claim.

7. Throughout its proposal, Id Experts uses “we" to describe services provided to customers in the
past, and services that will be provided under a Master Agreement resulting from this RFP, It appears
that in many instances, the services described were/would be provided by a subcontractor
{specifically CS10 or Epiq).

Please clarify your response by identifving whether past performance {Section 6.2.2) was performed
directly by 1D Experts or by subcontractors {and identify the subcontractor). Please also clarify the
specific services that would be performed by ID Experts directly if it was awarded a Master Agreement
under this RFP, which services would be performed by subcontractors, and any circumstances that
might affect the decision to provide services directly or through a subcontractor {Section 8).

8. Exhibit H in the RFP is identified as {M} or Mandatory. ID Experts did not provide a2 completed
Exhibit H with its Technical Proposal. Please submit the required Exhibit.

ID Experts must submit the required information na later than 12 PM Mountain Time, Wednesday,
January 6, 2016, or the State may find ID Expert’s Proposal non-responsive. The response must be
submitted on ID Experts’ letterhead and signed by a representative with authority to bind ID Experts.
ID Experts may fax its response to this letter to our fax number shown above, or email to

Valerie.Bollinger@adm.idaho.gov. For any questions, you may contact me at
Valerie.Bollinger@adm.idaho.gov.

Sincerely,

/s/ Valerie Bollinger

Valerie Bollinger

Buyer, ldaho Division of Purchasing
cc: File

*Serving Idaho cilizens through effective services lo their governmental agencies”
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State of Idaho

Department of Administration
Division of Purchasing

C.L. “Butch” OTTER 650 West State Streel B-15 {(83702)
Govemor P. 0. Box 83720
ROBERT L. GEDDES Boise, 1D 83720-0075
Director Telephone {208) 327-7465
SARAH HILDERARAND Fax: 208-327-7320
Adminlsiralor litp, iprsicbasing idsho gov

January B, 2016

Jeremy Henley VIA EMAIL TRANSMISSION

Identity Theft Guard Solutions, LLC dba ID Experts EMAIL: Jeremy.henley@idexpertscorp.com
10300 SW Greenburg Rd,, Sulte 570

Portland, OR 97223

RE: RFP16000145 Data Breach and Credit Monitoring Services
Dear Mr. Henley:

The State of Idaho Division of Purchasing {DOP) has begun evaluation of the Proposal received in
response to this Request for Proposat (RFP}, and has determined that explanation and clarification is
required in order to continue evaluating your submittal, as follows:

Exhibit F, Cost Proposal requests tiered pricing for four raquired services: Notifications, Call Center,
Single-Bureau Credit Monitoring, and Triple-Bureau Credit Monitoring. It appears clear that 1D Experts
made a typographical error in its proposed top-tier pricing for Notifications (sea attached 1D Experts’
Cost Proposal). In accordance with IDAPA 38.05.01.074.03.b the State is seeking confirmation that a
decimal point was omitted, and that the correct unit price for notifications at the 5,000,001+ breach
level should be §.75.

Please confirm that this was, In fact, a typographica! error; no other changes to the Cast Proposal may
be made.

I0 Experts must submit the requirad Information no later than 5 PM Mountain Time, Tuesday, January
12, 2016, or the State may find 1D Expert’s Proposal non-responsive, The response must be submitted
on 1D Experts’ letterhead and signed by 2 representative with authority to bind ID Experts. ID Experts
may fax its response to this letter ta our fax number shown above, or email to
Valeria.Bollinger@adm.idaho.gov. For any questions, you may contact me by emall or at (208) 332-
1631,

A
Valerie Bollinger
Buyer, idaho Division of Purchasing

Enclosure
ce: File

*“Serving Idaho citizens through effecliva services lo their governmental agencies”
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Master Agreement - Attachment 2 - Redacted

Lincoln Center One
10300 SW Greenburg Road,
Suite 570

exp e rt5® Portland, OR 97223

REQUEST FOR PROPOSALS (RFP) 16000145
DATA BREACH AND CREDIT MONITORING SERVICES
COVER LETTER

State of Idaho Division of Purchasing in Conjunction with NASPO

December 7, 2015

Prepared By:
Katrina Day

Inside Sales Manager, Breach

Services

803 788-9333 - cell

katrina.day@idexpertscorp.com

1D Experis® - Copyright 2015 Proprietary and Confidential
The information In this document is proprietary o 1D Experts™ and Is priviteged and confidenlial. Any disclosure, duplication, or use, in whale or in part, of
this document, may only be obtained with the prior written consent of {D Experts™,



l@ experts’

December 7, 2015

(D Experts focus since the founding of the company has been centered on treating the breach
victim in a personal and caring way, which has led to positive outcomes for our clients and the
individuals whose information was compromised. We appreciate the opportunity to submit this
proposal, and look forward to helping you achieve full recovery.

ID Experts is pleased to present a proposal for Breach Response Solutions, which has been
requested by “client”. Pricing included in this document is valid for 60 days from the date of
submission,

Identity Theft Guard Solutions, LLC
dba ID Experts™
10300 SW Greenburg Rd., suite 570, Portland, Oregon 97223
800-242-4700, FAX; 800-298-8457
https://www.idexpertscorp.com

Authorized Signer:
Jeremy Henley, Director of Breach Services
10300 SW Greenburg Rd., suite 570, Portland, Oregon 97223

Jeremy.Henley@idexpertscorp.com

Signature:

Date

Very Sincerely Yours,

Jeremy Henley Director of Breach Services

ID Experis™ - Copyright 2015 Proprietery and Confidential Page 2 of 130
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5.2 Cover Letter

5.2.1 [Identification of the Offeror’s corporate or other legal entity status. Offerors must

5.2.1.

5.2.3,

5.2.4

include their tox identification number. The Offeror must be a legal entity with the legal
right to controct,

* If subrnitting vio IPRO, be certain the FEIN in IPRO is the some as the one in your cover
letter and on your Stote of Idaho Signature Poge.

Federal TINg 41-2093038

A statement indicating the Offeror’s acceptance of and willingness to comply with the
requirements of the RFP ond exhibits, including but not limited to Exhibit C, NASPO
VoluePoint Master Agreement Terms and Conditions ond Exhibit D, State of Idoho
Standard Contract Terms ond Conditions

ID Experts accepts, Exhibit C, NASPO ValuePoint Master Agreement Terms and
Conditions and Exhibit D, State of idaho Standard Contract Terms and Conditions and
am willing to comply with the requirement within these exhibits.

A stotement indicating the Offeror’s understanding that they may be required to
negotiate additional terms and conditions, including additional odministrative fees, with
Participating Entities when executing a Participoting Addendum.

| understand that ID Experts may be required to negotiate additional terms and
conditions, including additionat administrative fees, with Participating Entities when
executing a Participating Addendum.,

A statement of the Offeror’'s complionce with affirmative oction and 2qual employment
regulations.

e SN —
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ID Experts is compliant with affirmative action and equal emplayment regulations.

5.2.5 A staternent that Offeror has not employed ony company or person other than o bona
fide employee working solely for the Offeror or o company regularly employed as its
marketing agent, to solicit or secure this contract, and that it has not paid or agreed to
pay any company or person, other than o bonao fide employee working soiely for the
contractor or a company regularly employed by the contractor as its marketing agent,
any fee, commission, percentage, brokeroge fee, gifts or any other consideration
contingent upon or resulting from the award of this contract. The Offeror must affirm its
understonding end agreement that for breach or violation of this term, the State hos the
right to annul the controct without liobility or, in its discretion, to deduct from the
contract price the amount of any such fee, commission, percentoge, brokerage fee, gifts
or contingencies.

ID Experts has not employed any company or person other than a bona fide employee
working solely for the ID Experts or a company regularly employed as its marketing
agent, to solicit or secure this contract, and that it has not paid or agreed to pay any
campany or person, other than a bona fide employee working solely for the contractor
or a company regularly employed by the contractor as its marketing agent, any fee,
commission, percentage, brokerage fee, gifts or any other consideration contingent
upon or resulting from the award of this contract. ID Experts affirms its understanding
and agreement that for breach or violation of this term, the State has the right to annul
the contract without liability or, in its discretion, to deduct from the contract price the
amount of any such fee, commission, percentage, brokerage fee, gifts or contingencies,

5.2.6 A statement noming the firms and/or staff responsible for writing the proposal.
Katrina Day, Inside Sales Manager is responsible for writing the proposal.

5.2.7 A statement thot Offeror is not currently suspended, debarred or otherwise excluded
from federal or state procurement ond non-procurement programs. Vendor information
is available on the Internet at: http.//sam.qov.

1D Experts is not currently suspended, debarred or otherwise excluded from federal or
state pracurement and non-procurement programs.

5.2.8 A statement affirming the proposal will be firm and binding for one-hundred-eighty
(180) days from the proposal opening dote.

ID Experts’ proposal will be firm and binding for one-hundred-eighty (180) days from the
proposal opening date.,

5.2.9 A stotement, by submitting its proposal, that the Gfferor warrants that any contract
resulting from this Solicitation is subject to Executive Order 2009-10
[http://gov.idoho.qov/mediocenter/execorders/eo009/eo 2009 10.htmi]; it does not

- "\ — — .
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knowingly ond willfully employ persons who cannot legally work in this country; it takes
steps to verify thot it does not hire persons who have entered our nation illegolly or
cannot legally work in the United States; and that ony misrepresentation in this regard
or any employment of persons who have entered our nation illegolly or cannot legally
work in the United States constitutes a material breach and will be cause for the
imposition of monetary penalties up to five percent (5%) of the contract price, per
violation, and/or termination of its controct

By submitting this proposal, ID Experts warrants that any contract resulting from this
Solicitation is subject to Executive Order 2009-10
[http://gov.idaho.gov/mediacenter/execorders/ea09/e0 2009 10.html];

ID Experts does not knowingly and willfully employ persons who cannot legally work in
this country; it takes steps to verify that it does not hire persons who have entered our
nation illegally or cannot legally work in the United States; and that any
misrepresentation in this regard or any employment of persons who have entered our
nation illegally or cannot legally work in the United States constitutes a material breach
and will be cause for the impasition of monetary penalties up to five percent (5%) of the
contract price, per violation, and/or termination of its contract.

5.2.10 A stotement acknowledging thot a 0.25% NASPO ValuePeint Administrative Fee will
apply to total sales for the Master Agreement(s} owarded from this RFP as detuoiled in
Paragroph 26 of the NASPO ValuePoint Standard Terms and Conditions (Exhibit €) and
Section 1, RFP Administrative Information of this RFP, ond acknowledging the
requirement to provide a single person responsible for submitting the NASPO ValuePoint
usage reports detailed in Parograph 27 of the NASPO ValuePoint Standord Terms and
Conditions (Exhibit C).

1D Experts acknowledging that a 0.25% NASPO ValuePoint Administrative Fee will apply
to total sales for the Master Agreement(s) awarded from this RFP as detailed in
Paragraph 26 of the NASPO ValuePoint Standard Terms and Conditions {Exhibit €) and
Section 1, RFP Administrative Information of this RFP, and 1D Experts acknowledges that
we are required to provide a single person responsible for submitting the NASPO
ValuePoint usage reports detailed in Paragraph 27 of the NASPO ValuePoint Standard
Terms and Conditions (Exhibit C).

5.3 (M) ACKNOWLEDGEMENT OF AMENDMENTS
If the RFP is omended, the Offeror must acknowledge each amendment with o signature
on the acknowledgement form provided with each amendment. Failure to return a
signed copy of each amendment acknowledgement form with the proposal may resuit in
the proposol being found non-responsive. IDAPA 38.05.01.52

All Amendments have been signed. We accept the following Amendments:

Amendment 1: Deadline change for questions
Amendment 2: New Mexico and Vermont have been added to the RFP list of States
Amendment 3: Closing date of the RFP changed to December 8"
L — — —— " e "]
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54

Executive Summary
Include an executive summary in the Technical Proposal providing a condensed overview of the
contents of the Technicol Proposal demonstrating an understanding of the services to be
performed.

While arganizations are working hard to protect themselves from the risks of data breach, the
unfortunate fact is that data breach incidents are on the rise. ID Experts knows first-hand how breaches
and identity crime occur, and how best to prevent them, Our CIPP-certified experts use best practices
based on industry standard frameworks to help cur customer assess and reduce the size and severity of
the data breach risk.

ID Experts is passionate about serving our clients and taking care of those individuals that are affected
by their data breach incidents. We consistently strive to handle data breach notification and response in
such a way as to provide positive outcomes for our clients and the affected individuvals . Our recovery
experts have assisted tens of thousands of victims of identity crime and have a proud record of 100%
success in restoring identities of those individuals that have been compromised to pre-theft status.
Consistent with our use of best practices in managing data breach risks and in assisting the victims of
identity crime, we actively participate in numerous industry organizations and standards bodies, as well
as working with relevant federal agencies. We chair the Santa Fe Group 1D Management Committee and
are board members of the ANSI/IDSP {Identity Standards Panel) committee, CAIMR (Center for
Advanced Identity Management Research), and the Internet Security Alliance. We are a corporate
member of the International Association of Privacy Professionals {(IAPP), and with our specialty in
heatthcare, we contribute to relevant [egislation and rules including the Health Information Technology
for Economic and Clinical Health (HITECH) Act and are a corporate member of HIMSS.

The ID Experts team has managed thousands of data breach events since 2003, Including those of nearly
100 Fortune 500 companies and Government institutions. We work alongside forensics partners to
determine the scape of the problem and prasent risk({s} to all constituents, recommending a risk based
response strategy tailored to the incident. Following this process, we work with the privacy team and
council to ensure compliance and positive outcomes for their Participating Entity’s.

Our strategy is to ensure that Participating Entity’s make a full recovery from a data breach, by ensuring
that breach victims received prompt, clear and appropriate notification,effective protection, and fully
managed recovery from 1D theft. Our experts help control breach response costs, including direct costs,
legal risks such as future class-action litigation, and revenue loss due to customer dissatisfaction, with
the most comprehensive, tailored data breach response services available anywhere.

ID Experts is recognized as an industry thought leader, and as such we have influenced breach
legislation, and lead industry initiatives within this transformative market. Through our years of work
investigating privacy incidents and coordinating risk based approaches to public and private sector
response, the ID Experts team have developed processes for managing data lass that are unique in the
marketplace, and specific to healthcare. Our hands-on experience and access to the country’s leading
privacy offices supplies unparalleled insights into assessing enterprise and individual risk during
moments of crisis. 1D Experts has led the charge in creating strategies and effective approaches to
handling data breach events, including pre-breach preventative solutions, post-hreach assessments and
response plans, and quality processes to prevent or handle subsequent data breach events.

RFP16000145 Data Breach and Credit Monitoring Services Page 8

ID Experts™ - Copyright 2015 Proprietary and Confidential



@experts‘
Master Adressment - Atlachaent 2 - Redacted

e S ——————————
RFP16000145 Data Breach and Credit Monitoring Services Page 10
1D Experts™ - Copyright 2015 Propriatary and Canfidential



@ experts’
Master Agreement - Attachment 2 - Redacied

6.1

in addition to our data breach services 1D Experts serve enterprise organizations with software and
services for security incident and data breach response management, which include identity protection
products for affected consumers. Qur data breach response services are provided as fee for service, our
RADAR incident response management software is a Saas solution with a subscription business model,
and our identity protection products are typically paid for on an annual subscription basis by our
Participating Entity's on behalf of the consumers that use these products.

BUSINESS INFORMATION

{ME) Business Profile

Provide a profile of your business including: year started, organizationaol structure, Participating Entity
base (inciuding any focus by region, market sector, etc.), growth over the last three {3) years, number of
employees, employee retention rates over the last three (3) years, etc. Businesses must demonstrate a
minimum of five {5} years of experience providing data breach and credit monitoring services for large
scale breaches to be eliglble for award,

ID Experts is the leading provider of comprehensive data breach solutions that deliver the most positive
outcomes. Founded in 2003, ID Experts has managed more than a thousand data breach incidents for
leading healthcare organizations, corporations, financial institutions, universities, and government
agencies acrass the United States. As a result, midlions of Americans are protected by ID Experts against
the threat of identity crime. Id Experts currently has 67 employees. ID Experts focusses on employee
satisfaction, and it being the foundation for providing good customer service, our retention rate over
the last 3 years is as follows: 2014; 21%, 2013: 13%, 2012: 16%.

ID Experts has successfully grown the business aver 150% in the 5 years ended December 31, 2014, a
compounded annual growth rate (CAGR) of over 25%. Projected growth for the current year is
accelerating, with 2015 growth expected to exceed 200% year-over-year. All of this has been organic
growth (internally generated), as we have not pursued any mergers or acquisitions. This growth has
been largely due a high demand for our breach response services; forensics, notification, call center and
monitoring services.

ID Experts has over 10 years of data breach response experience. Our Participating Entity’s lie within the
corporate, higher education, healthcare, financial and government sectors. 1D Experts currently has 578
active organizations that utilize our services for credit monitoring and/or recovery membership. Within
that, we have 150,500 active members that we are protecting. Additionally, our Recovery Blankets cover
millions of individuals. We hold the exclusive breach response endorsement from the American Hospital
Association and have an "A+" BBB rating.

[————————
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6.2 (E) Scope of Experience

6.2.1 Describe in detail the business’ experience with statewide or lorge consortium contracts similar to the
Master Agreements sought through this RFP. Provide the approximaote dollar value of the business’ three
{3) largest contracts in the lost five (5) years, under which the business provided services identical ar very
similar to those required by this RFP.

Most recently, the U.S. Office of Personnel Management awarded 1D Experts with their project to
provide breach response services and identity protection services to more than 21.5 million individuals
affected by a devastating system hack compromising their personal information. 1D Experts is one of two
data breach service company that was recently awarded a Blanket Purchase Agreement with the
Government. This purchase agreement will generate over $330M In revenue for ID Experts over the
term.

We are an approved vendor for the State of Oregon. ID Experts has worked with the State of Oregon for
a couple of years and has generated over $2M in revenue from the State of Oregon departments. This
includes managing an 800,000 record event near the end of 2014,

ID Experts also has agreements in place with hundreds of counties and municipalities proactively to
respond to any incidents that may occur in the future.

ID Experts was also recently awarded an agreement to provide our services for any of the 26 Blue Cross
plans that may breach data during a security event. All our services are available for this contract.

6.2.2 Describe in detail the size and scope of data breaches for which you have provided the types of services
required by in this RFP.

OPM Project Summary
In 2014, The Government (OPM) discovered that, for a limited period of time, access to 26 Million

member’s data was on its website, left unprotected from outside exposure. They quickly secured the
data and processed a thorough investigation into the patential risk for the affected population. OPM
quickly understood the value of the personal information and the potential risk that such a breach
presents.

OPM utilized ID Experts to provide complete data breach care for the Eligible Persons including high
profile government officials. The project/engagement was tracked and discussed as to outcomes
surrounding costs, project plan, communication plan, escalations and issueresalution.

Qur strategy was to ensure that OPM made a full recovery from a data breach, by ensuring that breach
victims received prompt, clear and appropriate notification, effective protection, and fully managed
recovery from ID theft. Our experts help control breach response costs, including direct costs, legal risks
such as future class-action litigation, and revenue loss due to customer dissatisfaction, with the most
comprehensive, tailored data breach response services available anywhere,

Description of Work Performed

- " "
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The services provided included consulting on how to comply with applicable privacy legislation,
assessing the potential for misuse of the data and what actions to take; communications on
notification/Web FAQs, providing call center services to answer questions about the data breach and
services being provided to affected customers, enrcliment in ID protection packages to customers that
include 12 months of credit monitoring, fully managed ID theft recovery, and reimbursement for
expenses associated with the Identity theft,

Department of Revenue Project Summary

OED identified security vulnerabilities in the WorkSource Oregon Management Information System
{WOMIS). OED utilized our credit and identity monitoring protection services for those 400,000 plus
customers who may have been affected by the breach.

Description of Work Performed:

The services provided included consulting on how to comply with applicable privacy fegislation,
assessing the potential for misuse of the data and what actions to take; communications on
notification/Web FAQs, provided call center services te answer questions about the data breach and
services being provided to affected customers, enrollment in 1D protection packages to customers that
include 12 months of credit monitoring, fully managed 1D Theft Recovery, and reimbursement for
expenses associated with the identity theft.

Id Experts provided the following services to assist OED in responding to the recent security
vulnerabilities identified to reduce the possibility of legal action, potential risks and/or penalties. Project
Management and Setup. Developed and managed the on-going project plan for 3 months following the
effective date of the triggering event, manage budget of the breach response project, implement
internal systems to manage, track, and support communication to affected population, provided status
calls as needed to discuss efficiencies, FAQ, and budget, Member Website, Developed link to enroliment
in 1D monitoring and recovery services, Call Center - Interactive Voice Response. Credit Monitoring and
Recovery Services.

Description of Work Performed:

D Experts offered each member of the affected population associated with the security breach, as such
members were identified by OED, the option to enroll in a one-year credit monitoring and identity theft
recovery service. The services were provided as an opt-in basis to the affected population. ID Experts
provided an enrollment website as well as enroliment assistance by phone, for those members who
prefer to contact the ID Experts directly. The call center and monitoring services were available for the 3
months following the effective date.

NASA Project Summary

1D Experts provided emergency incident response consulting and services to a major professional
military education institution for a confidential information loss. A number of network files were
transmitted from the Participating Entity’s network. Name, address, Social Security numbers and some
additional information may have been accessed.

Description of Work Performed:

NASA contracted with 1D Experts as a consultant to assess the situation and make recommendations on
response services and to assist with managing the Participating Entity’s issue. The services included
censulting on how to comply with applicable privacy legislation, assessing the potential for misuse of the
data and what actions to take; communications on notification/Web FAQs, provided call center services
to answer questions about the data breach and services being provided to affected customers,
enrollment in 1D protection packages to customers that included 12 months of credit monitoring, fully

RFP16000145 Data Breach and Credit Monitoring Services Page 14
ID Experts™ - Copyright 2015 Proprietary and Confidential



@ experts’
Masler Agreement - Attachment 2 - Redacted

6.4

managed ID theft recavery, and reimbursement for expenses assaciated with the D theft event, and
legal/fraud reporting.

6.3 (E} References

Provide three (3) completed Reference Questionngires. See Attachment G.
NASA

State of Oregon

ucLa

(M) Financials

Offerors are required to provide o D&B Comprehensive Insight Plus credit report or Experian ProfilePlus
report, indicating the Offeror’s current credit score, with the propaosal submission. The Offeror should
stamp or write “Trade Secret” or “Confidential” on each page of the Credit Report information that it
does not want released. The information will be held in confidence to the extent thot low allows. Credit
Report must be current and have been established within thirty {30) calendar days of the proposal
closing date.

Credit Reports must be for the exact organization submitting the proposal. The Credit Report cannot be
combined or consolidated with the information from any entity other than the company submitting the
proposal. If the Offeror’s name on the proposal does not match the name on the credit report, it will not
be accepted and the Offeror will be found non-responsive for the financial requirement of this proposal,

The (M) Mandatory elements of this Section are two-fold: the offeror must provide o credit score on one
of the named reports AND the report provided in response to the RFP must demonstrote o C5C {credit
score closs) rating of 1 - 3 or a CAS (credit ranking score) rating of 26 ~ 100.

Failure to provide one of the named reports (or failure to provide one of the designated credit scores} will
result in a finding that the offeror is non-responsive.

in addition:
A company receiving a C5C rating of High risk (5] or High Medium risk (4) of experiencing finonciol
stress and delinquent payments wiil not be considered for controct award.
CSCof 1 = Low Risk
C5C of 2 = Low Medium Risk
CSC of 3 = Medium Risk
CSC of 4 = High Medium Risk
CSC of 5 = High Risk

A company receiving a rating of High risk (0-10) or High Medium risk (11-25) of experiencing financial
stress and delinquent payments will not be considered for contract award.
CRS of 76-100 = Low Risk
CRS of 51-75 = Low Medium Risk
CRS of 26-50 = Medium Risk
CRS5 of 11-25 = High Medium Risk
CRS of 0-10 = High Risk

e —
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7.1

7.1.1

ORGANIZATION AND STAFFING

This Section focuses on the individual persons and roles that will be Involved in performance of the
Muster Agreement. The State has identified a number of roles that ore necessary based on the
requirements of Exhibit B, Statement af Work; these titles ore not meant to be restrictive, but are used
to identify key roles. The State recognizes that different Offerors may use different titles, have different
organizotional structures, and employ roles that have not been specifically identified by the State. For
the roles that have been identified {Sections 7.1 — 7.4, provide the required information about the
person/role thot will meet the requirements identified by the State; feel free to provide the title your
business uses for thot role. If multiple identified roles are performed by the some person, be sure to
include thot information in your response. In response to Section 7.5, identify any other key roles not
specifically identified by the State ond provide the requested information.

Id Experts utilizes a team of people to remediate breaches that we call Data Breach Response Team
{DBRT).

Background of DBRT:

Each breach is handled by the Data Breach Respense Team (DBRT). This team consists of an Incident
Response Director and Project Coordinators. These individuals work closely with the sales team during
the pre-sale process, contacting and proposal processes, then as an extension of the Participating
Entity’s own incident response team. They provide subject matter expertise including risk assessment,
regulatory notification requirements, and best practices. They assist your agency in providing a cost
effective response plan while delivering the utmost in service, care, and expert hand holding for the
affected population. Finally, your project team is dedicated to your case throughout the duration.

For each individual breach, we will designate a DBRT Incident Respanse Director and a Project
Coordinator who will work directly with the Participating Entity to launch the engagement. Their duties
include developing a project plan, developing notification letters, FAQs, Voice Response Unit (VRU),
website and other deliverables that adhere to all state laws and other regulations. All project
coordinators must go through an extensive training period, have a college degree, at least 5 years of
employment background in a customer service-related field, and up to date knowledge of identity theft,
data breach and identity theft concepts, practices, policies and procedures including a 3 month CIPP
training and certification.

Criminal background investigations and/or drug testing are completed prior to persennel beginning
work. We perform a national address scan on current last name and any former last name to verify the
employment application, and identify states of residence for all employees and contractors. We then
put their application through: State and Federal Civil and Criminal searches, National Bankruptcy, SSN,
Liens and Judgments. Background checks are also repeated when circumstances arise

{ME) Contract Manager

The Contractor must provide a Contract Manager os the single point of contact for management of the
NASPO ValuePoint Master Agreement, administered by the State of Idoho. The Contract Manager must
have a minimum of five (5) years’ experience managing contracts for data breach and credit
monitoring services.

Provide the nome, phone number, emaoil address, and work hours of the person who will act as Contract
Maonager if you are awarded a Master Agreement.
o
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7.1.2

7.1.3

The Contract Manager’s roles and responsibilities will include reviewing and facilitating the execution of
any service agreements with Participating Entities as a result of the award of this RFP. He will also ensure
adherence to all requirements as loid out in both the NASPO ValuePoint and State of idoho master
service agreements. The Contract Monager will conduct ofl interaction with legal representatives
ottached to the execution of any resulting service ogreements.

Jeremy Henley, Director of Breach Services
Jeremy.henley@idexpertscorp.com

425 314-7788

work hours are 24X7

Describe in detail the Contract Manager’s experience manoging controcts of similar size ond scope to
the one that will be awarded from this REP. Provide a detailed resume for the Contract Manager.

Jeremy Henley — Director of Breach Services

He is certified in Privacy and Compliance and brings 15 years of Sales and Leadership experience to the
ID Experts team. Jeremy has been with ID Experts for 6 years. Jeremy has been instrumental in winning
large contracts such as the OPM and UCLA breaches. HE has worked closely with the Pentagon in
developing and managing the full breach cycle, notification, call canter, and monitoring services for the
OPM breach.

Describe in detail the roles and responsibilities of the Controct Manager os they apply to the NASPO
ValuePoint Master Agreement that will be awarded from this RFP.

Jeremy Henley is will work as the Response Director for the Participating Entities. He will be the

main point of contact for the NASPRO Master Service Agreement and will be the first point of contact
for triggering events. Jeremy will also be the Point of Contact to perform duties in the Master Services
agreement including: negotiating terms, ensuring a project plan is created and executed. He will serve
as the main Point of Contact in the event that a triggering event happens.

Once Jeremy receives notification of an event he will schedule & kick off call within 24 hours to better
understand who will be part of the breach response team for your organization, number of effected
individuals and the types of monitoring services you would like the offer. Once this information is
ironed out we will bring the team lead for our Project Management team on board, and they will begin
to take care of managing the documents {FAQ, notification letter, and website), begin to coordinate with
our call center and with CSID. Heather may have a team member assist her with processing details and
she will manage the overall project.

Jeremy’s Role: To direct the Participating Entity’s team in critical incident response engagements by
providing leadership, overseeing program to insure quality, services, and cost effectiveness, and
bullding the relationship between I1DS and the Participating Entity.

Jeremy has extensive experience with a variety of data breach and identity theft concepts, practices,
And procedures, including but not limited to; victim restoration, relevant laws, and compliancy issues
affecting a Participating Entity breach.

P e e e}
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He is responsible for successful program implementation, act as a resource, and resolve escalated
issugs. He has demonstrated, verifiable, and successful management of large scale projects including
large budgets, internal and external resources, multiple program options, and a large degree of
unpredictability.

Jerermy's essential Duties and Responsibilities:

Implement strategic goals and objectives of the organization

Manage resources for the Participating Entity Departments

Insure Participating Entity dept. operations are efficient, cost effective, and represent high quality
service levels

Manage vendor/partner relationships, {such as call center service providers) to include thorough
understanding of operations and cost structure

Own and manage Participating Entity relationship

Executive Participating Entity interface to Include pre-sales, defining requirements with Participating
Entity, identifying exceptions, reviewing product and pricing, and encouraging decision making that
meets the goals of Participating Entity, and the Participating Entity’s objectives

Thorough understanding and interpretation of agreements and contracts as they pertain to IDS
objectives, goals and service standards

Interface with sales and support teams by providing resources, clarity, and guidance pre-sale

7.2 {(E) BREACH RESPONSE SPECIALIST
If a Triggering Event occurs, Participating Entities must be able to contact a breach response
specialist who can assist in determining the steps that must be taken to activate services and
respond appropriately.

Heather will serve as the breach response specialist serving as a Project Coordinatar
Heather Noonan, Lead Preject Coordinator

heather.noonan@idexpertscorp.com 971-242-4707

Heather provides subject matter expertise including risk assessment, regulatory notification
requirement and best practices. She serves as the DBRT Lead Project Coordinator providing customized
project plans, notification letters, FAQs, Voice Response Unit [VRU), websites and ather

deliverables that adhere to all state and federal laws and other regulatory notices. Heather has

a Bachelors of Science from Western Washington University, specializing in Business

Communications, and has over 10 years of experience in Participating Entity customer service with S
years working in project management.

= Main lizison and primary point of contact for ID Experts during Participating Entity engagement and
taunch

= Plan, execule and finalize projects according lo deadlines and contract

« Interface with all vendors defining of requirements, determining resource allocation, and setting
expeclations with Participating Entity's

» Responsible for the support and coordination of resources within the Data Breach Response Team
{DBRT)

+ Oversaw leam communication and Parlicipating Entity relationships

b e ]
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s Responsible for legal requirements and regulatory notifications
& Daily and weekly reports, analysis, budgeting, memoranda, and Participating Entity documentation

Heather's essential Duties and Responsibilities

Lend expertise toward the development of FAQ, scripting, agent training and support staff training
Organize response team at IDS and the Participating Entity, set expectations, and insure all critical
parties are represented

Lead status call meetings

3rd tler “affected individual” issue escalation

Advise Participating Entity in creating breach notification and affected population communications
{including legal and compliancy issues)

Work with Marketing and Sales team to manage Participating Entity agreements and contracts

Identify and develop additional business opportunities with current Participating Entity base

Ensure that relationship between IDS and Participating Entity’s meets contractual obligations; develop
additional tools to track NASPRO and Participating Entity engagements
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7.2.1

8.1

8.2

identify the person or role that will provide this support service to Participating Entities. If known,
provide the name, phone number, ond emuif address of the person who will fill the Breach Response
Specialist role and attach a detoiled resume.

SCOPE OF WORK

(M) Requirements
Affirm your understanding of, and willingness to comply with, the requirements of Exhibit B, Statement
of Work.

Id Experts understands that a submission of Exhibit B, Statement of Work is required by this RFP that
includes detailed descriptions of our notification, call center and monitoring packages, including time
frames and responsibilities of engagement with NASPRO, Lead State and all Participating Entities.

(E) Subcontractors

Gfferors are asked to explain whether they intend to provide oll services directly or through the use of
subcontractors. Higher points may be earned by providing all services directly or by providing details of
highly qualified subcontractors; lower scores may be earned for failure to provide detailed plans for
providing services or failure to provide detail regarding specific subcontractors.

Once the specific plan is determined the operotional components ore then engaged through our systems
and network of dedicoted and long-term portners.

Depending on the requirements of the Participating Entity and the facts uncovered regarding specific
data breach event ID Experts frequency leverages cur subcentractors and ID Experis essentially
becomes the project manager or general contractor for a breach response. This ensures we can deliver
the products, services and security that our Participating Entity’s expect. Being focused entirely on the
data breach response issue has allowed 1D Experts the opportunity to source the best solutions for
breach response. We then combine them to achieve the pasitive outcomes we are known for by
managing subrontractors that deliver unique services at very high levels.

Primarily these subcontractors have Included Epig Systems, which we first contracted with in 2006 to
perform larger breach responses. They have state of the art systems that allow us have extreme
reporting, quality control measures and a high level of security in place for our response work for all the
printing and mailing as well as call center components of breach response. Qur other primary
subcontracter is CSIDentity, which provides 1D Experts different levels of the identity monitoring
solutions, has done so since 2009. We have the ability to not only customize identity protection product
for our Participating Entity’s but also scale websites and enrollment capabillities for any size of event.

ID Experts and its partners bring a fundamentally unique approach to working with multiple
Participating Entities and their varying monitoring needs in our access, control and resources. Due to the
fact that we are a technology company, we have dedicated technical resources, that we own and
—_——— e e T -
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8.3

control, to direct specifically toward this program to troubleshoot issues, manage capacity and
operations in real-time for our Contractor ID Experts has the best access, information, and control
throughout the initial launch. All of our technical resources supporting ID Experts are on-shore,
employees, with years of experience in our platform and with delivering similar programs.

We Partner with Epiq for call center operations and mailing services for notification letters:

Epig’s technology-enabled solutions are an important part of our business. But providing best-quality
service is our topmost priority. That's why we have taken great care to design service programs that
help us meet our most important objective: achieving 200% Participating Entity satisfaction. Nothing is
more important to us. We take your feedback very seriously. And, we use what we learn to continuaily
improve our knowledge of the issues and deliver the most reliable, relevant solutions to every
professional we serve.

To ensure we remain proactive and responsive to your needs, £piq has developed a support system
based on a network of overlapping support procedures. This includes extensive cross-checks and
redundancies. Each Triggering event will be assigned a specific relationship manager who Is responsible
for monitoring D Experts projects, helping to both address any challenges and arrive at the best
solutions.

{E) Working with Participating Entities

Describe in detail how you will work with Participating Entities before, during, ond after a dota breach.
Include information such os:

Personnel who will be involved at various stoges {refer to the persons/roles identified in Section 7);
Response times;

Processes and timelines;

Methods of communication ond assistance; and

Other information vital to understanding the service you provide.

Each breach has its unique and specific risk factors, based on the type and sensitivity of the exposed
data, and the severity and intent of the party at fault, And each group of Eligible Persons have their
unigue needs and perceived issues, based on demographic, age, special needs, or other circumstances.
Without appropriate analysis and a well-formulated response plan, an organization with a privacy
incident exposes themselves to legal, regulatory, business, and reputational risks that can be addressed
with a specifically-formutated breach response approach for each Participating Entity.

_
RFP16000145 Data Breach and Credit Monitoring Services Page 22
1D Experts™ - Copyright 2015 Proprietary and Confidential

| @ experts:



@ experts

Master Agreement - Attachment 2 - Redacted

A Project Coordinator will be assigned to manage the engagement and work with the Participating Entity
through the progression of the breach notification process insuring our partners are prepared and a
seamless process ensues. All communication pleces are a part of a much broader communications
strategy that we jointly develop with the Participating Entity. The materials are developed to maintain a
consistent, proactive message throughout all of our deliverables. This ensures that the population is
receiving the same message through our website, notification letter, and call center FAQs. All of cur call
center scripts are developed to be incident specific and done with the consent and input from the
Participating Entity. We will use the specifics of the breach to determine how many call center agents
need to be assigned to a specific breach, ensuring that calls are answered quickly by live, trained agents
and there are no lengthy hold times. This number of agents is adjusted throughout the engagement to
ensure that service level agreements are approgriately managed in order to keep hold times low.

Step 1: Discover, within 24 hours of Triggering Event ~ Handled by Response Coordinator

First, we will often carry out a forensic analysis, when warranted, to determine if the incident was
benign or malicious, who was affected, the source of the breach, type of data breached, and the level of
exposure/ acquisition by a third party. It alse includes expert data collection, analysis, and production as
well as onsite/phone services and third-party experts. Qur systemic method for uncovering the facts
provides the basis for a sound analysis,

Step 2: Analyze within 4 days — Handled by Project Coordinator and Response Director

We incorporate a unique, staged ID Experts approach, including a patented incident assessment process
and our award-winning RADAR® software to determine wheather a privacy incident is a data breach that
tegally requires notification. It identifies the sensitivity of the breached data, the severity of the incident,
and any federal and state regulatory obligations.

With this information, we create a “risk score” that encompasses specific state and federal regulations,
such as safe harbor, harm test, and specific reporting thresholds and obligations. This step can eliminate
the dangers of needless notification or of “over-notifying,” as well as demonstrating a consistent,
repeatable process to ensure due diligence and compliance in the face of regulatory investigation.

Step 3: Formulate within 4 days Handled by Project Coordinator

Unlike the cookie-cutter approach of most data breach practitioners, YourResponse uses proprietary
methods to review the demographic and risk information of Eligible Persons to develop a tailored
response model. We separate the affected population into groups based on their specific needs and
select a collection of response components that best meets those needs which may include. This
ensures 3 caring, custom response for each member of the affected population, reducing the likelihood
of fines, creating “delighted victims,” and saving time and money. We provide a paper trail documenting
each step of the process, also demonstrating compliance.

Step 4: Respond begin 5-7 days Handled by Project Coordinator and Response Directar

Based on this custom template, ID Experts takes care of every aspect of response, again ensuring the
most positive cutcomes. Thanks to our formulated response planning and scalable resources, ID Experts
has a 100% success rate in identity recovery. We have the toals, technologies, and expertise on which
organizations can rely.
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Complete Data Breach Care: Applicable to any population size and customizable to meet the demands
and legal requirements of each event independently.

When the Participating Entity reports a data breach incident to ID Experts, we will gather the 1D Experts
DBRT team Including to host what we call, a Discevery Call within 24 hours. This process allows bath
parties to begin discussing the critical details we need for shaping the best response strategy. ID Experts
is comprised of individuals who have government security clearances, are certified privacy professionals,
and maintain confidential or proprietary incident details with care.

During this initial call our goal is to Identify the potential risks for the Participating Entity and the
affected poputation. We will ask where the affected population resides in order to adhere to all state
specific laws. Other breach analysis pieces are: what data was compromised, number of people in the
affected population, if the compromised data included personal health information {PH1}, the manner in
which the data was compromised and finally any unique demographic characteristics of the population.
These essential details will provide the information we need to determine which state notification and
federal regulations need to be followed. Additional entities such as credit bureaus, Attorneys General or
The United States Department of Health and Human Services (HHS) may need to be notified of the
breach as well. ID Experts can assist your agency in determining all of these requirements and navigating
this often complex regulatory environment and provide the risk mediation you will need.

Once we have received this information we will work with the Participating Entity to build 2 robust
communication strategy to be dployed by day 2. This can include notification development and
management, mailing, call center, website, media notification, alternate notification, a variety of
monitoring solution and recovery. The Participating Entity will determine, with the advice of ID Experts,
which services woutd best serve their industry and the specific individuals affected by the breach. Once
these services have been chosen, !D Experts will provide a project plan and timeline of the engagement
process. A project manager will be assigned to manage the engagement and wark one on one with the
Participating Entity through the progression of the breach notification process.

Once 1D Experts and the Participating Entity have a jointly created project plan they will begin the
notification process within 5 days from reciveding encrypted file from the Particiapting Entity. ID Experts
Porject Coordinator will collaborate with the Participating Entity to construct notification letter, identify
specific FAQs (frequently asked questions) that are unique to the particular breach, appropriate
ascalation processes, verbiage for the voice response unit (VRU), |aunch timeframe, service offerings,
etc. The project plan generally allows (with the starting date when the agreement is signed) five days for
these deliverables to be completed,

10 Experts appreciates the need for rapid project development and implementation. Once the

notification letters have been sent, the call center and wehsite are live and the breach engagement has
- . " — ]
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been launched. Once the breach is launched ID Experts will manage all pieces from caller's questions or
concerns to future needs and support of the Participating Entity. We have experience that is unique to
data breach response and the specific anxiety and concerns affected populations have. |D Experts can
provide daily, weekly ar monthly reports, as specific by the Participating Entity and engagement. These
reports can deliver details on the number of calls received, website hits, “claims” filed, etc. In the final
stage of a breach response we will pravide a breach closing summary which will specify the details of the
breach and how ID Experts assisted the Participating Entity in efficiently notifying and offering
protection to all Eligible Persons . Our Participating Entity’s often find these summaries appropriate for
executive briefings, cangressional testimony, or board reviews.

Set-Up Processes 5 — 7 business days Handled by Project Coordinator

Once we receive an encrypted data file, with complete list of confirmed Eligible Persons , our
customized notification letters will be sent within 5-7 business days. The only infermation 1D Experts
requires to mail and setup the call center would be considered public information, such as name,
address, phone number and email address {if available). We will not require SSN, MRN or other Pl or
PHI. 1D Experts will develop a secure data transmission strategy with the Participating Entity and its
team.

Qur experience coupled with dedicated resources minimize the need for utilizing a Participating Entity’s
internal resources. ID Experts works one-on-one with the Participating Entity to draft and finalize the
notification letters specific ta the population and incident. \We abtain an encrypted data load of the
affected population (without Social Security Numbers) that allows us to customize the letter to each
individual. We utilize the services of a business partner who specializes in legal presentment, and a
proprietary CRM system that fully integrates the printing process with the letters, and prepares the
system to receive calls from those individuals, Every interaction with every individual is digitally
captured and retained for seven years on behalf of the organization.

Setup fees vary based on required components of the desired breach response. Fees are based on
utilization of the following: website, call center, multiple versions of notification letters (example:
emplayee versus patient), bilingual populations, TTY assistance, etc.

Data Management — Call Center Operations

Our call center agents input the caller information and utilize a CRM system to manage all information
surrounding the incident. This information is digitally stored for seven years to provide discoverable
evidence if needed for litigation defense. Please note that this database only stores names, addresses
and pertinent infermation regarding the call. We DO NOT store Social Security numbers or other
sensitive information.

Once individuals have enrolled in ID Experts services we apply an internal member record. This helps us
apply and report any details of their communication with 1D Experts {for example, we know if they

= (
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8.4

encountered problems, activated credit monitoring, filed a claim or victim theft event report, have an
open case, details of that case, scale of certainty (how likely it was that the breach event caused the
fraud) etc).

(E) Notifications to Eligible Persons

Describe in detail how you will work with a Participating Entity to notify Eligible Persons of a Triggering
Event. Specifically:

Describe your experience assisting with notifications in large-scale breaches (include examples);

Address your ability to meet the varying legal requirements of the Participating Entities; and

Provide a sample Notification Plan (see Exhibit B, Paragraph 83.2)

Notification and Mailing Services

We can send more than 1 million notifications per day; some arganizations have the capability of
sending the notifications directly to the affected individuals. In either case, it is critical to synchronize
the notification schedule, content of communications, and call center servicing support into a cohesive
plan to ensure clarity, consistency, and resource availability to fulfill all aspects of each channel for
communication.

1D Experts ensures that we are up to date on the rapidly changing legal framework affecting data breach
notification and response. ID Experts has close relationships with those responsible for authoring and
lobbying for legislation in this area. Our Data Breach Response Team works by balancing the legal
requirements along with the broad array of unique communication objectives and best practice
grinciples learned along the way. All of 1D Experts deliverables including the notification letter and any
included supplemental materials contain reguired legal language to ensure compliance with applicable
state and federa! laws. 1D Experts also works with regulators on behalf of an organizations after an
incident occurs, giving us unique insights into the types of activities, documentation, and cutcomes that
an organization needs to create a defensible rasponse.

ID Experts will fully manage all malling services including address verification, returned mail and
resending processes {if needed). ID Experts will work with your organization to craft a custom letter that
meets all of the legal requirements for notification, while being sensitive to the particular needs of the
breach population and the Participating Entity's brand. 1D Experts has crafted hundreds of notification
letters addressing a wide range of unique objectives or communication challenges. ID Experts has the
knowledge and experience to help minimize undesired exposure and minimize overall anxiety of the
affected population.

We recommend our Participating Entity’'s notify via USPS first class mail. Once data is securely
transmitted and prepared, all addresses are run through the National Change of Address (NCOA})
database. After the initial mailing, any incorrect addresses are returned to our mail house, where we
they are tracked as “undeliverable” within the CRM system. At that time we can perform a more in

depth address search and re-mail at the Participating Entity’'s discretion..
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Return handling, including researching undeliverable letters and managing resend process:

A second approach that is costlier is, LexisNexis-is run through the 3 major credit reporting bureaus and
uses their current information as well as data collected by banks, credit cards, housing loans,
government and various other services. Lexis infarmation is generally much more thorough and up to
date as they pull information from muftiple sources, They also are able to match against SSN or TiN to
provide the most up to date and accurate information. Lexis has a 80-90 percent success rate and over
95% success rate If they use the SSN. Generally, since we don’t use SSN with a breach, and we rely an
the 80-90% success rate.

This process provides a defensible plan for responding to any investigations that may result from the
data breach incident.

in addition to the notification letter, there are many ather companents that make up our Incident
Response Services. Our holistic approach to data breach response ensures consistent communications,
discoverable documentation, and a comprehensive and fully integrated CRM (Customer Record
Management) system for reporting and record purposes. The CRM system employs the fundamentals of
legal presentment and fully integrates the printing/mailing process. For the OPM engagement we sent
out 500k-1M notifications per week, It is important in large breach to stageger notification letters, this
ensuras that all parties including the Participating Entity and ID Experts can keep up with the escalations
and inquiries that come with data breaches.

ID Experts can print multiple letter templates in the incidents where Eligible Persons may include,
patients, employees and other people who may need special verbiage. In addition, we can send
Notifications to regulatory bodies required by state and federal law.

e — — —— — —— — " &
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{E) Enrolling Eligible Persons

Describe in detail the process by which Eligible Persans enroll for services. Include informatian such as:
Methads of enrolling;

Average time required to enroll;

Information required in order to enroll; and

Other information vitol to understanding the enrollment process,

CSID provides direct enrollment online via the 8reach Protector Portal and via telephone call to our
Member Services Team.

Direct enrollment is CSID’s most popular enroliment method available to our partners. For eligible
Eligible Persons, CSID recommends that direct enrollment be facilitated through a form in which the
affected individual may provide his personal information, in addition to the generation of unique, single
use PIN codes. Each method of enroliment can be fulfilled and activated via visiting a corresponding
website or calling a toli-free phone number that will be provided by ID Experts. Upon successfully
enrolling in CSID’s Identity Theft protection services, enrolled Eligible Persons receive confirmation via e-

(E} Credit and Identity Theft Monitoring

Describe in detail the methods used for credit and identity theft monitoring. Specificolly:
Discuss the depth and variety of identity theft monitoring;

Discuss the frequency of monitaring; and

Include information obhout any unigue or proprietary methods of monitoring.

Credit Monitoring

CSID activates Single or Tri-Bureau credit report monitoring to impacted individuals upon enroliment. All
three of the national credit reporting agencies’ credit information are monitered, including Experian,
Equifax, and TransUnion. Both Single and Tri-Bureau credit monitoring tracks and alerts activated
persons of bankruptcy petitions, liens and judgments, derogatory commaents, new credit accounts, credit
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inquiries and credit related activity that has been specifically optimized to deliver alerts that are
indicators of fraud or identity theft.

Tri-Bureau credit reports obtain credit data from the three credit bureaus Experian, TransUnion, and
Equifax. Tri-Bureau credit report goes back 25+ years as it searches back to the initial creation of the
credit header file. Types of credit data include:

Credit Accounts:

Negative information remains for 7 years from the initial missed payment that led to the delinquency.
Active positive infermation can remain on your credit report indefinitely (if a positive account was
closed it will typically remain on your report for 10 years from the closura).

Collection Accounts:

A collection account remains for 7 years from the date the account went into serious delinquent status,
often the date of the first 180 days late.

Pubtic Records:

Chapter 7, 11, and 12 bankruptcies remain far 10 years from the date filed.

Completed Chapter 13 bankruptcies remain for 7 years from the date discharged, 10 years maximum,
Tax liens remain for 7 years from the date filed if paid and remain indefinitely if not paid.

All judgments remain for 7 years from the date filed.

Inquiries:

Inquiries remain in your credit report for 2 years (24 months). They are only credit impacting (hurt your
credit scores) for the first 12 months.

Identity Monitoring

CSID provides the most robust identity monitoring product suite availabie in the identity theft protection
industry. Our identity monitoring is specifically built to address the Federal Trade Commission’s analysis
of Identity Theft through which they have identified that less than 17% of identity theft triggers a credit
monitoring alert. Credit monitoring is part of our solution; but, just as the Federal Trade Commission
states, the majority of identity theft happens outside of credit and protection services must address
these nine categories:

CyberAgent® - Monitors public and criminal Internet properties and alerts you if CSID finds your
infermation being Tllegally traded or sold online.

Bank Account Takeover Watch - Your financial accounts are extremely lucrative to identity thieves. CSID
monitors if a bank account has been opened using your personal information, and if changes have been
made to your existing accounts. All alerts are issued real-time as they occur,

SSN Trace - Your Social Security number is one of the primary elements stolen by identity thieves. CSID
will notify you of all current and new names and aliases associated with your SSN. All alerts are issued
real-time as they accur.

Court Records Monitoring — CS!D tracks municipal court systems for criminal activity, and alert you if
there is a match to your name and date of birth. This helps protect you from criminal records being
fraudulently traced to you. All alerts are issued real-time as they occur.

Arrest Alerts - Alerts you of criminal offenses reported by law enforcement that match your name and
date of birth. All alerts are issued real-time as they occur.

e
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Non-Credit Loan Monitoring - PayDay loans make for an easy way for a criminal to get fast cash in your
name without an SSN. CSID alerts you when a PayDay loan has been opened in your name. All alerts are
issued real-time as they occur.

Change of Address Monitoring - Identity thieves may target your mall to collect sensitive personal
information. CSID monitors the USPS and let you know if your mail has been redirected. All alerts are
issued real-time as they occur.

Sex Offender Monitoring - Reports on sex offanders living and moving into your area, so you are better
prepared to make decisions for you and your family. You will also be alerted if a sex offender
fraudulently registers using your address. All alerts are issued real-time as they occur.

Social Network Monitoring: Monitor the privacy settings for social networks te alert of exposure of
sensitive information as well as proactive monitoring of social network content associated with the
individual that may be objectionable or damaging.

(E) Alerts/Notifications

RFP16000145 Data Breach and Credit Monitoring Services Page 30
1D Expents™ - Copyright 2015 Propriatary and Confidentlal

| @) experts:



@ experts’
Master Agreement - Attachment 2 - Redacted

8.8

R o

Describe in detail the process of notifying Active Participonts of suspicious activity discovered through
credit and/or identity theft monitoring. Specifically, discuss:

Methods by which alerts/notifications are made {e.g. phone, text, email, etc.);

How quickly alerts/notifications are made after discovery of suspicious activity;

The extent of the information contained in the alerts/notifications;

Whether the notification includes an assessment of the fevel of threat; and

Whether the natifications include any suggested steps for the participant to take. In order to safeguard
sensitive personal information, CSID limits the amount of information disclosed in the actual emailed
alert itself. The content contains the type of alert (Credit, CyberAgent, etc.), brief content on why the
individual is receiving the alert, a link to login to the portal, the email address of CSID support, and the
phone number of CSID support. We have included a screen shot of an example credit alert in Exhibit 1,

CSID includes assessments of threat level in its alerts via the severity of messaging included in the alert.
Our product roadmap includes plans to augment our notifications with severity indicators.

Each alert suggests that the enralled individual logs in te the portal, at which point mare granular "alert
actions” are suggested.

(dentity theft insurance provided under policies issued to CSID offers reimbursement up to $1m with $0
deductible for expenses associated with identity theft. Financial reimbursement covers these costs and
more:

* Lost wages or income

» Attorney and legal fees

= Expenses incurred for refiling of loans, grants and other lines of credit

» Costs of childcare and/or elderly care incurred as a result of identity restoration

Coverage is subject ta the conditions and exclusions in the Terms and Conditions in all states, except NY
and MN. In NY and MN, coverage is subject to the conditions and exclusions contained in the Certificate
of Insurance. Coverage is provided to residents of the United States and Puerto Rico.

(E) Identity Theft Insurance

Describe in detail:

How you will meet the requirement in Parograph B5.7 of Exhibit B, Statement of Work;
The process Active Participants must follow te initiote o claim; and

Provide a copy of the insurance paolicy.

There are five steps an active participant must follow to initiate an insurance claim:

The Active Participant contacts ID Experts by calling the support line provided in the breach portal.

CSID collects information on active participant, including:

First Name

Last Name

CSID Member ID

Enrollment Date

- . ________________]
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CSID initiates a warm transfer to our dedicated insurance claim line.

tnsurance company completes claim.

Insurance company returns claim decision to CS1D. Insurance provider may confirm identity restoration
case is in effect to resolve the issue which resulted in the insurance claim.

See Exhibits K, L, and M

(E) identity Theft Restoration Assistance

Describe in detail the services provided to assist Active Participants in restoring stolen identities. Include
information such as:

How Active Participonts initiote identity theft restoration services;

Any requirements that must be met before an Active Participont can receive restoration assistance; and
The nature of services provided.

CSID will provide a certified identity theft restoration specialist to all eligible individuals affected by a
breach event, regardless of whether they explicitly enroll in a proactive identity monitoring service, For
individuals who become a victim of identity theft, CSID provides a full-service team of Certified Identity
Theft Restoration Management Specialists to restore the affected individual's identity to a pre-victim
status. In order to initiate the restoration service, the affected individual will either call the Members
Services phone number provided in the portal, or the affected individual will email the dedicated
Member Services support email address that is also provided within the portal.

The only reguirement that an Active Participant must fulfill is to be a part of the Eligible Person
population as defined by the Participating Entity and be actively enrolled in the identity protection
product or have in possession the unique PIN that was provided in the notification letter, If the
Participant cannot locate his PIN code, our Member Services team can look up the PIN code on his
behalf and assist the Participant in enrciling into the portal.

Full-Service ldentity Restoration is provided to both adults and minors. Full-Service is defined by the
means in which we offload the work of restoring the identity for the individual through the use of a
Limited Power of Attorney (LPOA) and an FTC Affidavit. In our program, a Certified Identity Theft
Restoration Management Specialist works on the individual’'s behalf using a Limited Power of Attorney
{LPOA) and an FTC Affidavit. Using these two tools fundamentally changes the cutcome of identity theft
for the affected individual by allowing a highly skilled specialist work on restoring their identity without
the need for the individual to be directly involved. Instead of spending literally hundreds of hours of
their own time, the affected individual Is getting no less than weekly updates on their case and the
peace of mind of knowing that their case is being worked better than they could do themselvas

Our identity theft restoration specialists are Fair Credit Reporting Act (FCRA) certified and Fair and
Accurate Credit Transactions Act (FCTA) certified by the Consumer Data Industry Association. Thay are
also certified by The Institute of Fraud Risk Management as Certified Identity Theft Risk Management
Specialist. It's important to note that these highly skilled specialists have expertise in working a wide
variety of different case types. As rentioned, identity theft occurs in a number of areas outside of an
individual’s credit file. This team is very tenured working cases with banking institutions, the IRS, local

S— .. EE——=———— e
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and state governments, utility companies, pay day loan institutions, and all three credit bureaus. In
addition to the skill of our member services representatives, our Director of Member Services is a
Certified Call Center Professional from Purdue University's College of Call Center Excellence.

All Identity Restoration cases are initiated within 15 minutes of being reported to our Member Services
team via email, web chat, or US mail, and typically initiated immediately when begun over the phone.
We understand the importance of speed when it comes to initiating {dentity Restoration cases, but our
focus on speed will never diminish our overall standards of customer service. Whilte many other
providers of Identity Theft Restoration services in the industry rely on automated responses and scripted
messaging to both initiate and carry forward restoration cases, we will always have a dedicated
Restoration Specialist assigned to an identity theft victim within the timeframe described above.

We have investigated over 10,000 identity theft cases and are proud to report a 100% resolution rate.

S ————— I
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Full Service Identity Theft Restoration Case Study:

= Certified Identity Restoration Specialist: Rose

» Case Type: Credit & Bank Fraud

= CASE OVERVIEW: Member had a car loan opened for $30,000 as well as a credit card with Navy
Federal Credit Union. in working the member’s case we also discovered that the member had several
other accounts in his name that were opened fraudulently as well as multiple credit inquiries

e CASE DETAILS: Member was made aware of an auto loan opened in his name with Navy Federal Credit
Union. Upon calling them, we discovered that there was also a checking, savings and credit card account
opened with a credit limit of $17,500 opened fraudulently. The member was enrolled into our credit
monitoring services and in viewing a copy of his credit reports several, additional fraudulent inquiries
were found. The member was also made aware of an account with Crest Financial coming out of his
PNC Account. Our identity Restoration Specialist was able to work all of the fraudulent accounts to
completion on the individual's behalf using a Limited Power of Attorney (LPOA) and an FTC Affidavit.

» QUTCOME: CSID was able to get all accounts closed and cleared as fraud and all the fraudulent
inquiries were removed off the credit reports.

« RESOLUTION: The Case is closed and resolved in member’s favor.

810 (E) Customer Service
Describe in detail how you ensure excellent customer service is provided to all Eligible Persons , Active
Participants and representatives of Participating Entities. Include:
s (uuolity assuronce measures,;
e Escolation plan for addressing problems and/or complaints,; ond
s Service Level Agreement (SLA). Please note thot the terms and conditions of this RFP ond all exhibits take
precedence over any conflicting terms and conditions in the SLA.

ID Experts monitors several performance statistics real time and daily.
These stats include:

Service Levels, Adherence to Schedules, Utilization, Handle Times, and Wrap-UpTime of Eligible
Persons. We also live monitor and remote monitor phone agent interactions daily to assure
conformance to our quality standards. All calls are monitored or recorded for quality assurance. Our
primary measurement is customer satisfaction surveys. We send one to each Active Participant after
every Active Participant contact. Minimum objective is a 4.7 out of 5 rating in 5 different areas. Our
SLA’s will as agreed upon by ID Experts and the Participating Entity. However, our goal is to answer
80% of all calls within 30 seconds or less. We monitorseveral performance statistics real time and
daily which can be provided to each Participating Entity.

These statsinclude:

= Service Levels

= Adherence to Schedules

= Agent Utilization

= Handle Times

= Wrap-Up Specifics and Time

- " |
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Once ID Experts and the Participating Entity have a jointly created project plan they will begin the
preocess of notification to the Eligible Persons within 5 days from reciveding encrypted file from the
Particiapting Entity. 1D Experts will collaborate with the Participating Entity to construct notification
letter, identify specific FAQs (frequently asked questions) that are unigue to the particular breach,
appropriate escalation processes, verbiage for the voice response unit (VRU), launch timeframe, service
offerings, etc. The project plan generally allows {with the starting date when the agreement is signed)
five days for these deliverables to be completed. 1D Experts appreciates the need for rapid project
development and implementation. Once the notification letters have been sent, the call center and
website are live and the breach engagement has been launched.

Once the breach is launched ID Experts will manage all pieces from Affected Indvidual caller’s questions
or concerns to future needs and support of the Participating Entity. We have experience that is unique
to data breach response and the specific anxiety and concerns affected Eligible Persons have. ID Experts
can provide daily, weekly or monthly reports, as specified by each Participating Entity and engagement.
These reports can deliver details on the number of calis received, website hits, “claims” filed, etc. In the
final stage of a breach response we will provide a breach closing summary which will specify the details
of the breach and how ID Experts assisted the Participating Entity in efficiently notifying and offering
protection to all Eligible Persons . Our Participating Entity’s often find these summaries appropriate for
executive briefings, cangressional testimony, or board reviews.

et ——
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Professionalism, Helpfulness, Overali Satisfaction and Likelihood to Recommend our Service. In addition
to observing calls we check a percentage of records for each customer service agent for accuracy and
report error rates monthly for experienced reps and weekly for new hires.

During an active engagement, members of our DBRT team are monitoring calls in a “real time"” manner
that ensure rapid change request fulfillment and staffing efficiencies. At ID Experts, the safety of our
Active Participant’s information is a primary concern. ID Experts is staffed to manage multiple data
breach events simultaneously. We have 3 Project Managers who work under the Project Coordinator
that each handle multiple cases at ane time, and our call center and mail house can scale to meet the
demands of million-record breaches in a matter of days. While we very rarely run into situations where
projects must be prioritized, we typically focus on those that have the shortest regulatory response
window first, thereby ensuring our Participating Entity's won't be out of compliance with state or
federal Jaws.

if we choose to engage Eplq their Customer Service:

Epig employees seasoned agents who have interacted with Eligible Persons on hundreds of settlements
and breach response campaigns. With that experience, there is an unparalieled expertise that we pass
on to our Eligible Persons . Interaction with the cali center is one of communicating with coherent,
courteous and knowledgeable agents who help you to navigate the often complex and multi-phased
components usually inherent in a breach. To further ensure the quality of the experience and the
accuracy of the information disseminated, calls are anonymously monitored both real-time and after-
the-fact through digital call recordings.

Before anyone is allowed to take to work, they are screened by our onsite staffing agents and then
reevaluated in the training process. All phone agents undergo case specific training, industry training,
and our Call Center 101 training. 101 training covers a variety of topics including, Epiq's service
standards, how to keep the call on track, listening and checking for understanding, de-escalation
technigques, etc.

Agents have multiple tools available to assist in the delivery of information to Eligible Persons . Ready
Reference® is an intranet-based tool that “scripts” information about the relevant settlement through
guestions and answers of the most commonly discussed topics. Ready Reference is a living, interactive
knowledge management tool that is updated as the settlement progresses. Call Center Agents also see
available information about the incoming call - including the incoming phone number, length of time in
queue and total length of the call. This can be helpful to the agent in understanding the caller’s
immediate experience and better informs their interaction with the caller. Call Center Agents also have
access to all Seitlement websites maintained by Epig, allowing them visibility into the same information
Eligible Persons might be viewing while on the phone (or that actually prompted the phone

call). Depending on the settlement/breach response and the demographic makeup of the class, such
access is indispensable since many Eligible Persons have questions on navigating the website and
submitting claims online.

Distinction comes with the quality of agents, depth of relevant experience and access to the tools that
maximize the Eligible Persons’ experience. With our prior case experience and already-trained call
center agents, counsel can rest assured that the Eligible Persons’ experiences will be accurate, pleasant

s O e ————————
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8.12

and efficient.

(E) Available Language Options

All services must be performed by employees who can communicate clearly in English (see Sections 7.3
and 7.4). Are you oiso able to provide services to Eligible Persons and Active Participants in languages
other than English? If so, provide a list of available loenguages that may be selected by Participoting
Entities and any limitations to the services that can be provided in those longuages.

We are capable of translating for 208 languages, and can staff onsite for English, Spanish, French,
German, Japanese and Chinese.

{ME) Security of Information

Describe in detail the measures you take to pratect sensitive customer information. At o minimum
Offergr must describe how it meets the requirements in Exhibit B, Parograph 87.3. Offeror may also
include information such os:

Other standards that vendor’s system meets or exceeds (e.g. NIST 800-53; I1SO-27001);

Frocesses for monaging exposures to system vulnerabilities ond preventing malware infections;
Frequency of vulnerability assessment and penetration testing;

Incident response practices;

Access controls such as restricted privileges and access rights, remote access authentication and
automatic session timeouts;

Method by which you will dispose of Active Participants’ information following completion of Contract
Services (see Exhibit B, Paragraph 87.4),

Internal systems to securely manage, track, and support communication to Eligible Persons

Train agents using well-tested and established training protocols for the Contact Center. Beyond the
automated system, the primary focus of Victim support will be to develop a comprehensive reference
database of consistent and uniform messaging for use throughout the Program. Our proprietary
interface that interacts with this data, is a robust platform that nimbly navigates through pages of
content for use by Contact Center agents, as well as specialists who may be responding to written
inquiries ar handling incoming calls from Victims or interested parties. The reference database will be
thoroughly reviewed and vetted with the Participating Entity and then used for training, including pre-
launch role playing practice through ane-on-one and group review. Such preparation ensures maximum
effectiveness of budget for this activity and mitigates risks often associated with Contact Center agents
responding to questions with misguided information or answers not based an approved content.

The reference database will also be routinely reviewed and updated as directives change or unforeseen
situations arise and are addressed by ID Experts and PARTICIPATING ENTITY. The plan will document
when these issues arise and how they are addressed and when the developed scripting should be used,
highlighting any restrictions regarding the dissemination of such information,.

All users accessing ID Experts servers at ViaWest facilities (managed network/servers provider) require
two-factor authentication. This includes ViaWest onsite users as well as ViaWest and ID Experts remote
access users. |D experts utilizes user passwords (what they know) and AuthAnvil one-time passwords
{what they have) for authentication. All users must authenticate on the network using their username

P —
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and password, and then can only access the server with the AuthAnvil one-time password. Protection of
Personal Identifiable Information (PIl} is paramount to our data operation and platform management. As
a result, we meet all requirements in SSAE 16 SOC1 and 50C2.

The Systems use McAfee ePO suite to provide Host Based Intrusion Prevention, Firewall, and AntiVirus.
The security solution enables continuous protection {Host based intrusion prevention, Antimalware)
monitoring, alerting, and baseline configuration compliance, The system leverages an isolated active
directory domain specific to the NIST 800-53A FISMA Moderate System Cluster. Management access to
the system will require two-factor authentication through a Cisco VPN Participating Entity. Data at rest is
encrypted with Microsoft EFS. Claims database leverages whole-database SQL Transparent encryption.
Logging auditing and alerting of all actions in the environment will be monitored 24x7 through Systems
SEIM

{McAfee Nitro SEIM).

CSID monitoring services bring a fundamentally unique approach to this program in our access, control
andresources. We have dedicated resources to direct specifically toward this program to troubleshoot
issues, manage capacity and operations in real-time, and deliver ad-hoc reporting to ensure that the
Participating Entity has the best access, information, and control throughout the initial launch and
ongoing support of the program. All of our technical resources supporting this program are on-shore
employees, with years of experience in our platform and with delivering similarprograms.

CSID systems meet or exceed the following standards and compliances:

tevel 1 Payment Card Industry — Data Security Standard {PCI-DSS) Service Provider: CS10 is a certified PCI
Level 1 Service Provider, which confirms that security standards are in place for storing, transmitting,
and processing cardholder data.

International Organization for Standardization (1SO) 27001: CSID adheres to the 150 27001 standards
and specifications for an information security management system.

Natianal Institute of Standards and Technology (NI5T) Special Publication (SP) 800-171: CSID adheres to
the NIST SP 800-171 publication and guidelines for protecting controlled unclassified information in
nonfederal information systems and organizations.

Statement on Standards for Attestation Engagements (SSAE) 16 SOC1 Type I (formerly SAS70 Type Il):
CSID receives an annual third-party audit recognizing and reporling that CSID has appropriate
operational controls in place.

Experian Independent Third Party Assessment (EI3PA): CSID is EI3PA certified — Experian specific
certification to confirm that CSID has appropriate security standards in place for storing, transmitting,
and processing credit bureau data.

Fair and Accurate Credit Transactions Act [FACTA): CSID complies with FACTA rules and regulations.

Fair Credit Reporting Act (FCRA}: CSID complies with FCRA rules and regulations,

Gramm-Leach-Bliley Act (GLB): CSID follows requirements described in the GLB Act, specifically including
the Financial Privacy Rule, Safeguards Rule, and Pretexting Protection Rule.

201 CMR 17:00: Per our auditor, CSID is compliant with the: standards for the protection of personal
information of residents of the Commonwealth.

EU Safe Harbor Certified: CSID is compliant with “Safe Harbor Framework” and was certified by the
Department of Commerce. The Framework was approved by the EU in 2000 and gives companies that

e e —
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abide by the Principles assurance that the EU will consider their practices “adequate” privacy
protections for EU citizens.

RFP16000145 Data Breach and Credit Monitoring Services Page 36
1D Experts™ - Copyright 2015 Proprietary and Confidential



@
3
&

Master Agreement - Attachment 2 - Redacted

11l

RFP16000145 Data Breach and Credit Monitoring Services Page 36
1D Expents™ - Copyright 2015 Proprietary and Confidentlal



@ experts
Master Agreement - Attachment 2 - Redacled

e
RFP16000145 Data Breach and Credit Monitoring Services Page 36
D Experts™ - Copyright 2015 Proprielary and Confidential



S.1

9.2

83

2 COST PROPOSAL AND BILLING PROCEDURE

{ME) COST PROPOSAL

Use the format established in Exhibit F to respond to the Cost Proposal of this RFP, and identify it as
“Cost Proposzl — RFP16000145 Data Breach and Credit Manitoring Services”. Altering the format or
conditioning the cost on acceptance of additional/conflicting terms or limitations may result in a finding
that your proposal is nen-responsive.

The Offeror must provide a fully-burdened rate which must include, but not be limited to, all operating
and personnel expenses, such as; overhead, salaries, administrative expenses, profit, and supplies,

ADMINISTRATIVE FEES

Offerors must include the 0.25% NASPO ValuePaint Administrative Fee in the prices provided in Exhibit
F, Cost Proposal, as detailed in Paragraph 26 of Exhihit C, NASPO ValuePoint Master Agreement Terms
and Conditions,

Notwithstanding Paragraph 6 of Exhibit A, Solicitation Instructions to Vendors and Paragraph 5 of
Exhibit D, State of |daho Standard Contract Terms and Conditions, Offerors should not include the
1.25% State of Idaho Administrative Fee. Each Participating Entity may negotiate an additional
Administrative Fee with Contractor(s) in their Participating Addendum.

INVOICING

Contractors shall invoice Participating Entities monthly for services provided the previous month.
payment terms will be according to Exhibit C, NASPO ValuePoint Master Agreement Terms and
Conditions unless other payment terms are negotiated in a Participating Addendum.

e S
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EXHIBIT A — SOLICITATION INSTRUCTIONS TO VENDORS
RFP16000145 Data Breach and Credit Monitoring Services

1. AUTHORITY TO PURCHASE: The Administrator of the Division of Purchasing, Department of
Administration or the Administrator's delegates are the only statutory agents authorized to execute
Contracts for the procurement of goods and services, unless exempted pursuant to statute or rule.

2. E-PURCHASING: The State of Idzho, Division of Purchasing and many individual Agencies utilize the
Idaho

e-Procurement System (IPR0), an electronic procurement system. Depending upon which profiling
options vendors select in {PRO, vendors may be sent e-mall notifications of acquisition opportunities on
those Solicitations electronically posted.

3. ELECTRONIC SIGNATURES: IDAPA 38.05.01.061 specifically allows for electronic signatures on
responses submitted to formal solicitations. For vendors submitting via IPRO, IPRO processes all
information electronically on the Internet. Signatures by both the submitting Vendor and the State when
using IPRO may be electronic and electronic signatures used with IPRO are as fully binding and legal for
the State’s purchasing process as a manually affixed signature. Any reference in these Solicitation
Instructions to Vendors to "signed,” "signature,” "manually signed in ink,” or equivalents will include
electronic signatures.

4. DEFINITIONS: Unless the context requires otherwise, all terms not defined below shall have the
meanings defined in Idaho Code Section 67-5716 or IDAPA 38.05,01,011,

A. Agency. All offices, departments, divisions, bureaus, boards, commissions and institutions of the
state, including the public utilities commission, but excluding other legislative and judicial branches of
government, and excluding the governor, the lieutenant-governor, the secretary of state, the state
controller, the state treasurer, the attorney general, and the superintendent of public instruction.

B. Bid - A written offer that is binding on the Bidder to perform a Contract to purchase or supply
Property in response to an Invitation to Bid.

C. Bidder — A Vendor who has submitted a Bid.

D. Contract - Cantract means any state written agreement, including a Solicitation or specification
documents and the accepted portions of the Solicitation, for the acquisition of Property. Generally, the
term is used to describe term contracts, definite or indefinite quantity or delivery contracts or other
acquisition agreements whose subject matter involves multiple payments and deliveries.

E. Contractor - A Vendor who has been awarded a Contract,

F. Invitation to Bid — All documents, whether attached or incorporated by reference, utilized for
soliciting formal sealed Bids.

]
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G. Dfferor ~ A Vendor who has submitted a proposal in response to a Request for Proposals for Property
to be acquired by the State.

H. Property. Goods, services, parts, supplies and equipment, both tangible and intangible, including, but
nonexclusively, designs, plans, programs, systems, techniques and any rights and interests in such
Property. Includes concession services and rights to access or use state property or facilities for business
purposes,

I. Proposal — A written response, including pricing information, to a Request for Proposals that describes
the solution or means of praviding the Property requested and which Proposal is considered an offer to
perform in full response to the Request for Proposals. Price may be an evaluation criterion for Proposals,
but will not necessarily be the predominant basis for Contract award.

J. Quotation - An offer to supply Property in response to a Request for Quotation and penerally used for
small or emergency purchases.

K. Request for Quotation — The document, form or method generally used for purchases solicited in
accordance with small purchase or emergency purchase procedures.

L. Request for Proposals (RFP) - Includes all documents, whether attached or incorporated by reference,
utilized for soliciting competitive Proposals and is generally utilized in the acquisition of services or
complex purchases.

M. Solicitation ~ An Invitation To Bid, a Request For Proposals or other document issued by the
purchasing activity for the purpose of soliciting Bids, Proposals or Quotations o perform a Contract.

N. State - The state of [daho including each Agency unless the context implies other state(s) of the
United States.

0. Vendor - A person or entity capable of supplying Property to the State.

5. AWARD METHOD: Contracts may only be awarded to the "Lowest Responsible Bidder." The Lowest
Responsible Bidder is defined by Idaho Code Section 67-5716(9) as "The responsible bidder whose bid
reflects the lowest acquisition price to be paid by the state; except that when specifications are valued
or comparative performance examinations are conducted, the results of such examinations and the
relative score of valued specifications will be weighed, as set out in the specifications, in determining the
lowest acquisition price,” When deemed to be in the best interest of the State, and set forth in the
Solicitation documents, additional consideration may be given to the elements of discounts, supply
location, quality of products or previous service, delivery time, or other elements.

Page 8
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7. DETERMINATION OF RESPONSIBILITY: The State reserves the right to make reasonable inquiry about
or from the submitting Vendor or from third parties to determine the responsibility of a submitting
Vendor. Such inquiry may include, but not be limited to, inquiry regarding financial statements, credit
ratings, references, potential subcontractors, and past performance. The unreasonable failure of a
submitting Vendor to promptly supply any requested information may result in a finding of non-
responsibility.

8. SOLICITATION AMENDMENTS: It will be the Vendors’ responsibility to check for any amendments to
the solicitation document(s) prior to submitting a Bid, Proposal, or Quotation. [n the event it becomes
necessary to revise any part of the Solicitation, amendment(s) will be made available via [PRO.
Information given to one Vendor will be available to all other Vendors if such information is necessary
for purposes of submitting a Bid, Proposal or Quotation, or if failure to give such information would be
prejudicial to uninformed Vendors.

5. NOTICE OF EFFECTIVENESS: No Contract is effective until the authorized State purchasing official has
signed the Contract {which signature may be electronic), and the effective or award date has passed.
The Vendor shall not provide any goods or render services until the Contract has been signed by the
State purchasing official and the Contract has become effective. Furthermore, the State is in no way
responsible for reimbursing the Vendor for goods provided or services rendered prior to the signature
by the authorized State purchasing official and the arrival of the effective date of the Contract,

10. ECONOMY OF PREPARATION: If submitting a response to a solicitation, responses should be
prepared simply and ecanomically, providing a clear, complete and concise description of the Offeror’s
capabilities to satisfy the State's requirements.

11. SPECIFICATIONS: Specifications describe the Property the State wants to acquire. Vendors are
encouraged to review the specifications closely and present written guestions within the time
prescribed in the Solicitation to the designated purchasing official. See also Paragraph 14 on
Administrative Appeals. The State is prohibited from accepting Property that does not meet the
minimum specifications pursuant to Idaho Code Section 67-5726(4} and Section 67-5736.

12. LAWS: The laws governing the State's purchases of goods and services are found in Idaho Code
Section 67-5714 through Section 67-5744 and IDAPA 38.05.01 et seq., both available on the Internet at
http://purchasing.idahg.pov/rules and policies.html. It is the Vendor's responsibility to conform to ALL
applicable federal, state and local statutes or other applicable legal requirements. The information
provided herein is intended to assist Vendors in meeting applicable requirements but is not exhaustive
and the State will not be responsible for any failure by any Vendor to meet applicable requirements.

13. PREFERENCE FOR IDAHO SUPPLIERS FOR PURCHASES: Idaho preferences are governed by Idaho
Code Section 67-2349 (Reciprocal Preference) and Idaho Code Section 60-101 - 103 (Printing).

14. ADMINISTRATIVE APPEALS: The laws applicable to administrative appeals are set forth at Idaho
Code Section 67-5733{1)(a) (Specification Appeals), Idaho Code Section 67-5733(1)(b) {Bid Rejection
e
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Appeals), Idaho Code Section 67-5733(1)(c) (Bid Award Appeal), and Idaho Code Section 67-5733(1){d)
(Sole Source Appeal).

15, SUBMISSION FORMS:

A. Manual Submissions — For manually sealed and submitted Bids or Proposals, a submitting Vendor
must use the State’s supplied signature page (or other binding document as specified) when submitting
its Bid or Proposal. The signature page must be manually signed in ink or contain an electronic signature
of an authorized agent of the submitting Vendor and returned with the submission package. Manually
submitted Bids or Proposals submitted without the signature page or other binding document shall be
found nonresponsive and will not be considered. An incomplete, modified or unsigned signature page
will be cause for a finding of non-responsiveness. Submissions must be completed either in ink or
typewritten. Forms or figures written in pencil are not acceptable. Mistakes should not be erased but
may be crossed out and corrections inserted next to the errors and initialed IN INK {or with an electronic
signature) by the person signing.

B. Submission Forms — Manual Quotations — For manually submitted Quotations, the submitting Vendor
may use any

response and submission form autharized by the Request For Quotation, including oral, telephonic,
facsimile, e-mall, regular mail or via IPRO.

C. Submission Forms — Electronic — For Vendors using IPRO, proper completion of the electronic forms is
required.

D. Submission Forms -- Manual or Electronic - Regardless of Submission Form, Vendor warrants by
submitting a Bid, Proposal or Quotation that it accepts the State of Idaho Standard Contract Terms and
Conditions and the Solicitation Instructions to Vendors, and any Special Terms and Conditions identified
in the Solicitation. Additionally, one or more of the following may he applicable:

1. If the Vendor is a corporation, partnership, sole proprietorship or other legal entity, and employs
individual persons, by submitting its Bid, Proposal or Quotation, vendor warrants that any Contract
resulting from this Solicitation is subject to Executive Order 2009-10
[http://gov.idaho.gov/mediacenter/execorders/ec08/eo_2009_10.html); it does not knowingly hire or
engage any illegal aliens or persons not authorized to work in the United States; it takes steps to verify
that it does not hire or engage any illegal aliens or persons not authorized to work in the United States;
and that any misrepresentation in this regard or any employment of persons not authorized to work in
the United States constitutes a material breach and shall be cause for the imposition of monetary
penalties up to five percent (5%} of the Contract price, per violation, and/or termination of its Contract;
or

2. IFVendor is a natural person eighteen (18) years of age or older,

it —
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a. by submitting its Bid, Proposal or Quotation, warrants that its 8id, Proposal or Quotation is subject to
idaho Code section 67-7903 and, pursuant thereto, by submitting its Bid, Proposal or Quotation, attests,
under penalty of perjury, that it is

a United States citizen or legal permanent resident or that it is otherwise lawfully present in the United
States pursuant to federal law; and

b. prior to being issued a Contract, Vendor will be required to submit proof of lawful presence in the
United States in accordance with Idaho Code Section 67-7903,

16. BID AND REQUEST FOR PROPOSAL SUBMISSIONS:

A. Manua) Submissions — Unless otherwise stated elsewhere in the Solicitation, the submission package
or envelope must be SEALED and plainly marked in the LOWER left corner with the following: {i) the
name of the item or service belng sought; {if) opening date and time; and (iii) the Solicitation number.
This information is found in the Solicitation document. The submitting Vendar's return address must
appear on the envelope or package. Any Bid sheets and the signature page containing an authorized
signature must be submitted in a sealed envelope or package. {Do not respond to more than ane
Solicitation in the same envelope!) A submission made using "Express/Overnight" services must be
shipped in a separate sealed inner envelope/package identified as stated above, and enclosed inside the
"Express/QOvernight" shipping container or package. No responsibility wili attach to the State, ar to any
official or employee thereof, for the pre-opening of, post-opening of, or the failure to open a submission
not properly addressed and identified. No oral, telephone, facsimile or late submissions will be
considered. All submissions must be received at the physical address designated for courler service and
time/date stamped by the purchasing activity prior to the closing date and time. It is the submitting
Vendor's responsibility to timely submit its Bid or Proposal in a properly marked envelape, prior to the
scheduled closing, for receipt in sufficient time to allow the submission to be time and date stamped
prior to the closing time.

8. Bid Submissions — Electronic — For Bids or Proposals submitted electronicaily via IPRO, the submitting
Vendor is the individual or entity as it is prefiled in IPRO. Vendars submitting electronically must
complete all steps in the IPRO submission process prior ta the scheduled closing date and time.

€. Late Submissions — It is the submitting Vendor’s respansibility to ensure that its Bid, Quotation, or
Proposal is delivered or electronically submitted to the place designated for recelpt prior to the specified
closing time. Late submissions will not be considered under any circumstances. The official time used in
the receipt of manual submissions is determined by the automatic time/date stamp located at the
physical address designated for receipt of Bids, Quotations or Proposals. Electronic submissions will use
IPRO’s time to determine receipt time. No responsibility will be assumed for delays in the delivery of
mail by the U.S. Post Office, private couriers, the intra-State mail system, or for the failure of any
computer or electronic equipment. Submitting Vendors are advised that the intra-State mail system may
Increase delivery time from Central Postal to the place designated for receipt and should plan
accordingly. LATE SUBMISSIONS WILL NOT BE ACCEPTED, AND WILL BE RETURNED TO THE
SUBMITTING VENDOR. NO DEVIATIONS WILL BE ALLOWED.

e — i i & o | e e i S e T S e A e e
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17. TABULATION INFORMATION:

Manual/Electronic Opening — Electranic and manually distributed Solicitations will contain detailed
information regarding closing/opening dates and times. Vendors may attend openings of manually
submitted Solicitations at the place, date, and time specified on the Solicitation. At that time, for Bids,
the names of Bidders and Bid amount will be announced. For Proposals, anly the names of the Offerors
will be announced. No other information will be disclosed at that time. Individuals may request
tabulation information when it becomes available. No tabulation information will be given over the
phone.

18. TERMS AND CONDITIONS OF ENSUING CONTRACT: Any ensuing Contract will be governed by the
State of Idoho Standard Contract Terms and Conditions, any applicable Special Terms and Conditions
and, if applicable, any negotiated provisions, all as specified in the Solicitation. Unless otherwise
identified in the Solicitation, no additional or supplemental terms and conditions submitted by the
submitting Vendor as part of its response shall be evaluated or considered. Any and all such additicnal
terms and conditions shall have no force and effect and shall be inapplicable to the Solicitation and any
ensuing Contract. If additional or supplemental terms and canditions, either intentionally or
inadvertently appear separately in transmittal letters, specifications, literature, price lists or warranties,
it is understood and agreed that the State of Idaho Standard Contract Terms and Conditions and any
Special Terms and Conditions in the Solicitation are the only conditions applicable to the Solicitation and
any ensuing Contract and the submitting Vendor's authorized signature affixed to the signature page
form attests to this. If you condition your Bid or Proposal on such additional terms and conditions, your
Bid or Proposal will be deemed nonresponsive. IF YOU HAVE QUESTIONS OR CONCERNS REGARDING
THE STATE'S TERMS AND CONDITIONS, ADDRESS THEM tN WRITING TO THE DESIGNATED
PURCHASING OFFICIAL WITHIN THE TIME PERIOD PRESCRIBED PRIOR TO THE SOLICITATION CLOSING
DATE.

19, PRE-OPENING SOLICITATION WITHDRAWALS OR MODIFICATION:

A. Manual = Manual submissions may be withdrawn or modified only as follows: Bids or Proposals may
be withdrawn or modified prior to the closing by written communication signed by the submitting
Vendor. Bids or Proposals may be withdrawn prior to closing in person upon presentation of satisfactory
evidence establishing the individual's authority to act on behalf of the submitting Vendor. Any
withdrawing or modifying communication must clearly identify the Solicitation. A modifying letter
should be worded so as NOT ta reveal the amount.

B. Pre-Openlng Solicitation Withdrawals — Electronic - A submitting Vendor using IPRO may withdraw a
previously submitted Solicitation response at any time prior to the closing by submitting another
response with a zero unit price for each affected line item of the Solicitation and inserting the words
"WITHDRAWAL OF PREVIOUSLY SUBMITTED BID” in the comments field for each affected line item or
may select the "INTENTIONAL NO BID" checkbax in IPRO,

C. Pre-Opening Solicitation Modification — Electronic — A submitting Vendor using IPRO may modify or

R EEEEEE——
RFP16000145 Data Breach and Credit Monitoring Services Page 12
{D Experts™ - Copyright 2015 Proprietary and Confidential



@) experts
Master Agreement - Attachment 2 - Redacted

change a previously submitted Solicitation response at any time prior to the closing by amending its
solicitation response in IPRO and resubmitting (i.e. adding or removing attachments, modifying pricing,
etc.).

20. REJECTION OF BIDS AND PROPOSALS AND CANCELLATION OF SOLICITATION:

A. Prior to the issuance of a Contract, the State shall have the right to accept or reject all or any part of a
Bid, Proposal or Quotation or any and all Bids, Proposals and Quotations when: (i} it is in the best
interasts of the State; (if) the Bid, Proposa! or Quotation does not meet the minimum specifications; (iii)
the Bid, Proposat or Quotation is not the lowest responsible Bid, Proposal or Quotation; {iv) a finding is
made based upon available evidence that a submitting Vendor is not responsible or is otherwise
incapable of meeting specifications or providing an assurance of ability to fulfill Contract requirements;
or (v) the item offered deviates to a major degree from the specifications, as determined by the State
(minor deviations, as determined by the State, may be accepted as substantially meeting the Solicitation
requirements). Deviations will be considered major when such deviations appear to frustrate the
competitive Solicitation process or provide a submitting Vendor an unfair advantage.

B. Prior to the issuance of a Contract, the State shall have the right to reject all Bids, Proposals, or
Quotations or to cancel a Solicitation. Cancellation may be for reasons that include, but are not limited
to: (i) Inadequate or ambiguous specifications; (ii) specifications have been revised; {iii) Property is no
longer required; {iv) there is a change in requirements; (v} all submissions are deemed unreasonable or
sufficient funds are not available; {vi} Bids, Proposals or Quotations were not independently arrived at or
were submitted in bad faith; (vil) it is determined that all requirements of the Solicitation process were
not met; {viii) insufficient competition; or {ix) it is in the best interests of the State.

21. BURDEN OF PROOF: It shall be the responsibility and burden of the submitting Vendor to furnish,
with its orlginal submission, unless otherwise provided in the Solicitation, sufficient data for the 5tate to
determine whether or not the property offered conforms to the specifications.

22. ALTERNATE BIDS: Multiple bids submitted by a single submitting Vendor, or a submitting Vendor's
alternate bids, WILL NOT BE ACCEPTED UNLESS SO STATED IN THE SPECIFICATIONS.

23. DISCOUNTS: Discounts, when applicable, shall be shown in a single net percentage figure {e.g. 57-
1/4% instead of 50, 10, and 5 percent}. DISCOUNTS FOR PROMPT PAYMENT WILL BE ACCEPTED BUT
CANNOT BE USED IN DETERMINING THE LOWEST BID,

24. UNIT PRICES GOVERN: Unit prices shall govern. IMPORTANT: Prices must be given in the "unit of
measure” required in the Solicitation. Example: If the Solicitation requires an item by the “piece," submit
pricing by the "piece.” If the Solicitation requires an item by the "foot," submit pricing by the “foot.”

25, FIRM PRICES: The submitting Vendor agrees that its Bid, Guotation or Proposal shall be good and
may not be withdrawn for a period of ninety (90) days after the scheduled closing date, unless otherwise
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identified in the Solicitation. No 8id, Quotation or Proposal will be accepted if marked "price prevailing
at time of delivery,” “estimated prices,” “actual costs to be bllted,” or similar phrases. After the date and
time of closing, no price change will be allowed, unless otherwise stated in the Solicitation. All Bids,
Quotations and Proposals must be in U.5. Dollars.

26. ORAL INFORMATION: Questions concerning a Solicitation must be directed in writing to the
designated purchasing official in the period of time prescribed in the Solicitation. Bids, Proposals, or
Quotations deviating from the specifications by any means other than that which is allowed by an
amendment to the Solicitation written and issued by the State will be subject to rejection. The State will
not be responsible for any verbal or oral information given to Vendors by anyone other than an
authorized purchasing official who has provided information in writing. Reliance on any oral
representation Is at the Vendor’s sole risk.

27. GOVERNMENTAL USE ONLY: Unless otherwise noted in the Solicitation, all purchases made
pursuant to the Solicitation are for the internal use of government only and will not be resold to the
general public at retail. Upon reguest, the State will issue a certification that all purchasas made
pursuant to the Sclicitation are intended for the internal use of government and will not be resold to the
general public at retail.

28. PUBLIC RECORDS:

A. The ldaho Public Records Law, tdaho Code Sections 74-101 through 74-126, allows the open
inspection and copying of public records. Public records include any writing containing information
relating to the conduct or administration of the public's business prepared, owned, used, or retained by
a State Agency or a local agency (political subdivision of the state of Idaho) regardless of the physical
form or character. All, or most, of the information contained in your response to the State's Solicitation
will be a public recerd subject to disclosure under the Public Records Law. The Public Records Law
contains certain exemptions. One exemption potentially applicable to part of your response may be for
trade secrets. Trade secrets include a formula, pattern, compilation, program, cemputer program,
device, method, technique or process that derives economic value, actual or potential, from not being
generally known to, and not being readily ascertainable by proper means by other persons and is subject
to the efforts that are reasonable under the circumstances to maintain its secrecy. If you consider any
material that you provide in your Bid, Proposal or Quotation to be a trade secret, or otherwise protected
from disciosure, you MUST so indicate by marking as “exempt” EACH PAGE containing such information.
Marking your entire Bid, Proposal or Ctuotation as exempt is not acceptable or in accordance with the
Solicitation or the Public Records Law and WILL NOT BE HONORED. In addition, a l[egend or statement
on one (1) page that all or substantially all of the response is exempt from disclosure is not acceptable or
in accordance with the Public Records Law and WILL NOT BE HONORED. Prices that you provide in your
Bid, Proposal or Quotation are not a trade secret. The State, to the extent allowed by law and in
accordance with these Solicitation Instructions, will honor & designation of nondisclosure, Any questions
regarding the applicability of the Public Records Law should be addressed to your own legal counsel
PRIOR TO SUBMISSION of your Bid, Proposal or Quotation.

B. If your 8id, Proposal or Quotation contains information that you consider to be exempt, you must also
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submit an electronic redacted copy of the Bid, Proposzal or Quotation with all exempt information
removed or blacked out. The State will provide this redacted Bid, Proposal or Quotation to requestors
under Idaho Code Sections 355 et seq. Submitting Vendors must also:

1. Identify with particularity the precise text, itlustration, or other information contained within each
page marked “exempt” {it Is not sufficient to simply mark the entire page). The specific information you
deem “exempt” within each noted page must be highlighted, italicized, identified by asterisks, contained
within a text border, or otherwise be clearly distinguished from other text or other information and be
specifically identified as “exempt.”

2. Provide a separate document with your Bid, Proposal or Quotation entitled “List of Redacted Exempt
Information,” which provides a succinct list of all exempt material noted in your Bid, Proposal or
Quotation. The list must be in the order in which the material appears in your Bid, Proposal or
Quotation, identified by Page#, Sectionti/Paragraph#, Title of Section/Paragraph, specific portions of
text or other information; or in a manner otherwise sufficient to allow the State to determine the
precise material subject to the notation. Additionally, this list must identify with each notation the
specific basis for your position that the material be treated as exempt from disclosure.

C. Vendor shall indemnify and defend the State against all liability, claims, damages, losses, expenses,
actions, attorney fees and suits whatsoever for honoring a designation of exempt or for the Vendor's
failure to designate individual documents as exempt. The Vendor’s failure to designate as exempt any
document or portion of a document that is released by the State shall constitute a complete waiver of
any and all claims for damages caused by any such release. If the State receives a request for materials
claimed exempt by the Vendor, the Vendor shall provide the legal defense for such claim.

29. LENGTH OF CONTRACT: Pursuant to Idaho Code Section 67-5717(9), the State may enter into
Contracts, including leases and rentals, for periods of time exceeding one (1) year provided that such
Contracts contain no penalty to or restriction upon the State in the event cancellation is necessitated by
a lack of financing for any such Centract or Contracts.

30, LEASE-PURCHASE OPTIONS: Idaha Code Section 67-5721 reads, in part, as follows: "Any exercise of
an option to acquire (goods, services, parts, supplias and equipment), or any other procedure which
shall serve to pass title to the state where no passage of title existed before, shall be deemedtobe a
new acquisition and prior to execution all applicable provisions and procedures of this chapter [67-5714
through 67-5744] shall be exercised.” (NOTE: This provision is NOT applicable to time purchase or
installment purchase Contracts).

e —
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EXHIBIT B — Statement of Work
RFP16000145 Data Breach and Credit Monitoring Services

B1  CONTRACT ADMINISTRATION

81.1 Contract Monager
The Contractor must provide a Controct Manoger os the single Point of Centact {POL) for
management of the NASPO ValuePoint Master Agreement, administered by the State of idaho.

For the purposes of this engagement, Jeremy Henley will serve as the Contract Manager
and the Point of Contact for management of the NASPQO ValuePoint Master Agreement,
administered by the State of Idaho.

B81.2 Participating Entity Point of Contact
The Contractor must provide a single POC for each Participating Entity. The POC must be
availoble during the regular business hours of the assigned Participating Entity. The Contractor
may assign the same POC to more than one Porticipating Entity.

Jeremy will serve as the Point of Contact for all Participating Entities. jeremy is available
24x7 for services to Participating Entities.

B1.3 Annual Conference
The Lead State may require an annual conference with the Contractor to review contract issues
and/or Contractor perfermonce. Conferences may be held in Boise, idaho or by conference call,
at the option of the Lead Stote.

ID Experts will participate in annual conferences held by the Lead 5tate.

B2 Service Activation

B2.2  Participoting Entity Point of Contact
The Contractor must provide a single POC for each Porticipating Entity. The POC must be
ovgilable during the regulor business hours of the ossigned Paorticipoting Entity. The Controctor
may assign the same POC to more than one FPaorticipating Entity.

Jeremy will serve as the Point of Contact for all Participating Entities. Jeremy is available
24x7 for services to Participating Entities.
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B2.2 A Farticipating Entity may elect to use o limited selection of services rather than oll services
provided under this RFP. For example, o Porticipoting Entity may activate Call Center and Credit
Monitoring/identity Theft Monitoring Services but not Notification Services.

Participating Entity can choose to use 1D Experts services at anytime in an ala cart fashion, opting to
utilize some and not afl of the services set forth in this RFP,

B2.3 It is anticipated that a Participating Entity would elect to activate services upon a Triggering
Event; however:

B2.3.1 Participoting Entities sholl not be required to octivote services under any circumstances;
and

B2.3.2 Participoting Entities may activate services at any time.

ID Experts understand that Participating Entities may choose to activate services upon a triggering
event, however, Participating Entities shall not be required to activate services under any circumstances
and they may activate services at any time.

B2.4 Eoch Farticipating Entity has sole discretion to determine if and when it will activate services and
to define the eligibility requirements for Eligible Persons to register for the services provided
under the Master Agreement ond Participating Addendum.

ID Experts understand that each Participating Entity has sole discretion to determine the eligibility
requirements for registration of our monitaring services under the Master Agreement and Participating
Addendum.

B2.5 Activation of services shall commence upon written notification to the Contractor by o
Participating Entity.
B2.5.1 The Participating Entity will provide the Contractor with o list of Eligible Persons os
detailed in Paragraph 85.1.1.

If the Participating Entity chooses to activate services under the NASPRO MSA, they shall provide written
notification to the ID Experts and provide us with a list of Eligible Person as outlined in Paragraph BS.1.1.

B2.5.2 The Participating Entity may provide a Frequently Asked Question (FAQ) script to ensure
Contractor staff provide consistent responses to inquiries about the Triggering Event.
When an FAQ is provided by the Participating Entity, the Contractor shall direct
Contractor staff in its use,

The Participating Entity may provide a list of FAQ's, however, the Project Coordinator may make
suggestions on improvements to the FAQ based our experience in handling breaches. The FAQ is used to
assist the Participating Entity in developing a robust communication platform and ensuring that the
messaging is consistent for all communication, including: website, notification letters and PR Campaigns
e ]
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B3

should the participating Entity choose to utilize those services.
Notifications TO AFFECTED INDIVIDUALS

B3.1 States have unique rules governing the need to notify offected persons of Triggering Events,
including content and timing requirements.

B3.2 Upon award of a Master Agreement ond execution of Participating Addenda, the Contractor
must work with each Participating Entity to develop a sample Notification Plon and template
based on each Participating Entity’s requirements in order to facilitate timely notification in the
event of a Triggering Event.

Detailing ID Experts General Management Approach

Each breach has its unique and specific risk factors, based on the type and sensitivity of the exposed
data, and the severity and intent of the party at fault. And each group of affected individuals have
their unique needs and perceived issues, based on demographic, age, special needs, or other
circumstances. Without appropriate analysis and a well-formulated response Notification Plan, an
organization with a privacy incident exposes themselves to legal, regulatory, business, and
reputational risks that can be addressed with a specifically-formulated breach respense appreach.

The Solution: ID Experts YourResponse™

1D Experts YourResponse is a proprietary, patented methodology for analyzing and respondingtoa
data breach incident that will result in the most positive outcomes. It analyzes the unique nature
and response requirements of each privacy incident to determine if notification is required. If so, it
formulates the best components for the response. This analytically rigorous process is the
industry’s only comprehensive breach analysis and response methodology. Once the specific plan
is determined the operational components are then engaged through our systems and network of
dedicated and long-term partners.

Depending on the requirements of the Participating Entity and the facts uncovered regarding
specific data breach event 1D Experts frequency leverages our subcontractors and 1D Experts
essentially becomes the Project Coordinator or general contractor for a breach response. This
ensures we can deliver the products, services and security that our Participating Entities expect.
Being focused entirely on the data breach response issue has allowed ID Experts the opportunity to
source the best solutions for breach response. We then combine them to achieve the positive
outcomes we are known for by managing subcontractors that deliver unique services at very high
levels.

Primarily these subcontractors have included Epiq Systems, which we first contracted in 2006 to
perform larger breach responses, They have state of the art systems that allow us have extreme
reporting, quality control measures and a high leve! of security in place for our response work for
all the printing and mailing as well as call center components of breach response. Our other
primary subcontractor is CSiDentity, which provides 1D Experts different levels of the identity
monitoring solutions, has done so since 2009. We have the ability to not only customize identity
protection product for our Participating Entitys but also scale websites and enrollment capabilities
for any size of event.

S S e ———————
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YourResponse

ID Experts YourResponse employs a unique four-step methodology for data breach response that
takes into account the unique nature of each incident and the best way to meet our Participating
Entity's requirements using our project management expertise and data breach knowledge.

B3.2 Upon award of 2 Master Agreement and execution of Participating Addenda, the Contractor
must work with each Participating Entity to develop a sample Notificotion Plan ond template
based on each Participating Entity’s requirements in order to focilitate timely notification in the
event of a Triggering Event.

B3.2.1 The Natification Plan may include information including but not limited to:

s Anoverview of the Participating Entity’s requirements;

s A generol timeline for the Participating Entity notifying the Contractor of the
Triggering Event, the Paorticipating Entity providing information to the
Contractor, and the Participoting Entity determining whether or not the
Controctor will send notifications to affected persons;

s A templiote notification that Contractor may send to offected persons, or
customize for o specific Triggering Event, at the option of the Porticipating
Entity;

e A general timeline for the Participoting Entity approving the draft notification
and the Contractor sending the notifications; ond

e The Participating Entity's selected method of sending notifications.

Step 1: Discover:

Responsibility: Response Director

Time Frame: within 24 hours

The first step of our process typically includes a Discovery Call “including incident response
decision makers from the Participating Entity and the 1D Experts Data Breach Response Team. This
call can take place via conference call, in person (allow one day for travel), or via WebEx. We will
ask about the status of the collection of facts necessary to make an analysis on the incident. Should
our Participating Entity need assistance with a forensic investigation to determine the
"who/what/when/where’s” of the event, 1D Experts can provide a team of forensic experts to be
onsite (if necessary) within 24 hours.

During the Discovery call we will gather the relative information to help build a solution
that will mitigate the risks the event may be up against:
Timing requirements required by the agency
a. Demographics and datz affected to help coordinate appropriate monitoring
solutions
b. Strategize utilizing websites and setting up secure online enrollment processes
c. Secure data transfer using encryption
d. Iron out any additional security or operational requirements
e
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These essential details will provide the information we need to analyze the requirements
and begin formulating the best approach for responding to the specific incident.

Step 2: Analyze

Responsibility: Project Coordinator

Time Frame: within day 1 after getting the data

We incorporate a unique, staged 1D Experts approach, including a patented incident assessment
process and our award-winning RADAR™ software to determine whether a privacy incidentis a
data breach that legally requires notification. It identifies the sensitivity of the breached data, the
severity of the incident, and any federal and state regulatory obligations.

With this information, we create a "risk score” that encompasses specific state and federal
regulations, such as safe harbor, harm test, and specific reporting thresholds and obligations. This
analysis objectively determines if an incidentis indeed a breach — and provides supporting
documentation. OQur unique analysis step can eliminate the dangers of needless notification or of
*over-notifying,” as well as demonstrating a consistent, repeatable process to ensure due diligence
and compliance in the face of regulatory investigation. At the conclusion of this stage 1D Experts
and our Participating Entity will know what is required for compliance with a breach and we can
move on to the third step to formulate the best way to deliver the unfortunate news to the
customers and employees.

B3.2.2 The Notification Plan and templote must be opproved by the Participating Entity and in
place within sixty (60) doys of execution of the Participating Addendum. If a Triggering
Event occurs prior to the development and approval of a Natification Plan and template,
the Contractor must immediately work with the Participating Entity to make the required
timely notifications.

iD Experts will must work with each Participating Entity to develop a sample Notification Plan

and template within 60 days of execution of the Participating Addendum based on each Participating
Entity's requirements in order to facilitate timely notification in the event of a Triggering
Event. If a Triggering Event occurs prior to the development and approval of a
Notification Plan and template, the Contractor must immediately work with the
Participating Entity to make the reqguired timely notifications.

Step 3: Formulate

Responsibility: Response Director and/or Project Coordinator

Time Frame: within day 1 after getting the data

Unlike the cookie-cutter approach of most data breach practitioners, ID Experts YourResponse uses
proprietary methods to review the demographic and risk information of affected individuals to
develop a tailored response model.

We can partner with our Participating Entity to build a robust Netification Plan (example is below
and Attachment #1) and communication strategy to accommaodate thelr resources. The Notification
Plan and template will be jointly created and approved by the Participating Entity and in place within
sixty (60) days of execution of the Participating Addendum. If a Triggering Event occurs prior to the
development and approval of a Notification Pian and template, the Contractor must immediately work

with the Participating Entity to make the required timely notifications.
e ———
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B3.3 Upon notification by o Participating Entity that o Triggering Event has occurred which requires
notifications, and at the option of the Participating Entity, the Contractor must prepare, print,
and send all notifications via the delivery method specified by the Participating Entity.

B3.3.1 The Participating Entity shall provide written approval of any notice prior to it being sent.

Upon written notification notification from a Participating Entity that a Triggering Event has
occurred which requires notifications, and at the optian of the Participating Entity, 1D
Experts will prepare, print, and send all notifications via the delivery method specified by
the Participating Entity.

This includes all notification pieces, including a letter, email, call center scripting, an informational
website, and media/PR releases. Our services can also include credit monitoring, specific literature
and education on data breaches, call center agents, alternate/multiple notification letters, and
notifications to regulatory bodies, if required.

Our Participating Entities determine, with the advice of ID Experts, which services would hest serve
their incident and the specific individuals affected by the breach.

1D Experts can collaborate with the Participating Entity to construct a notification letter. This
process can be managed 100% by iD Experts or shared with the Participating Entity depending on
internal resources they may wish to utilize. The notification letter is fully customized to the
Participating Entity’s needs and to adhere to all federal and state legal requirements for
notification. Our experience will help guide the Participating Entity to focus on taking a proactive
approach to remediating the breach and making sure that the population is provided the highest
level of customer service, thereby minimizing the risks and exposure of our Participating Entity and
the individual.

Data Breach Services
Responsibility: Response Director and/or Project Coordinator
Time Frame; within day 1 to 5 after getling the data

ID Experts can fully manage all data breach services, which include:
e Credit Reports

Address Verification

Skip Tracing

Call center support with [VR

Dedicated Voice Response Unit (VRU)

Website development and hosting

Live dedicated agent

Media support

Credit Risk Assessment

Customer Relations Management (CRM) System

Legal Natification Development and/or Delivery

- —
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Re-Mail: After the initial mailing, if there are any incorrect addresses they are returned to our mail
house, and we are able to perform a more in depth address search and re-mail at the Participating
Entity’s discretion. Skip-tracing is one example of an additional service that can be utilized at the
Participating Entity's discretion to locate an individual, Special considerations may also be made for
extremely antiquated data sets.
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Call Center:

Post launch, ID Experts will manage all elements of the response, from caller questions and
concerns to future needs and support of the Participating Entity. We have experience that is unique
to data breach response and the specific anxiety that various populations may experience. Using a
Customer Record Management (CRM) system, ID Experts will digitally track and recerd all
communications with the population. The CRM system initially identifies the callers as members of
a specific breach, then immediately routes them to the custom FAQs and live agent assistance. Once
connected, the agent will verify the caller’s identity by using a *unique code printed on the
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notification letter, ensuring the individual should have access to the information. The CRM system
also tracks all notification letters to delivery and records and stores all call center conversations for
compliance and customer support services. Our systems log all communication and are stored by
1D Experts on the Participating Entity’s behalf for a until the time of commencement of the services
rendered at which time they will be appropriately disposed of according to the provisions of the
Participating Entity.

The specific tasks we will perform in establishing the Call Center Component handled by the Project
Coordinator include the following:

B4.1 The Contractor must provide a genercl coll center that moy be reached via toll free number
twenty-four hours per day, seven days per week (24x7), every day of the year.

BA4.2 The Controctor must provide a dedicated phone number for each individual Triggering Event.

ID Experts will establish a dedicated domestic and if needed international toll-free
number for each Participating Entities Triggering Event open 24 hours aday 7 days a
week every day of the year and visible in the materials developed for distribution to
potential Victims or interested parties.

Develop call flow and recorded messaging, targeting spoken languages with straightforward
architecture, which clearly communicates Program requirements and optiens by phone.

» Incorporate language selection functionality to facilitate ease of use for English and Spanish
language speakers and other languages as needed, enabling meaningful access to
information about the Program by all.

¢ Configure call flow architecture for ease of navigation through system functions.
Configure the agent interface for automated call disposition capture based on subject
matter and type of inquiry (e.g., identity monitoring enrollment, caller complaint,
community advacacy group inquiry, out of scope issue, etc.)

¢ Develop scripting for agents to address questions raised by callers not addressed in
automated messaging, on the website or in the materials developed for distribution to
potential Victims or interested parties.

Train agents using well-tested and established training protocols for the Contact Center.

e Ability to fluctuate agent staffing to manage hundreds of thousands of callers down to a
handful of callers within a given day

B4.3 Sstoff ot the coll center must answer general questions regarding services, eligibility, and
enrollment in a courteous and professional manner, using the FAQ script, if provided by the
Participating Entity.

Professionalism, Helpfulness, Overall Satisfaction and Likelihood to Recommend our Service. In addition
to observing calls we check a percentage of records for each customer service agent for accuracy and
report error rates monthly for experienced reps and weekly for new hires.

e i —-— e T Y i)
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Individuals will be able to call the dedicated support line (both a TFN and an international direct
phone line) for enrollment support and questions about the event. For callers that may have
additional questions outside the scripted FAQs or dernand further assistance, ID Experts works
with the Participating Entity to customize an escalation plan. Typically, the first escalation from the
call center is to the ID Experts’ Project Coordinator. In the event, we are not able to sufficiently
satisfy the caller, a plan will be put in place to escalate the call to the appropriate individual within
the organization. This process will be determined prior to the engagement launch to ensure no
caller experiences poor service.

The last component of the planning process is to select the most appropriate monitoring and
protection solution(s) for the specific data breach scenario. ID Experts and its partners provide the
most combinations of services on the market to protect and monitor individuals at the highest level
possible.

Credit Monitoring (Provided by CSID)

The suite of services provided for monitoring an enrolled individual include:

s Credit Report and Monitoring: Includes monitoring of all three credit bureaus for credit inquires,
delinquencies, judgments and liens, bankruptcies, new loans and mere, as well as a tri-burean
credit report to review all existing accounts for the possible existence of historical misuse of the
individual's credit.

« CyberAgent® Internet Surveillance: Dark Web monitoring of underground websites, chat rooms
and malware, 24/7 to identify trading or selling of your personal information, like SSN's, bank
accounts, email addresses, medical ID numbers, driver's license numbers, passport numbers, credit
and debit cards, phone numbers, and other unique identifiers

« PayDay Loan Monitoring: Monitor short-term, high-interest payday loans that do not require
credit inquiries to alert an individual if any of these quick cash loans have been taken out in their
narmie.

« Bank Account Takeover Watch: Monitors if a bank account has been opened using your personal
information, and if changes have been made to your existing accounts,

« Credit Card Application Flagging: Credit cards are among the most commonly targeted accounts
hy identity thieves. Monitors if your personal information has been used to open or apply for a new
credit card account.

= Court, Criminal, and Probation Records Monitoring: Monitor Court, Criminal, and Probation
Records to alerting an individual to any Court Records associated with their identity.

« Arrest and Bookings Alerts: Monitor for criminal arrests and bookings reported by law
enforcement that match an individual's identity.

s Change of Address Monitoring: Monitor the National Change of Address database to alert an
individual if someone has rerouted their mail

» Social Security Number Trace: Monitor public record databases and credit header files to alert an
individual to any names, aliases and addresses associated with their identity

« Sex Offender Monitoring: Monitor the sex offender registries to alert an individual if a Sex
Offender has falsely registered using their personal information including name and address

Step 4: Respond
Responsibility: Response Director and/or Project Coordinator

e ————— e
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Time Frame: day 5 after getting the data

Based on this custom template, ID Experts takes care of every aspect of response, again
ensuring the most positive outcomes. ID Experts services include the Project
Management of multiple subcontractors allowing ID Experts to scale our response with
our Participating Entity's needs. ID Experts has unmatched capacity with our network of
partners allowing us to deliver the plan designed in the formulate phase. Thanks to our
formulated response planning and scalable resources, 1D Experts has a 100% success
rate in identity recovery. We have the tools, technologies, and expertise on which
organizatians can rely. Once the services discussed in the formulate stage have been
discussed, ID Experts will provide a Notification Plan and timeline of the engagement
process with the Participating Entity. A Project Coordinator will be assigned to manage
the engagement and work with the Participating Entity through the progression of the
breach notification process insuring our partners are prepared and a seamless process
ensues. All communication pieces are a part of a much broader communications strategy
that we jointly develop with the Participating Entity. The materials are developed to
maintain a consistent, proactive message throughout all of our deliverables. This ensures
that the population is receiving the same message through our website, notification
letter, and call center FAQs. All of our call center scripts are developed to be incident
specific and done with the consent and input from the Participating Entity. We will use
the specifics of the breach to determine how many call center agents need to be assigned
to a specific breach, ensuring that calls are answered quickly by live, trained agents and
there are no lengthy hold times. This number of agents is adjusted throughout the
engagement to ensure that service level agreements are appropriately managed in order
to keep hold times low. Our SLA’s will as agreed upon by 1D Experts and the Participating
Entity. However, our goal is to answer 80% of all calls within 30 seconds or less. We
monitorseveral performance statistics real time and daily. These stats include:

= Service Levals

- Adherence to Schedules

= Agent Utilization

= Handle Times

= Wrap-Up Specifics and Time

Conclusion

When faced with a data breach, most organizations go straight from discovery to response, risking
customer confidence, lawsuits, and fines, and spending needless resources. ID Experts
YourResponse considers the unique nature of each incident, assesses if it is a breach that requires
notification, and formulates a response plan that meets the needs of every member of the Eligible
Persons and the Participating Entity, which was affected. This includes the products offered and
the operational aspect of delivering the, in many cases, massive amounts of notifications. When the
incident is large additional planning is required and built into our unigue process. This process
requires additional discovery about the Participating Entity’s wishes for speed and expense
management. Sending notices in waves is always an easier project to manage; however, in some

cases speed is just as critical as well as having the phone answered quickly by a trained and
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knowledgeable call center agent. This is an area where 1D Experts’ approach is superior since our
only focus is on management of this process, which is not compromised by other business drivers
like many competing providers experience conflicts. The results? You'll create “delighted victims";
save time and money; and reduce the risk of complaint filings, fines, investigation, and lawsuits.

—_—eeeeeee s ——————— —— ——— =,
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B5

CREDIT MONITORING/IDENTITY THEFT PROTECTION

The Contractor must provide the following minimum products and services to cll Active Participants:

Project Team and Management Information

Complete Data Breach Care: Applicable to any population size and customizable to meet
the demands and legal requirements of each event independently.

When the Participating Entity reports a data breach incident {o ID Experts, we will gather the 1D
Experts CIRT team to host what we call, a Discovery Call within 24 hours. This process allows
both parties to begin discussing the critical details we need for shaping the best response
strategy.

During this initia!l call our goal is to idenlify the potential risks for the Participating Entity and the
Eligible Persons. We will ask where the Eligible Persons resides in order to adhere to all state
specific laws. Other breach analysis pieces are: what data was compromised, number of people
in the Eligible Persons, if the compromised data included personal health information (PHI), the
manner in which the dala was compromised and finally any unique demographic characteristics
of the population. These essential details will provide the information we need to determine
which state notification and federal regulations need to be followed. Additional entities such as
credit bureaus, Attorneys General or The United States Department of Health and Human
Services (HHS) may need to be notified of the breach as well. ID Experis can assist your
agency in determining all of these requirements and navigating this often complex regulatory
environment and provide the risk mediation you will need,

Once we have received this information we will work with the Parlicipating Entity to build a
robust communication strategy to be deployed by day 2. This can include nofification
development and management, mailing, call center, website, media notification, alternate
notification, a variely of monitoring solution and recovery. The Participating Entity will determine,
with the advice of ID Experts, which services would best serve their industry and the specific
individuals affected by the breach. Once these services have been chosen, ID Experts will
provide a Notification Plan and timeline of the engagement process. A Project Coordinator will
be assigned to manage the engagement and work one on one with the Participating Enlity
through the progression of the breach notification process.

Once 1D Experts and the Participating Entity have a jointly created Notification Plan they will
begin the nofification process within 5 days from reciveding encrypted file from the Particiapting
Entity. ID Experts wili collaborate with the Participating Entity to construct notification letter,
identify specific FAQs {frequently asked questions) that are unique to the particular breach,
appropriate escalation processes, verbiage for the voice response unit (VRU), launch
timeframe, service offerings, etc. The Notification Plan generally allows (with the starting date
when the agreement is signed) five days for these deliverables to be completed, ID Experts
appreciates the need for rapid project development and implementation. Once the notification
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letters have been sent, the call center and website are live and the breach engagement has
been launched.

Once the breach is launched ID Experis will manage &ll pieces from caller's questions or
concerns to future needs and support of the Participating Enlity. We have experience that is
unigue to data breach response and the specific anxiety and concerns Eligible Persons have. ID
Experts can provide daily, weekly or monthly reports, as specific by the Participating Entity and
engagement. These reports can deliver details on the number of calls received, website hits,
“claims” filed, etc. In the final stage of a breach response we will provide a breach closing
summary which will specify the details of the breach and how {D Experls assisted the
Participating Entity in efficiently notifying and offering protection to all affected individuals. Our
Participating Entitys often find these summaries appropriate for executive briefings,
congressional testimony, or board reviews.

B5.1.1 When a Participating Entity notifies the Contractor thot it wishes to octivate services, the
Participating Entity will provide o list including nomes and addresses of all Eligible
Persons.

BS.1.2 The Contractor must begin enrolling Eligible Persons who choose to become Active
Participonts as soon as it receives the list described in Poragroph B5.1.1.

Set-Up Processes

Responsibility: Project Coordinator

Time Frame: day 5 after getting the data

Once we receive an encrypted data file, with complete list of confirmed affected individuals, our
customized notification lelfers will be sent within 5-7 business days. The only information ID
Experts requires to mail and setup the call center would be considered public information, such
as name, address, phone number and email address (if available). We will not require SSN,
MRN or other Pll or PHI. ID Experis will develop a secure data transmission strategy with the
Participating Entily and its ieam.

Our experience coupled with dedicated resources minimize the need for utilizing a Pariicipating
Entity’s internal resources. ID Experls works one-on-one with the Participating Entity to draft
and finalize the notification letters specific to the population and incident. We oblain an
encrypted data load of the Eligible Persons {without Social Security Numbers) that allows us to
customize the letter to each individual. We utilize the services of a business pariner who
spacializes in legal presentment, and a proprietary CRM system that fully integrates the printing
process with the letlers, and prepares the system to receive calls from those individuals. Every
interaction with every individual is digitally captured and relained for seven years on behalf of
the organization.

Setup fees vary based on required components of the desired breach response. Fees are
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based on utilization of the following: website, call center, multiple versions of notification letters
(example: employee versus patient), bilingua! populations, TTY assistance, elc.

Data Management

Our call center agents input the caller information and utilize a CRM system to manage
all information surrounding the incident. This information is digitally stored for seven
years (unless otherwise agreed upon) to provide discoverable evidence if needed for
litigation defense. Please note that this database only stores names, addresses and
pertinent information regarding the call. We DO NOT store Social Security numbers or
other sensitive information.

Once individuals have enrolled in ID Experts services we apply an internal member
record. This helps us apply and report any details of their communication with ID
Experts (for example, we know if they encountered problems, activated credit
monitoring, filed a claim or victim theft event report, have an open case, details of that
case, scale of certainty (how likely it was that the breach event caused the fraud) etc).

Small Breach Response: Applicable to incidents that impact less than 100 individuals
For events that affect less than 100 individuals, ID Experts will provide the most cost affective
approach to managing credit monitoring on a case by case basis. The Participating Entity will
have a choice of aulomatically enrolling or utilizing a block of membership enroliment codes.
Automatically enrolling the population will ensure that they receive immediate coverage. While
utilizing enroliment codes, allows the Eligible Persons to elect enroliment. Both mechanisms will
allow The Participating Entity to quickly respond to a data breach that affects less than 100
individuals

B5.1.5 The Contractor shall not automatically subscribe or enroll Active Participants in follow-on
services, require Active Participants to enroll in follow-on services, or imply that follow-
on services are otherwise required by Active Participants. Follow-on services are any
odditional services offered by the Coatroctor that are not included in the Mauoster
Agreement or Particlpating Addendum,

ID Experts does not automatically subscribe or enroll Active Participants in follow-on services,
require Active Participants to enroll in follow-on services, or imply that follow-on services are
otherwise required by Active Participants. Follow-on services are any additional services offered
by the Contractor that are not included in the Master Agreement or Participating Addendum.

B5.1.6 Contractor must terminate services to each Active Participant at the end of eoch
Enrofiment Term as defined in Poragraph B5.2. There must not be on automatic renewal
of the service to the Active Participant. Contractor must notify each Active Participant in
writing of the upcoming service terminaotion no later than one {1} month before the
expiration of the services provided.

1D Experts will terminate services to each Active Participant at the end of each Enroliment Term as
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defined in Paragraph 85.2. There will not be an automatic renewal of the service to the Active
Participant. |d Experts will notify each Active Participant in writing of the upcoming service termination
no later than one {1) month before the expiration of the services provided.

Our telephony and IVR infrastructure is based on a commercial-off-the-shelf (COTS) IVR platform.
Our platform and architecture along with our highly optimized data models have been well tested
with thousands of prior data breach Participating Entitys and other scenarios with similar
stress/size requirements. That s, this is not a risky choice for the agency, because we have done it
all before for other agencies.

Epig,s Victim Support System is fronted by the automated, toll-free, IVR System that will initially
answer all calls into Epiq’s Contact Center (for large breaches). The IVR System will have multiple
components: call flow control, individualized response, and access to Contact Center agents during
regular business hours, and standard reporting data and metrics. Callers to the toll-free number
will be greeted by the IVR System and presented a menu of options: including options to get more
information about the Program, request a Claims Package, or obtain customer support. The caller
may navigate through the IVR by pressing corresponding buttons on the caller’s phone. If the IVR
does not provide an answer to the caller’s question, the call will be relayed to a Contact Center
agent for resolution during regular scheduled hours.

If a consumer chooses to request monitoring services, the IVR will perform a reverse automatic
number identification (RANI) home street address lookup based on the number that the caller is
calling from. If the number is not the caller's home number or is blocked and unavailable to the IVR,
the IVR will prompt the caller to type in a home phone number. Based on the RANI match, the
system will speak the first few numbers (up to five) of the street address matched to that telephone
number. The caller will then validate the address. Qur system will also capture tracking
information about the call.

Beyond the autemated system, the primary focus of Victim support will be to develop a
comprehensive reference database of consistent and uniform messaging for use throughout the
Program. Our proprietary interface that interacts with this data, ReadyReference, is a robust
platform that nimbly navigates through pages of content for use by Contact Center agents, as well as
specialists who may be responding to written inquiries, handling incoming calls from Victims or
interested parties. The reference database will be thoroughiy reviewed and vetted with
Participating Entity and then used for training, including pre-launch role playing practice through
one-on-one and group review. This is always completed in person with our project management
team present since our partner Epiq Systems Is located a few miles from ID Experts headquarters
offices in Partland, Oregon. Such preparation ensures maximum effectiveness of budget for this
activity and mitigates risks often associated with Contact Center agents responding to questions
with misguided information or answers not based on approved content.

The reference database will also be routinely reviewed and updated as directives change or
unforeseen situations arise and are addressed by D Experts and Participating Entity. The plan will
w
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document when these issues arise and how they are addressed and when the developed scripting
should be used, highlighting any restrictions regarding the dissemination of such information.

Assisting callers requires that we move them from awareness of the event to understanding
purpose and intent and finally, as applicable, to action, be it requesting the monitoring

protection. This will require coordination of messaging as well as delivery by adept staff that is
well-versed in the terminology and principles at play with data breach concerns as well as potential
for identity theft. Such focused and refined skills are atypical for Call Centers where goals are
usually driven by minimizing wait times and average call handling.

The specific tasks we will perform in establishing the Call Center Component include the following:

» Establish a toll-free number visible in the materials developed for distribution to potential
Victims or interested parties.

* Develop call flow and recorded messaging, targeting spoken languages with straightforward
architecture, which clearly communicates Program requirements and options by phone.

» Incorporate language selection functionality to facilitate ease of use for English and Spanish
language speakers, enabling meaningful access to information about the Program by all.
Configure call flow architecture for ease of navigation through system functions.

Configure the agent interface for automated call disposition capture based on subject
matter and type of inquiry (e.g., identity monitoring enrollment, caller complaint,
community advocacy group inquiry, out of scope issue, etc.)

* Develop scripting for agents to address questions raised by callers not addressed in
automated messaging, on the website or in the materials developed for distribution te
potential Victims or interested parties.

» Train agents using well-tested and established training protocols for the Contact Center.

B5.2 Enroliment Term
Eligible Persons that elect to become Active Participants shall receive Credit Monitoring/Identity
Theft Monitoring and Alerts/Notifications for o period of one (1) year. The Participating Entity
may elect to provide Active Participants services for additional period(s) of not less than one {1}
year each.

Protect the Eligible Persons to the Furthest Extent Possible

Our identity protection platform provided by our second long-term subcentractor and partner,
CSID, provides the most comprehensive suite of monitoring services available in the industry -
coupling credit data from all three credit reporting agencies (Equifax, TransUnion, and Experian)
with a full set of identity monitoring services purpose built to address the areas where individuals
experience some of the most damaging aspects of identity theft.

B5.3 Credit Monitoring
The Contractor must provide daily monitoring of one (1} or three {3) of the three {3) major credit
bureaus, depending on the level of services elected by the Participating Entity. Controctor must
maonitor for activity including, but not limited to, new lines of credit ond credit inguiries.
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Per the FTC, less than 17% of identity theft would ever show up on a credit report. As aresult,
credit monitoring is important, but it is not the keystone to identity protection. In our platform, we
provide complete credit monitoring and credit reports from one or all three national credit-
reporting agencies. Individuals enrolling in the service will have their reports made available and
monitoring activated upon enrollment in the protection service. Alerts are delivered within 24
hours of being reported and the individual will have to authenticate in order to access any
protected information from their credit file,

B5.4 identity Theft Monitoring
The Contractor must provide monitoring designed to detect theft of an Active Participant'’s
identity. Exomples of such monitoring include, but are not limited to: monitoring of new
accounts, public records, address changes, non-credit/poyday loons, and sconning of
underground/black market websites for use of Pll.

Suite of Services Provided for Monitoring an Enrolled Individual

+ Credit Report and Monitoring: Includes monitoring of all three credit bureaus for credit
inquires, delinquencies, judgments and liens, bankruptcies, new loans and more, as well as a tri-
bureau credit report to review all existing accounts for the possible existence of historical misuse of
the individual's credit.

» CyberAgent® Internet Surveillance: Dark Web monitoring of underground websites, chat
rooms and malware, 24/7 to identify trading or selling of your personal information, like SSN's,
bank accounts, email addresses, medical 1D numbers, driver's license numbers, passpert numbers,
credit and debit cards, phone numbers, and other unique identifiers

» PayDay Loan Monitoring: Monitor short-term, high-interest payday loans that do not require
credit inquiries to alert an individual if any of these quick cash loans have been taken out in their
name.

» Bank Account Takeover Watch: Monitors if a bank account has been opened using your
personal information, and if changes have been made to your existing accounts.

+ Credit Card Application Flagging: Credit cards are among the most commonly targeted
accounts by identity thieves. Monitors if your personal information has been used to open or apply
for a new credit card account.

= Court, Criminal, and Probation Records Monitoring: Monitor Court, Criminal, and Probation
Records to alerting an individual to any Court Records associated with their identity.

« Arrest and Bookings Alerts: Monitor for criminal arrests and bookings reported by law
enforcement that match an individual's identity.

» Change of Address Monitoring: Monitor the National Change of Address database to alert an
individual if someone has rerouted their mail

» Social Security Number Trace: Monitor public record databases and credit header files to alert
an individual to any names, aliases and addresses associated with their identity

« Sex Offender Monitoring: Monitor the sex offender registries to alert an individual if a Sex
Offender has falsely registered using their personal information including name and address

The point is that these products actually work. The statistics from the OPM "Employee Records”
breach illustrate the value of comprehensive identity monitoring as there were more than 200%
more identity alerts than credit alerts in the first month of the OPM breach response program going

live. Specific examples include:
e
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» 123,365 CyberAgent alerts on compromised ID credentials
+ 59,546 Credit Monitoring alerts, most of which were not identity theft (e.g. the

individual was being alerted to activity that was actually them)
= 1,569 Change of Address alerts
* 970 Court Records alerts
= 420 Payday Loan alerts

To further the point, our CyberAgent monitoring product is proactively identifying compromised
information for Participating Entity personnel every day. This is the category of information that
individuals (and agencies) would want to know to mitigate risks to themselves and their employers
as this is very often the vector of attack for many of the breach incidents both in public and private
sector.

BS5.5 Alerts/Notifications
The Controctor must provide alerts/notificotions to Active Porticiponts related to anomalous or
suspicious activitles identified by the Contractor through Contractor’s Credit Monitoring ond
identity Theft Monitoring. Contractor must notify Active Participants vio the notification method
identified by the Active Participant within twelve (12) hours or less of identifying the activity.

Alerts are delivered within 24-hours of our receiving data that includes indications of suspicious
activities.

In order to safeguard sensitive personal information, CSID limits the amount of information disclosed in
the actual emailed alert itself. The cantent contains the type of alert (Credit, CyberAgent, etc.), brief
content on why the Individual is receiving the alert, a link to login to the portal, the emall address of
CSID support, and the phone number of CSID support. We have included a screen shot of an example
credit alert in Exhibit J.

CSID includes assessments of threat level in its alerts via the severity of messaging included in the alert.
Our product roadmap includes plans to augment our notifications with severity indicators,

Each alert suggests that the enrolled individual logs in to the portal, at which point more granular “alert
actions” are suggested.

CSID is capable of delivering alerts via email, which is the most common and preferred method of
notifications our various clients have used.

BS5.6 Identity Theft Restoration Assistance

B5.6.1 The Contractor must provide identity Theft Restoration Assistance to any Active Participant who
becomes o victim of identity theft while enrolled in Credit Monitoring/identity Theft Monitoring
services, even if the identity theft is not discovered until after the Credit Monitoring/identity
Theft Monitoring services have expired,

CSID will provide a certified identity theft restoration specialist to all eligible individuals affected by a
breach event, regardless of whether they explicitly enroll in a proactive identity monitoring service. For

individuals who become a victim of identity theRt, CSID provides a full-service team of Certified Identity
b . _____________________________________ ]
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Theft Restoration Management Specialists to restore the affected individual's identity to a pre-victim
status. In order to initiate the restoration service, the affected individual will either call the Members
Services phone number provided in the portal, or the affected individual will email the dedicated
Member Services support email address that is also provided within the porta).

B5.6.2 At o minimum, the Contractor must:

B5.6.2.1 Provide occess to a contact center available 24x7, every day of the year, that can provide
identity theft resolution customer care services. Individuals staffing this contact center must be
trained and experienced in assisting customers with understanding their credit reports and
restoring their credit; automated responses will not sotisfy this requirement.

Our identity theft restoration specialists are Fair Credit Reporting Act (FCRA) certified and Fair and
Accurate Credit Transactions Act {FCTA) certified by the Consumer Data Industry Association, They
are also certified by The Institute of Fraud Risk Management as Certified Identity Theft Risk
Management Specialist. it's important to note that these highly skilled specialists have expertise in
working a wide variety of different case types. As mentioned, identity theft occurs in a number of
areas outside of an individual’s credit file. This team is very tenured working cases with banking
institutions, the IRS, local and state governments, utility companies, pay day loan institutions, and
all three credit bureaus. In addition to the skill of our member services representatives, our
Director of Member Services is a Certified Call Center Professional from Purdue University's College
of Call Center Excellence.

B5.6.2.2 Review occurrences of identity theft ond provide an initiol course of action within
forty-eight (48} hours of the report of the occurrence.

All Identity Restoration cases are initiated within 15 minutes of being reported to our Member
Services team via email, web chat, or US mail, and typically initiated immediately when begun over
the phone. We understand the importance of speed when it comes to initiating Identity Restoration
cases, but our focus on speed will never diminish our overall standards of customer service. While
many other providers of Identity Theft Restoration services in the industry rely on automated
responses and scripted messaging to both initiate and carry forward restoration cases, we will
always have a dedicated Restoration Specialist assigned to an identity theft victim within the
timeframe described above.

B5.6.2.3Provide one-on-one counseling to ossist Active Participants with resolving any identity theft
problems, such os contacting the Active Participant’s creditors and others in order to resolve the
identity theft problem on the Active Participant’s behalf.

CSID will provide a certified identity theft restoration specialist to all eligible individuals affected by a
breach event, regardless of whether they explicitly enroll in a proactive identity monitoring service. For
individuals who become a victim of identity theft, CSID provides a full-service team of Certified Identity
Theft Restoration Management Specialists to restore the affected individual's identity to a pre-victim
status. In order to initiate the restoration service, the affected individual will either call the Members
Services phone number provided in the portal, or the affected individual will email the dedicated
Member Services support email address that is also provided within the portal.

L — — _— _ __ ___ ____ ___ _  ________________________________________
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Full-Service Identity Restoration is provided to both adults and minors. Full-Service is defined by the
means in which we offloead the work of restoring the identity for the individual through the use of a
Limited Power of Attorney (LPOA) and an FTC Affidavit. In our program, a Certified Identity Theft
Restoration Management Specialist works on the individual's behalf using a Limited Power of Attorney
{LPOA) and an FTC Affidavit. Using these two tools fundamentally changes the outcome of identity theft
for the affected individual by allowing a highly skilled specialist work on restoring their identity without
the need for the individual to be directly involved. Instead of spending literally hundreds of hours of
their own time, the affected individual is getting no less than weekly updates on their case and the
peace of mind of knowing that their case is being worked better than they could do themselves

B5.6.3 Controctor must continue providing restorotion ossistance until Contructor ond Active
Farticipont aogree thot the identity theft issues have been resolved or the Contractor hos
exhausted the 51,000,000.00 insurance policy {see Paragraph B5.7).

Identity theft insurance provided under policies issued to CSID offers reimbursement up to 51m with SO
deductible for expenses associated with identity theft. Financial reimbursement covers these costs and
more;

= |ost wages or income

s Attorney and legal fees

» Expenses incurred for refiling of loans, grants and cther lines of credit

» Costs of childcare and/or elderly care incurred as a result of identity restoration

Coverage is subject to the conditions and exclusions in the Terms and Conditions in all states, except NY
and MN. In NY and MN, coverage is subject to the conditions and exclusions contained in the Certificate
of Insurance. Coverage is provided to residents of the United States and Puerto Rico.

We have investigated over 10,000 identity theft cases and are proud to report a 100% resolution rate.

Full Service |dentity Theft Restoration Workflow

e —————
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Full Service Identity Theft Restoration Case Study:

Certified Identity Restoration Specialist: Rose

Case Type: Credit & Bank Fraud

CASE OVERVIEW: Member had a car loan opened for $30,000 as well as a credit card with
Navy Federal Credit Union. In working the member's case we also discovered that the member
had several other accounts in his name that were opened fraudulently as well as muitiple
credit inquiries

CASE DETAILS: Member was made aware of an auto loan opened in his name with Navy
Federal Credit Union. Upon calling them, we discovered that there was also a checking, savings
and credit card account opened with a credit limit of $17,500 opened fraudulently. The
member was enrolled into our credit monitoring services and in viewing a copy of his credit
reports several, additional fraudulent inquiries were found. The member was also made
aware of an account with Crest Financial coming out of his PNC Account. Our Identity
Restoration Specialist was able to work all of the fraudulent accounts to completion on the
individual’s behalf using a Limited Power of Attorney (LPOA) and an FTC Affidavit
OUTCOME: Our restoration specialist was able to get all accounts closed and cleared as fraud
and all the fraudulent inquiries were removed off the credit reports.

RESOLUTION: The Case is closed and resolved in members favor.

e _______.]
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B6

CUSTOMER SERVICE

B6.1 The Contractor must provide the highest quality of custorer service to each Eligible Person and
Active Participant. All customer service representatives must treat olf Eligible Persons and Active
Participants with respect and offer assistance in resolving any issues, concerns, or complaints.

ID Experts monitors several performance statistics real time and daily.
These stats include:

Service Levels, Adherence to Schedules, Utilization, Handle Times, and Wrap-UpTime of
Eligible Persons . We also live monitor and remote monitor phone agent interactions daily to
assure conformance to our quality standards. All calls are monitored or recorded for quality
assurance. Qur primary measurement is customer satisfaction surveys. We send one to each
Active Participant after every Active Participant contact. Minimum objective is a 4.7 out of 5
rating in 5 different areas. Our SLA’s will as agreed upon by ID Experts and the Participating
Entity. However, our goal is to answer 80% of all calls within 30 seconds or less. We monitor
several performance statistics real time and daily which can be provided to each Participating
Entity.

These statsinclude:

= Service Levels

= Adherence to Schedules

= Agent Utilization

= Handle Times

=  Wrap-Up Specifics and Time

Professionalism, Helpfulness, Overall Satisfaction and Likelihood to Recommend our
Service. In addition to observing calls we check a percentage of records for each
customer service agent for accuracy and report error rates monthly for experienced reps
and weekly for new hires

.
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B7

B6.2 If the customer service representative cannot adequately address the concerns
of an Eligible Person or Active Participant, the concern must be elevated
according to the agreed-upon Service Level Agreement.

Once ID Experts and the client have a jointly created project plan they will begin the notification process
within 5 days from reciveding encrypted fite from the Particiapting Entity. ID Experts Porject Coordinator
will collaborate with the client to construct notification letter, identify specific FAQs (frequently asked
questions) that are unique to the particular breach, appropriate escalation processes, verbiage for the
voice response unit {VRU), launch timeframe, service offerings, etc. The project plan generally allows
(with the starting date when the agreement is signed) five days for thase deliverables to be completed.

B6.3 Contractor must, ot 0 minimum, provide the following:
B5.3.1 Resources to assist Eligible Persons ond Active Participants in @ manner consistent with
the agreed-upon SLA; and

86.3.2 Support centers and customer support personnel located within the United States.

ID Experts is prepared to assist Eligible Person and Active Participants as agreed in SLA with each
Participating Entity.

SECURITY OF INFORMATION

B7.1 The Contractor must hove security measures in place to ensure that information regarding
Eligible Persons and Active Participants will not be compromised through a breach of the Contractor’s
system.

B7.2 The Contractor must notify the Participating Entity of any suspected or octual breach of the
Participating Entity’s or Active Participants’ data immediately upon discovery.

B7.3 Al information regarding Eligible Persons ond Active Porticipants, whether obtained from the
Participating Entity, from Eligible Persons, or through performonce of the services under the Master
Agreement, must be kept confidential ond secure in 0 manner thot meets or exceeds the AICPA SOC2
stondards, avoilable at:

http.//www.aicpo.org/interestoreas/frc/ossuranceadvisoryservices/poges/aicpasoc2report. aspx. The

Contractor must be able to provide the Lead State with the results of the SOC2 type 2 or equivalent audit
of its development and operational practices, conducted within the lost two (2) yeors and including oll
management comments and plans to correct identified deficiencies. If the Contractor has not yet
completed a 50C2 type 2 or equivalent audit, the Contractor must inform the Lead State of the daote
when the results will be provided, not more than six (6) months following Contract award. The
Contractor must continue to complete SOC2 type 2 or equivalent audits ot least one (1) time every two
{2} vears throughout the term of the Maoster Agreement.

B7.4  Upon the expiration of the Enrollment Term between Contractor and an Active Participant, the
Contractor must dispose of all of the Active Participont’s infermation by o secure method.
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B7.5 Controctor shall not sell, use, or share such informaotion for any purpose except in providing
services under the Master Agreement

ID Experts does not sell, use or share information about Active Participants. Once the active participant
relationship has ended their information will be disposed of with commonly accepted commercial
practices.

Detailed IT System Security Plan
Our technology platform has serviced more than 1,000 breach events including many of the largest,
most complex, and most sensitive incidents in the world.

There are three fundamental reasons our platform can perform at the level required for this breach
event,

1) Raw scalability, performance, and availability

2) Flexibility to deliver unique requirements

3) Unparalleled transparency and reporting

Qur platform is proven to scale in productign (not contrived laboratory scenarios) to more than
15,000 concurrent users and full-scale enrollment of hundreds of thousands of individuals per day.
The software stack involved and hardware has just been upgraded and over the past series of
months has been creating a dedicated instance of our platform for just this type of use case to
accommodate massive scale independent of demands of any other Participating Entity.
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The flexibility of our system is unparalleled in this industry. The platform provided by our
subcontractor, CSID, is the underlying technology for nearly every identity protection product in
the market today, including B out of the top 10 in the most recent 2015 Javelin Research report.
Flexibility matters in this program in addressing the unique characteristics of the information
exposed, the types of individuals affected, and the communication channels through which
Participating Entity intends to operate.

Three primary examples of our flexibility being key to address the unique characteristics of this
response:

2) Rapid Launch of All Credit and identity Monitoring Services

We have at the ready a platform that is purpose-built to be rapidly configured with any bundle of
protection services for both adults and children. This turnkey approach allows configuration tools
to drive the deployment vs. coding. Our Participating Entity services team can deliver the entire
solution on a rapid timeframe, including unique content, constructs, and reporting requirements
within days of an award. The result for Participating Entity is the fastest time to issuing
notifications as there is clear certainty of the availability of the protection product being provided
and a reduction in the time from award to first notification.

_— e ———————— e
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3} Direct Monitoring of SF86 Information.

Qur platform provides the ability to present a clear and optimized monitoring service for the
information captured in the SFB6 form. Users can have the ability to manage their monitoring
directly in line with the context of the information that was exposed, providing them piece of mind,
simplicity, and a clear match between the identity manitoring services being provided with the
information exposed in this incident.

Below are the categories of information that affected individuals will have a direct interestin
protecting on an ongoing basis:

Applicant: Address References (multiple):  Military History (multiple):
» SSN s Reference name ¢ Military 1D (including
Passport number » Telephone number non-US service)
(including non-US e Daytime phone number
issued passports) o Mobile phone number  Ecople You Know Well
» Driver's license number « Email address {multiple):
e  Work email address e Contact name
e Personal email address i eference ¢ Email address
» Work phone number {multiple): ¢ Telephone number
(including international o Reference name * Mobile phone number
numbers) + Telephone number
s Home phone number s Email address
(including international
numbers) Employment References
= Mobile phone number  [multiple);
(including international e Supervisor name
numbers) e Supervisor phone
number
s Supervisor email
address
multiple): Contact name e Account Number
¢ Contact name = Passport Number
= 5SSN ¢+ GovernmentID
¢ Email address Number
* Telephone number

Our platform can be configured to layout identity monitoring to specifically capture these
individual elements in context for the incident, the information that was exposed, and the manner
in which it was solicited from the affected individual.

e ——————e e
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REPORTING

BB8.1 Monthly Usage Reports
The Controctor must provide monthly usoge reports to Porticipating Entities that have octivated
services. Usage reports must contain the following information:
88.1.1 Number of Active Participonts [including type of service);
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B8.1.2 Aggregate count of Active Participants;
B8.1.3 Number of credit monitoring alerts issued by type;
B8.1.4 Number of identity theft alerts issued by type;

B8.1.5 Number and types of corrective action{s) taken for identify theft protection ond identity
theft resolution;

B8.1.6 Number of telephone calls from either Eligible Persons or Active Participants (separately
identified) answered by the Contractor’s call centers;

BB.1.7 Average “woit time” experienced by collers before speaking to Contractor’s
representatives; and

88.1.8 Number of identity Theft insurance claims filed by Active Participants.

Flexihility is also a key component of the reporting capabilities of our platform. We provide a full
suite of Business Intelligence reperts through a Business Objects tool. Through this interface we
are able to expose reports on system level performance as well as activity across the individuals
enrolled in the system for monitoring that include details such as hit rate by identity monitoring
service by day/week/month/year, volume of subscribers enrclled, number of logins, pages
accessed, and website analytics on the activities that transpire within the website.

In addition to a full suite of Business Intelligence reparts, we also provide a complete set of RESTful
web services through which individual subscriber level activity can be tracked in the event that
Participating Entity requires that level of granularity and interface into existing user management
or workforce systems,

Compliance and Operations Management
Our team, platform, and process meets and largely exceeds the technology and operations
requirements of Participating Entity in this RFQ.

The delivery of the credit monitoring and identity theft protection services is 508 compliant
through equivalent facilitation and exceptions to ensure the utmost in service, coverage, protection,
and ease of enrollment by individuals. The protection and alerting features to which an individual
subscribes is intentionally comprised of both live operator telephone call center and web browser
enabled features. The key features of notification and reporting of the user as to credit and non-
credit monitoring are text-based and interoperable with Assistive Technologies such as screen
readers, and all users (especially those with disabilities) have dual means to set up an account and
to receive/retrieve any reporis or other notifications as to credit monitoring, We invoke additional
servicing features to support 508 requirements in order to provide an enhanced user experience
while taking additional preactive notification steps for these users to ensure that alerts are
delivered, accessible, and any resolution actions are directly accessible.

Operate at the Lowest Cost to Participating Entity
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Our team presents the lowest cost, highest quality solution to Participating Entity for the provision
of services under this RFQ and related Task Order. The key to unlocking the price points achieved
in this proposal is direct ownership and control over the technology platform and identity
monitoring services.

In ajuly 16, 2015 article, - limen ] ity Pr i ices: Reall
Benefit Consumers?, Al Pascual, Direct of Fraud & Security with Javelin Research recently described
the issue with mismatched risk and coverage, directly addressing post-breach identity theft
protection weighted too heavily on credit monitoring:

“The biggest problem with the mass issuance of identity protection services is the mismatch of risk
and coverage,” said Al Pascual, Director of Fraud & Security, JAVELIN. “"For example, we have seen
countless breach victims being offered solutions that rely heavily on credit monitoring, even though
it may not have been appropriate or effective based on the type of data compromised".

The industry as a whole is moving past basic credit monitoring, which can be obtained for free
through companies like Credit Karma or Credit Sesame, to more robust identity monitoring
products. These fully featured identity monitoring products alert individuals to uses of their
identity in a much broader capacity. The services outlined in the earlier section of this narrative
show some of the context for the breadth of monitoring available from our platform. Simply put,
since we have full control and/or ownership over the services provided for the full features of
identity monitoring we can achieve a price point otherwise not addressable for this type of
deployment.

Notifications

Our understanding is that Participating Entity will be issuing the notifications directly to the affected
individuals. As a result, it is critical to synchronize the notification schedule, content of
communications, and call center servicing support into a cohesive plan to ensure clarity,
consistency, and resource availability to fulfill all aspects of each channel for communication.

Below is a draft of an anticipated implementation schedule, understanding that there is urgency in
the timing for distribution of notifications.

== ===
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Below are the is an example of the call center training and staffing plan used in breach of 21.5M
effected individuals notification schedule. Call center staff counts are of trained and available
Member Services representatives.

Week 1-7 Agents Peak
Monday-Friday 8am-Bpm 500 625
Monday-Friday 8pm-8am 60 75
Sat-Sun Bam-8pm 100 125
Sat-Sun 8pm-8am 45 56.25
Total Cost

Week 8-26 Agents

Monday-Friday 8am-8pm 80 100
Monday-Friday 8pm-8am 20 25
Sat-5un 8am-8pm 40 50
Sat-Sun 8pm-8am 15 18.75
Week 27-52 Agents

Monday - Saturday 8am-8pm | 40 | [ 50 I

Project Engagement and Ongoing Support Process:
Direct Engagement with Participating Entity Personnel

» Kickoff call or onsite at Participating Entity within hours from Award (for larger breaches
we recommend this be an onsite in person meeting)

» Initial meeting to discuss Press Management and Communications, including coordination
of inbound and outbound press and leverage of existing communications resources within
the Participating Entity..

s ldentification of single point of contact to serve as the voice for Participating Entity in
relation to the response to this program. Our team will provide a matching contact to serve
as a single point of contact for the team for all press related activities.

Fundamentally Unique Team with Skillsets to Deliver at This Scale

s Senior Project Coordinator: Experience leading Breach response programs with multi-
million individuals affected, former military including TSSC), VRK clearances, given direct
authority by Board for priority access to Engineering and Member Services resources.

= Technical Solutions Engineer: Computer Science Degree / DBA, direct technical
development and deployment experience, direct understanding of technical architecture
and system operations, hands ability to troubleshoot and retrieve live performance data.

o Director of Member Services: Degree from Purdue University and The College of Call Center
Excellence, 20+ years of experience in large scale, multi-site call center operations.

e Member Services Training Lead: More than five years of experience with the product and
servicing operations, train the trainer lead including onsite training, and site level training
for new center onboarding.

_— - —————  — ——————+
RFP16000145 Data Breach and Credit Monitoring Services Page 49
iD Experts™ - Copyright 2015 Proprietary and Conlideniial



@ experts’
Master Agreement - Attachment 2 - Redacted

» IT Operations Lead: Direct oversight and access to system management information and
protocols, sits on the Architecture Committee with the CTO.

» Business Intelligence Analyst: Hands on access and system level control over business
reporting and the data warehouse, ability to customize reports and generate ad-hoc reports
per Government request.

Project Coordination and Defined Meeting Schedule
o Daily or weekly depending on the size of the breach status calls starting from Triggering

Event occurrence

Project meetings during the Notification window

Internal meetings
o Daily team internal standup meetings with Member Services, Network Operations

and Data Operations

o Bi-weekly Executive status meetings
o Ad-hoc meetings as needed

B8.2 Ad Hoc Reporting
Upon request by the Particlpating Entity, the Contractor must provide ad hor reporting. Unless
prohibited by law, requested dota moy include, but not be limited to: names, addresses, and
email addresses of Active Participants.

B8.3 Al reports must be submitted in a format acceptable to the Participating Entity.
Reporting per Participating Entity Specifications. Examples include:
o Member Services
o Enrollments
o Emaildata
o Adhoc
e Defined Escalation Procedures
¢ Hands-on, Executive level engagement
» Troubleshooting assistance for special tasks

=== === """ = =
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Operations and Reporting

We will provide all reports as required by Participating Entity. These reports may include:
performance and metrics on the Website Services and Services Provided to the Eligible Persons.
Our partner CSID have included examples of their restoration reporting report below.

Example: Services Provided Report

This report details the various types of identity restoration cases that have been opened
and the amount of time spent working the cases. This report will be made available twice

daily.
Restoration Case Completion Averages

Average Campletion per Case Type

500 |
{
£ 400 ——
s |
.
g 300 |
$ 200 |
i
100 FE
a . ; .
Cregig - | SO0 | Croglit - oot | Credl - Cood~ | check: | Bank: S
b Fraud/ [Unauth. | Utilites Criminal] (RS
2ccount ﬂ:f:uﬂl lﬁt:l!ﬂ'l Iﬁ:uﬂf ECC:UFI‘ a:::unl Fargery Charges Loans
WAvE. WorkingMinutes| 122 | 189 | 252 | 322 | 412 | 533 | 223 | a57 ! o5 | aas | 3s8 | 186
HAvg. Phone Min, 62 | 118 | 176 | 241 | 323 | 429 | 3157 | 126 | 67 | 253 | 30 | 112
i Avi. Offline Min, 60 n 6 81 89 | 104 | &5 31 28 | 152 | 218 74
® Avg. Days Open 6 | 785 | 84 89 93 58 50 | 715 | S8 | 1333 | 274 71

- e .. ___]
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BS.7.2 Coverage for at least the following losses which result salely from the theft of the individual's
identity:

B5.7.2.1 Costs ossocigted with re-filing applications for loans, grants, etc, that were denied
because of the identity theft;

B5.7.2.2  Costs for notarizing offidavits, long-distance calls, and postage required to restore
the individual’s identity; and

B5.7.2.3  Costs for six {6] credit reports within the twelve (12) months following the theft.

B5.7.24  Lost wages resulting from the need to take time off from work in order to engage in
identity restoration octivities. Lost wages includes reimbursement of paid time off
{e.q. vocation, annual leave, etc.) taken for the purpose of engaging in identity
restoration activities.

B5.7.2.5 Legal Fees incurred in the defense of a civil suit ogainst the Active Participant for
non-payment which suit resulted from the identity theft, or for removal of o
judgment against the Active Participont that resulted from the identity theft.

{dentity theft insurance provided under policies issued to CSID offers reimbursement up to 51m with 50
deductible for expenses associated with identity theft. Financial reimbursement covers these costs and
maore:

» Lost wages or income

» Attorney and legal fees

» Expenses incurred for refiling of loans, grants and other lines of credit

» Costs of childcare and/or elderly care incurred as a result of identity restoration

Coverage is subject ta the conditions and exclusions in the Terms and Conditions in all states, except NY
and MN. In NY and MN, coverage is subject to the conditions and exclusions contained in the Certificate
of Insurance. Coverage is provided to residents of the United States and Puerto Rico.

There are five steps an active participant must follow to initiate an insurance claim:
10. The Active Participant contacts CSID by calling the support line provided in the breach portal.
11. CSID collects information on active participant, including:
12. First Name
13, Last Name
14. CSiD Member ID
15. Encollment Date
16. CSID initiates a warm transfer to our dedicated insurance claim line.
17. Insurance company completes claim.
18. Insurance company returns claim decision to CSID. Insurance provider may confirm identity
restoration case is in effect to resolve the issue which resulted in the insurance claim,

e e s
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EXHIBIT C— NASPO VALUEPOINT MASTER AGREEMENT TERMIS AND CONDITIONS
RFP16000145 Data Breach and Credit Monitoring Services

NASPO

ValuePoint

1. Master Agreement Order of Precedence
a. Any Order placed under this Master Agreement shall consist of the following documents:

(1) A Participating Entity’s Participating Addendum ("PA");
{2) NASPO ValuePoint Master Agreement;

{3) A Purchase Order issued against the Master Agreement;
{4) The RFP, including all Exhibits and Amendments; and
{(5) Contractor’s response to the Salicitation,

b. These documents shall be read to be consistent and complementary. Any conflict among these
documents shall be resolved by giving priority to these documents in the order listed above. Contractor
terms and conditions that apply to this Master Agreement are only those that are expressly accepted by
the Lead State and must be in writing and attached to this Master Agreement as an Exhibit or
Attachment.

2, Definitions
Acceptance means a written notice from a Purchasing Entity to Contractor advising Contractor that the
Product has passed its Acceptance Testing. Acceptance of a Product for which acceptance testing Is not
required shall occur following the completion of delivery, installation, if required, and a reasonable time
far inspection of the Product, unless the Purchasing Entity provides a written notice of rejection to
Contractor,

Acceptance Testing means the process for ascertaining that the Product meets the standards set forth
in the section titled Standard of Performance and Acceptance, prior to Acceptance by the Purchasing
Entity.

Contractor means the person or entity delivering Products or performing services under the terms and
conditions set forth in this Master Agreement.

Intelectual Property means any and all patents, copyrights, service marks, trademarks, trade secrets,
trade names, patentable inventions, or other similar proprietary rights, in tangible or intangible form,
and all rights, title, and interest therein.

Lead State imeans the State centrally administering any resulting Master Agreement(s).
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Master Agreement means the underlying agreement executed by and between the Lead State, acting on
behalf of the NASPO ValuePoint program, and the Coniractor, as now or hereafter amended.

NASPO ValuePoint Is the NASPO Cooperative Purchasing Organization LLC, doing business as NASPO
ValuePaint, a 501(c)(3) limited liability company that is a subsidiary organization of the National
Association of State Procurement Officials (NASPO), the sole member of NASPO ValuePoint, NASPO
ValuePoint facilitates administration of the NASPO cooperative group contracting consartium of state
chief procurement officials for the benefit of state departments, institutions, agencies, and political
subdivisions and other eligible entities (i.e., colleges, school districts, counties, cities, some nonprofit
organizations, etc.) for all states and the District of Columbia. NASPO ValuePcint is identified in the
Master Agreement as the recipient of reports and may perform contract administration functions
relating to callecting and receiving reports as well as other contract administration functions as assigned
by the Lead State.

Order or Purchase Order means any purchase order, sales order, contract or other document used by a
Purchasing Entity to order the Products {as defined below to include services).

Participating Addendum means a bilateral agreement executed by a Contractor and a Participating
Entity incorporating this Master Agreement and any other additional Participating Entity specific
language or other requirements, e.g. ordering procedures specific to the Participating Entity, other
terms and conditions.

Participating Entity means a state, or other legal entity, properly authorized to enter into a Participating
Addendum.

Participating State means a state, the District of Columbia, or one of the territories of the United States
that is listed in the Request for Proposal as intending to participate. Upon execution of the Participating
Addendum, a Participating State becomes a Participating Entity; however, a Participating State listed in
the Request for Proposals is not required to later participate in the Master Agreement

Product means any equipment, software {including embedded software), documentation, service or
other deliverable supplied or created by the Contractor pursuant to this Master Agreement. The term
Products, supplies and services, and products and services are used interchangeably in these terms and
conditions.

Purchasing Entity means a state, city, county, district, other political subdivision of a State, and a
nonprofit organization under the laws of some states if autharized by a Participating Addendum, who
issues a Purchase Order against the Master Agreement and bacomes financially committed to the
purchase.

3. Term of the Maoster Agreement
The initial term of this Master Agreement is for two {2) years. This Master Agreement may be extended
beyond the original contract period for three (3) additional renewal periods of one (1) year each at the
Lead State’s discretion and by mutual written agreement and upon review of requirements of
participating Entities, current market conditions, and Contractor performance.
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4. Amendments
The terms of this Master Agreement shall not be waived, altered, madified, supplemented or amended
in any manner whatsoever without prior written approval of the Lead State. The Lead State may issue
unilateral amendment to the Master Agreement to make administrative changes, when necessary.

5. Assignment/Subcontrocts
a. Contractor shall not assign, sell, transfer, subcontract or sublet rights, or delegate responsibilities
under this Master Agreement, in whole or in part, without the prior written approval of the Lead State.

b. The Lead State reserves the right to assign any rights or duties, including written assignment of
contract administration duties to NASPO Cooperative Purchasing Organization LLC, doing business as
NASPD ValuePoint.

&. Price and Rate Guarantee Period
All prices and rates must be guaranteed for the initial term of the Master Agreement. Following the
initial Master Agreement period, any request for price or rate adjustment must be for an equal
guarantee period, and must be made at least one-hundred-twenty (120) days prior to the effective date.
Requests for price or rate adjustment must include sufficient documentation supporting the request.
Any adjustment or amendment ta the Master Agreament shall not be effective unless approved by the
Lead State. No retroactive adjustments to prices or rates will be allowed.

7. Cancellation
Unless atherwise stated, this Master Agreement may be canceled by the Lead State upon 60 days
written notice prior to the effective date of the cancellation. Further, any Participating Entity may
cancel its participation upon 30 days written notice, unless otherwise limited or stated in the
Participating Addendum. Cancellation may be in whole orin part. Any cancellation under this provision
shall not affect the rights and obligations attending orders outstanding at the time of cancellation,
including any right of a Purchasing Entity to indemnification by the Contractor, rights of payment for
Products delivered and accepted, and rights attending any warranty ar default in performance in
association with any Order. Cancellation of the Master Agreement due to Contractor default may be
immediate.

&. Confidentliality, Non-Disclosure, and Injunctive Relief
a. Confidentiality. Contractor acknowledges that it and its employees or agents may, in the course of
providing a Product under this Master Agreement, be exposed to or acquire information that is
confidential to Purchasing Entity or Purchasing Entity’s Participating Entity’s. Any and all information of
any form that is marked as confidentizl or would by its nature be deemed confidential obtained by
Contractor or its employees or agents in the performance of this Master Agreement, including, but not
necessarily limited to (1) any Purchasing Entity's records, [2) personnel records, and (3) information
concerning individuzls, is confidential information of Purchasing Entity ("Confidential Information”). Any
reports or other documents or items (including software) that result from the use of the Confidential
Information by Contractor shall be treated in the same manner as the Confidential Information.
Confidential Information does not include information that (1) is or becomes (other than by disclosure
by Contractor) publicly known; (2) is furnished by Purchasing Entity to others without restrictions similar
to those imposed by this Master Agreement; (3) is rightfully in Contractor’s possession without the
obligation of nondisclesure prior to the time of its disclosure under this Master Agreement; (4) is
b ]
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obtained from a source other than Purchasing Entity without the obligation of confidentiality, {5) is
disclosed with the written consent of Purchasing Entity or; (6} is independently developed by
employees, agents or subcentractors of Contractor who can be shown to have had no access to the
Confidential Information.

b. Non-Disclosure. Contractor shall held Confidential Information in confidence, using at least the
industry standard of confidentiality, and shall not copy, reproduce, sell, assign, license, market, transfer
or otherwise dispose of, give, or disclose Confidential Information to third parties or use Confidential
Information for any purposes whatsoever other than what is necessary to the performance af Orders
placed under this Master Agreement. Contractor shall advise each of its employees and agents of their
cbligations to keep Confidential Information confidential. Contractor shall use commercially reasonable
efforts to assist Purchasing Entity in identifying and preventing any unauthorized use or disclosure of
any Confidential Information. Without limiting the generality of the foregoing, Contractor shall advise
Purchasing Entity, applicable Participating Entity, and the Lead State immediately if Contractor iearns or
has reason to believe that any person who has had access to Confidential information has viclated or
intends to violate the terms of this Master Agreement, and Contractor shall at its expense cooperate
with Purchasing Entity in seeking injunctive or other equitable relief in the name of Purchasing Entity or
Contractor against any such person. Except as directed by Purchasing Entity, Contractor will not at any
time during or after the term of this Master Agreement disclose, directly or indirectly, any Confidential
information to any person, except in accordance with this Master Agreement, and that upon
termination of this Master Agreement or at Purchasing Entity’s request, Contractor shall turn over to
Purchasing Entity all documents, papers, and other matter in Contractor’s possession that embody
Confidential Information. Notwithstanding the foregoing, Contractor may keep one copy of such
Confidential information necessary for quality assurance, audits and evidence of the performance of this
Master Agreement,

¢. injunctive Relief. Contractor acknowledges that breach of this section, including disclosure of any
Confidential Information, will cause irreparable injury to Purchasing Entity that is inadequately
compensable in damages. Accordingly, Purchasing Entity may seek and obtain injunctive relief against
the breach or threatened breach of the foregoing undertakings, in addition to any other legal remedies
that may be available. Contractor acknowledges and agreas that the covenants contained herein are
necessary for the protection of the legitimate business interests of Purchasing Entity and are reasonable
in scope and content.

d. Purchasing Entity Law. These provisions shall be applicable only to extent they are not in conflict with
the applicable public disclosure laws of any Purchasing Entity.

9. Right to Publish
Throughout the duration of this Master Agreement, Contractor must secure from the Lead State prior
approval for the release of any information that pertains to the potential work or activities covered by the
Master Agreement. The Contractor shall not make any representations of NASPO ValuePoint's opinion or
position as to the quality or effectiveness of the services that are the subject of this Master Agreement
without prior written consent. Failure to adhere to this requirement may result in termination of the
Master Agreement for cause,

10. Defaults ond Remedies

=
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a. The occurrence of any of the following events shall be an event of default under this Master
Agreement:

(1) Nonperformance of contractual requirements; or
{2) A material breach of any term or condition of this Master Agreement; or
(3) Any certification, representation or warranty by Contractor in response to the solicitation or in this
Master Agreement that proves to be untrue or materially misleading; or
{4) Institution of proceedings under any bankruptcy, insolvency, reorganization or similar law, by or
against Cantractor, or the appointment of a receiver or similar officer for Contractor or any of its
property, which is not vacated or fully stayed within thirty {30) calendar days after the institution or
occurrence thereof; or
{5) Any default specified in another section of this Master Agreement.

b. Upon the occurrence of an event of default, the Lead State shall issue a written notice of default,
identifying the nature of the default, and providing a period of 15 calendar days in which Contractor
shall have an oppartunity to cure the default. The Lead State shall not be required to provide advance
written notice or a cure period and may immediately terminate this Master Agreement in whole orin
part if the Lead State, in its sole discretion, determines that it is reasonably necessary to preserve public
safety or prevent immediate public crisis. Time allowed for cure shall not diminish or eliminate
Contractor’s liahility for damages, Including liquidated damages to the extent provided for under this
Master Agreement.

c. If Contractor is afforded an opportunity to cure and fails to cure the default within the period
specified in the written notice of default, Contractor shall be in breach of its obligations under this
Master Agreement and the Lead State shall have the right to exercise any or all of the following
remedies:

(1) Exercise any remedy provided by law; and

{2} Terminate this Master Agreement and any related Contracts or portions thereof; and

{3} Impose liquidated damages as provided in this Master Agreement; and

{4) Suspend Contractor from being able to respond to future bid solicitations; and

(5) Suspend Contractor’s performance; and

{6) withhold payment until the default is remedied.

d. Unless other specified in the Participating Addendum, in the event of a default under a Participating
Addendum, a Participating Entity shall provide a written notice of default as described in this section
and have all of the rights and remedies under this paragraph regarding its participation in the Master
Agreement, in addition to those set forth in its Participating Addendum. Unless otherwise specified ina
Purchase Ordar, a Purchasing Entity shall provide written notice of default as described in this section
and have ali of the rights and remedies under this paragraph and any applicable Participating Addendum
with respect to an Order piaced by the Purchasing Entity. Nothing in these Master Agreement Terms
and Conditions shall be construed to limit the rights and remedies available to a Purchasing Entity under
the applicable commercial code.

11, [RESERVED]

12, Changes in Contractor Representation
The Contractor must notify the Lead State of changes in the Contractor’s key administrative personnel, in
- ]
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writing within 10 calendar days of the change. The Lead State reserves the right to approve changes in
key personnel, as identified in the Contractor's proposal. The Contractor agrees to prapose replacement
key personnel having substantially equal or better education, training, and experience as was possessed by
the key person proposed and evaluated in the Contractor's proposal.

13. Force Mgjeure
Neither party to this Master Agreement shail be held responsible for delay or default caused by fire, riot,
acts of God and/or war which is beyond that party’s reasonable control. The Lead State may terminate
this Master Agreement after determining such delay or default will reasonably prevent successful
performance of the Master Agreement.

14. Indemnification
a. Indemnification of the Lead State is governed by Section 12, State of Idaho Standard Coentract Terms
and Conditions. Otherwise, the Contractor shall defend, indemnify and hold harmless NASPO, NASPO
Cooperative Purchasing Organization LLC {doing business as NASPO ValuePoint), Participating Entities
other than the Lead State, and Purchasing Entities, aleng with their officers, agents, and employees as
well as any person or entity far which they may be liable, from and against claims, damages or causes of
action including reasonable attorneys’ fees and related costs for any death, injury, or damage ta
property arising from act(s), error(s), or omission{s) of the Contractor, its employees or subcontractors
or volunteers, at any tier, relating to the performance under the Master Agreement.

b. iIndemnification — Intellectual Property. Indemnification of the Lead State is governed by Section 24,
State of idaho Standard Contract Terms and Conditions. The Contractor shall defend, indemnify and
hold harmless NASPO, NASPO Cooperative Purchasing Organization LLC {doing business as NASPO
ValuePoint), Participating Entities other than the Lead State, Purchasing Entities, along with their
officers, agents, and employees as well as any person or entity for which they may be liable
("Indemnified Party"), from and against claims, damages or causes of action including reasonable
attorneys’ fees and related casts arising out of the claim that the Product or its use, infringes Intellectual
Property rights ("Intallectual Property Claim").

{1) The Contractor’'s obligations under this section shall not extend to any combination of the
Product with any other product, system or method, unless the Product, system or method is:

(a) provided by the Contractor or the Contractor’s subsidiaries or affiliates;
(b) specified by the Contractor to work with the Product; or

{c) reasonably required, in order to use the Product in its intended manner, and the
infringement could not have been avoided by substituting another reasonably available product, system

or method capable of performing the same function; or

(d) It would be reasonably expected to use the Praduct in combination with such product,
system or method.

(2) The Indemnified Party shall notify the Contractor within a reasonable time after receiving
notice of an Intellectual Property Claim. Even if the Indemnified Party fails to provide reasonable notice,
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the Contractor shall not be relieved from its obligations unless the Contractor can demonstrate that it
was prejudiced in defending the Intellectua! Property Claim resulting in increased expenses or loss to the
Contractor. |f the Contractor promiptly and reasonably investigates and defends any Intellectual
Property Claim, it shall have control over the defense and settlement of it. However, the Indemnified
Party must cansent in writing for any money damages or obligations for which it may be responsible.
The Indemnified Party shall furnish, at the Contractor’s reasonable request and expense, information
and assistance necessary for such defense. If the Contractor fails to vigorously pursue the defense or
settlement of the Intellectual Property Claim, the Indemnified Party may assume the defense or
settlement of it and the Contractor shall be liable for all costs and expenses, including reasonable
attorneys’ fees and related costs, incurred by the Indemnified Party in the pursuit of the intellectual
Property Claim. Unless otherwise agreed in writing, this section is not subject to any limitations of
liability in this Master Agreement or in any other document executed in conjunction with this Master
Agreement.

15. Independent Contractor
It is distinctly and particularly understood and agreed between the parties to the Contract that the
Participating Entities do not perform any service under the Master Agreement on behalf of the
Contractor or with the employment of labor or the incurring of expenses by the Contractor. Said
Contractor is an independent cantractor in the performance of each and every part of the Master
Agreement, and solely and personally lizble for all labor, taxes, insurance, required bonding and other
expenses, except as specifically stated herein, and for any and all damages in connection with the
operation of the Master Agreement, whether it may be for personal injuries or damages of any othar
kind. The Contractor shall exonerate, defend, indemnify and hold the Lead State and any Participating
Entity harmless from and against and assume full responsibility for payment of all federal, state and
local taxes or contributions imposed or required under unemployment insurance, social security,
worker's compensation and income tax laws with respect to the Contractor or Contractor's employees
engaged in performance of any Order under the Master Agreement. The Contractor will maintain any
applicable worker’'s compensation insurance as required by law and will provide certificate of same if
requested. There will be no exceptions made to this requirement and failure to provide a certificate of
worker's compensation insurance may, at a Participating Entity’s option, result in termination of the
Master Agreement or in a price adjustment to cover the cost of providing any necessary worker’s
compensation insurance. Participating Entities do not assume liability as an employer.

16. individual Customers
Except to the extent modified by a Participating Addendum, each Purchasing Entity shall follow the
terms and conditions of the Master Agreement and applicable Participating Addendum and will have the
same rights and responsibilities for their purchases as the Lead State has in the Master Agreement,
including but not limited to, any indemnity or right to recover any costs as such right is defined in the
Master Agreement and applicable Participating Addendum for their purchases. Each Purchasing Entity
will be responsible for its own charges, fees, and liabilities. The Contractor will apply the charges and
invoice each Purchasing Entity individually.

17. Insurance
a. These insurance requirement supplement the RFP Exhibit B, section B5.7 requirements for Identity
Theft Insurance. Unless otherwise agreed in a Participating Addendum, Contractor shall, during the
term of this Master Agreement, also maintain in full force and effect, the insurance described in this
- ]
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section. Contractor shall acquire such insurance from an insurance carrier or carriers licensed to
conduct business in each Participating Entity's state and having a rating of A-, Class VIl or better, in the
most recently published edition of Best's Reports. Failure to buy and maintain the required insurance
may result in this Master Agreement’s termination or, at a Participating Entity's option, result in
termination of its Participating Addendum.

b. Except for Professional Liability and Cyber Liability insurance, coverage shall be written on an
accurrence basis. The minimum acceptable limits shall be as indicated below, with no deductibte for
each of the following categories:

(1) Commercial General Liability covering premises operations, independent contractors, products and
completed operations, blanket contractual liability, personal injury {including death), advertising
liability, and property damage, with a timit of not less than 52 million per occurrence/%4 million general
aggregate;

{2) Contractor must comply with any applicable State Workers Compensation and Employers Liabifity
Insurance requirements;

{3) Professional Liability (Errors and Omissions) covering negligent acts, errors or omissions with a limit
of not less than $5 million per claim. Coverage must include twenty-four (24) months of “claims-made”
or “tail coverage” following termination of the Master Agreement.

{4) Cyber Liability covering third-party liability including at least the following expenses: cost of notifying
affected parties, cost of providing credit monitoring to affected parties, cost of public relations
consultants, regulatory compliance costs, costs to pursue indemnity rights, costs to analyze the insured’s
fegal response obligations, costs of defending lawsuits, judgments and settlements, regulatory response
costs, costs of responding to regulatory investigations, and costs of settling regulatory claims, Cyber
Liability coverage must have a limit of not less than $5 million per claim. Coverage must include twenty-
four (24) months of “claims-made” or “tail coverage” following termination of the Master Agreement.

¢. Contractor shall pay premiums on all insurance policies. Such policies shall also reference this Master
Apreement and shall have a condition that they not be revoked by the insurer until thirty (30} calendar
days after notice of intended revocation thereof shall bave been given to Purchasing Entity and
Participating Entity by the Contractor.

d. Prior to commencement of performance, Contractor shall provide to the Lead State a written
endarsement to the Contractor’s ganeral liability insurance policy or other documentary evidence
acceptable to the Lead State that (1) names the Participating States identified in the Request for
Proposal as additional insureds, (2) provides that no material alteration, cancellation, non-renewal, or
expiraticn of the coverage contained in such policy shall have effect unless the named Participating
State has been given at least thirty (30) days prior written notice, and (3) provides that the Contractor's
liability insurance policy shall be primary, with any liability insurance of any Participating State as
secondary and noncontributory. Unless otherwlse agreed in any Participating Addendum, the
Participating Entity’s rights and Contractor’s obligations are the same as those specified in the first
sentence of this subsection. Before performance of any Purchase Order issued after execution of a
Participating Addendum authorizing it, the Contractor shall provide to a Purchasing Entity or
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Participating Entity who requests it the same information described in this subsection.

e. Contractor shall furnish to the Lead State, Participating Entity, and, on request, the Purchasing Entity
copies of certificates of all required insurance within thirty (30) calendar days of the execution of this
Master Agreement, the execution of a Participating Addendum, or the Purchase Order’s effective date
and prior to performing any work. The insurance certificate shall provide the following information: the
name and address of the insured; name, address, telephone number and signature of the authorized
agent; name of the insurance company (authorized to operate in all states); a description of caverage in
detalled standard terminology (including policy periad, pelicy number, limits of liability, exclusions and
endarsements); and an acknowledgment of the requirement for natice of cancellation. Copies of
renewal certificates of all required insurance shall be furnished within thirty (30} days after any renewal
date. These certificates of insurance must expressly indicate compliance with each and every insurance
requirement specified in this section. Failure to provide evidence of coverage may, at sole option of the
Lead State, or any Participating Entity, result in this Master Agreement’s termination or the termination
of any Participating Addendum.

f. Coverage and limits shall not limit Contractor’s liability and obligations under this Master Agreement,
any Participating Addendum, or any Purchase Order.

18. Lows ond Regulations
Any and all Products offered and furnished shall comply fully with all applicable Federal and State laws
and regulations.

18. License of Pre-Existing Intellectual Property
Contractor grants to the Purchasing Entity a nonexclusive, perpetual, rayalty-free, irrevocable, unlimited
license to publish, transiate, repraduce, modify, deliver, perform, display, and dispose of the Intellectual
Property, and its derivatives, used or delivered under this Master Agreement, but not created under it
("Pre-existing Intellectual Property”). The license shall be subject to any third party rights in the Pre-
existing Intellectual Property. Contractor shall obtain, at its own expense, on behalf of the Purchasing
Entity, written consent of the owner for the licensed Pre-existing Intellectual Property.

20. No Waiver of Sovereign Immunity
In no event shall this Master Agreement, any Participating Addendum or any contract or any Purchase
Order issued thereunder, or any act of the Lead State, a Participating Entity, or a Purchasing Entity be a
waiver of any form of defense or immunity, whether sovereign immunity, governmental immunity,
immunity based on the Eleventh Amendment to the Constitution of the United States or otherwise,
from any claim or from the jurisdiction of any court.

This section applies to a claim brought against the Participating State only ta the extent Congress has
appropriately abrogated the Participating State's sovereign immunity and is not consent by the
Participating State to be sued in federal court. This section is also not a waiver by the Participating State
of any form of immunity, including but not limited to sovereign immunity and immunity based on the
Eleventh Amendment to the Constitution of the United States.

21. Ordering
a. Master Agreement order and purchase order numbers shall be clearly shown on all
|
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acknowledgments, shipping labels, packing slips, invoices, and on all correspondence.

b. The resulting Master Agreements permit Purchasing Entities to define project-specific requirements
and informally compete the requirement among companies having a Master Agreement on an “as
needed"” basis. This procedure may also be used when requirements are aggregated or other firm
commitments may be made to achieve reductions in pricing. This procedure may be modified in
Participating Addenda and adapted to the Purchasing Entity’s rules and policies. The Purchasing Entity
may in its sole discretion determine which Master Agreement Contractors should be solicited for a
quote. The Purchasing Entity may select the quote that it considers most advantageous, cost and other
factors considered.

c. Each Purchasing Entity will identify and utilize its own appropriate purchasing procedure and
documentation. Contractor is expected to become familiar with the Purchasing Entities’ rules, policies,
and procedures regarding the ordering of supplies and/or services contemplated by this Master
Agreement.

d. Contractor shall not begin work without a valid Purchase Order or other appropriate commitment
document compliance with the law of the Purchasing Entity.

e. Orders may be placed consistent with the terms of this Master Agreement during the term of the
Master Agreement.

f. All Orders pursuant to this Master Agreement, at a minimum, shall include:

(1) The services or supplies being delivered;

(2) The place and requested time of delivery;

(3} A billing address;

{4) The name, phone number, and address of the Purchasing Entity representative;

{5) The price per hour or other pricing elements consistent with this Master Agreement and the
contractor's proposal;

(6) A celling amount of the order for services being ordered; and

{7) The Master Agreement identifier.

g. All communications concerning administration of Orders placed shall be furnished solely to the
authorized purchasing agent within the Purchasing Entity’s purchasing office, or to such other individual
identified in writing in the Order.

h. Orders must be placed pursuant to this Master Agreement prior to the termination date thereof, but
may have a delivery date or performance period up to 120 days past the then-current termination date
of this Master Agreement. Contractor is reminded that financial obligations of Purchasing Entitles
payable after the current applicable fiscal year are contingent upon agency funds for that purpose being
appropriated, budgeted, and otherwise made available.

i. Notwithstanding the expiration or termination of this Master Agreement, Contractor agrees to
perform in accordance with the terms of any Orders then outstanding at the time of such expiration or
termination. Contractor shall not honor any Orders placed after the expiration or termination of this

RFP16000145 Data Breach and Credit Monitoring Services Page 62
D Experts™ - Copyright 2015 Proprietary and Confidential



rts.
Master Agreement - Attachment 2 - Redacted I @ € ‘ .

Master Agreement, or otherwise inconsistent with its terms. Orders from any separate indefinite
quantity, task orders, or other form of indefinite delivery order arrangement priced against this Master
Agreement may not be placed after the expiration or termination of this Master Agreement,
notwithstanding the term of any such indefinite delivery order agreement.

22, Participants
a. Contractor may not deliver Products under this Master Agreement until a Participating Addendum
acceptable to the Participating Entity and Contractor is executed. The NASPO ValuePoint Master
Agreement Terms and Conditions are applicable to any Order by a Participating Entity {and other
Purchasing Entities covered by their Participating Addendum}, except to the extent altered, modified,
supplemented or amended by a Participating Addendum. By way of illustration and not limitation, this
authority may apply to unique delivery and invoicing requirements, confidentiality requirements,
defaults on Orders, governing law and venue relating to Orders by a Participating Entity,
indemnification, and insurance requirements. Statutory or constitutional requirements relating to
availability of funds may require specific language in some Participating Addenda in order to comply
with applicable law. The expectation is that these alterations, modificatians, supplements, or
amendments will be addressed in the Participating Addendum or, with the consent of the Purchasing
Entity and Contractor, may be included in the ordering document (e.g. purchase order or contract) used
by the Purchasing Entity to place the Order.
b. Use of specific NASPO ValuePoint cooperative Master Agreements by state agencies, political
subdivisions and other Participating Entities (including cooperatives) authorized by individual state’s
statutes to use state contracts are subject to the approval of the respective State Chief Procurement
Official. Issues of interpretation and eligibility for participation are solely within the authority of the
respective State Chief Procurement Official.
c. Obligations under this Master Agreement are limited to those Participating Entities who have signed a
Participating Addendum and Purchasing Entities within the scope of those Participating Addenda.
Financial obligations of Participating States are limited to the orders placed by the departments or other
state agencies and institutions having available funds. Participating States incur no financial obligations
on behalf of other Purchasing Entities. Contractar shall email a fully executed POF copy of each
Participating Addendum to PA@wsca-naspo.org to support documentation of participation and posting
in appropriate data bases.

d. NASPO Cooperative Purchasing Organization LLC, doing business as NASPO ValuePoint, is not a party
to the Master Agreement. It is a nonprofit cooperative purchasing organization assisting states in
administering the NASPO cooperative purchasing program for state government departments,
institutions, agencies and political subdivisions {e.g., colleges, school districts, counties, cities, etc.) for
all 50 states, the District of Columbia and the territories of the United States.

e, State Participating Addenda or other Participating Addenda shall not be construed to amend the
terms of this Master Agreement between the Lead State and Contractor

f. Participating Entities who are not states may under some circumstances sign their own Participating
Addendum, subject to the appraval of pasticipation by the Chief Procurement Official of the state where
the Participating Entity is located.

23. Payment
e —————
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Payment for completion of a contract order is narmally made within 30 days following the date the
entire order is delivered or the date a correct invoice is received, whichever is later. After 45 days the
Contractor may assess overdue account charges up to a maximum rate of one percent per month on the
outstanding balance. Payments will be remitted by mail. Payments may be made via a State or political
subdivision “"Purchasing Card” with no additional charge.

24, Public Information
This Master Agreement and all related documents are subject to disclosure pursuant to the Purchasing
Entity's public information laws.

25, Records Administration and Audit
a. The Contractor shall maintain books, records, documents, and other evidence pertaining to this
Master Agreement and orders placed by Purchasing Entities under it to the extent and in such detail as
shall adequately reflect performance and administration of payments and fees. Contractor shall permit
the Lead State, a Participating Entity, a Purchasing Entity, the federal government (including its grant
awarding entities and the U.S. Comptrolier General), and any other duly authorized agent of a
governmental agency, to audit, inspect, examine, copy and/or transcribe Contractor's books,
documents, papers and records directly pertinent to this Master Agreement or orders placed by a
Purchasing Entity under it for the purpose of making audits, examinations, excerpts, and transcriptions.
This right shall survive for a period of five (5) years following termination of this Agreement or final
payment for any order placed by a Purchasing Entity against this Agreement, whichever is later, to
assure compliance with the terms hereof or to evaluate performance hereunder.

b. Without limiting any other remedy available to any governmental entity, the Contractor shall
reimburse the applicable Lead State, Participating Entity, or Purchasing Entity for any overpayments
inconsistent with the terms of the Master Agreement or orders or underpayment of fees found as a
result of the examination of the Contractor's records.

c. The rights and obligations herein exist in addition to any quality assurance obligation in the Master
Agreement requiring the Contractor to self-audit contract obligations and that permits the Lead State to
review compliance with those obligations.

26. Administrative Fees
a. The Contractor shall pay to NASPO ValuePoint, ar its assignee, a NASPO ValuePoint Administrative Fee
of one-quarter of one percent {0.25% or 0.0025) no later than sixty {60) days following the end of each
calendar quarter. The NASPO ValuePoint Administrative Fee shall be submitted quarterly and is based
on all sales of products and services under the Master Agreement {less any charges for taxes or
shipping). The NASPO ValuePoint Administrative Fee is not negotiable. This fee is to be included as part
of the pricing submitted with proposal.

b. Additionally, some states may require an additional fee be paid directly to the state only on purchases
made by Purchasing Entities within that state. For all such requests, the fee level, payment method and
schedule for such reporis and payments will be incorporated into the Participating Addendum that is
made a part of the Master Agreement. The Contractor may adjust the Master Agreement pricing
accordingly for purchases made by Purchasing Entities within the jurisdiction of the state. All such
agreements shall not affect the NASPO ValuePoint Administrative Fee percentage or the prices paid by
]
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the Purchasing Entities outside the jurisdiction of the state requesting the additional fee. The NASPO
ValuePgint Administrative Fee in subsection 26a shall be based on the gross amount of all sales (less any
charges for taxes or shipping) at the adjusted prices (if any) in Participating Addenda.

27. NASPO ValuePoint Summary and Detailed Usage Reports
in addition to other reports that may be required by this solicitation, the Contractor shall provide the
following NASPO ValuePoint reports.

a. Surnmary Sales Data. The Contractor shall submit quarterly sales reports directly to NASPO
ValuePoint using the NASPO ValuePoint Quarterly Sales/Administrative Fee Reporting Tool found at
http://www.naspo.org/WNCPO/Caiculator.aspx. Any/all sales made under this Master Agreement shall
be reported as cumulative totals by state. Even if Contractor experiences zero sales during a calendar
quarter, a report is still required. Reparts shall be due no later than thirty {30) days following the end of
the calendar quarter (as specified in the reporting tool).

. Detailed Sales Data. Contractor shall also report detailed sales data by: {1} state; (2) entity/customer
type, e.g. local government, higher education, K12, non-profit; {3) Purchasing Entity billing information;
{4} incident number; (5) order date; (6) invoice date and number; (7) service category; (8) unit price,
quantity, total price; and (9) NASPO ValuePoint Administrative Fee. The report shall be submitted in a
form to be agreed upon in the Master Agreement; the Lead State reserves the right to add or update the
required data. Reports are due on a quarterly basis and must be received by the Lead State and NASPO
ValuePoint Cooperative Development Team no |ater than thirty {30) days after the end of the reporting
pericd. Reports shall be delivered to the Lead State and to the NASPO ValuePoint Cooperative
Development Team electronically through a designated portal, email, CD-ROM, flash drive or other
method as determined by the Lead State and NASPO ValuePoint. Detailed sales data reports shall
include sales infarmation for all sales under Participating Addenda executed under this Master
Agreement.

¢. Reportable safes for the summary sales data report and detailed sales data report includes sales to
employees for personal use where authorized by the solicitation and the Participating Addendum.
Report data for employees should be limited to ONLY the state and entity they are participating under
the authority of {state and agency, city, county, school district, etc.) and the amount of sales. No
personal identification numbers, e.g. names, addresses, social security numbers or any other numerical
identifier, may be submitted with any report.

d. Contractor shall provide the NASPO ValuePoint Cooperative Development Coordinator with an
executive summary each guarter that includes, at a minimum, a list of states with an active Participating
Addendum, states that Contractor is in negotiations with and any Participating Addendum roll out or
implementation activities and issues. NASPO ValuePoint Cooperative Development Coordinator and
Contractor will determine the format and content of the executive summary. The executive summary is
due thirty (30) days after the conclusion of each calendar quarter.

e. Timely submission of these reports is a materizl requirament of the Master Agreement. The recipient
of the reports shall have exclusive ownership of the media containing the reports. The Lead State and
NASPO ValuePoint shall have a perpetual, irrevocable, non-exclusive, royalty free, transferable right to
display, modify, copy, and otherwise use reports, data and information provided under this section.
_—— -
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28. Inspection and Acceptance of Services

A Purchasing Entity has the right to inspect services in a reasonable time and manner. If any services do
not conform to contract requirements, the Purchasing Entity may require the Contractor to perform the
services again in conformity with contract requirements, at no increase in Order amount. When defects
cannot be corrected by re-performance, the Purchasing Entity my require the Contractor to take
necessary action to ensure that future perfoarmance conforms to contract requirements; and reduce the
contract price to reflect the reduced value of services performed.

29. - 21. [Reserved]

32. Waiver of Breach
Failure of the Lead State, Participating Entity, or Purchasing Entity to declare a default or enforce any
rights and remedies shall not operate as a waiver under this Master Agreement or Participating
Addendum. Any waiver by the Lead State, Participating Entity, or Purchasing Entity must be in writing.
Waiver by the Lead State or Participating Entity of any default, right or remedy under this Master
Agreement or Participating Addendum, or by Purchasing Entity with respect to any Purchase QOrder, or
kreach of any terms ar requirements of this Master Agreement, a Participating Addendum, or Purchase
Order shall not be construed or cperate as a waiver of any subsequent default or breach of such term or
requirement, or of any other term or requirement under this Master Agreement, Participating
Addendum, or Purchase Order,

33. Assignment of Antitrust Rights
Contractor irrevocably assigns to a Participating Entity any claim for relief or cause of action which the
Contractor now has or which may accrue to the Contractor in the future by reason of any violation of
state or federal antitrust laws {15 U.S.C. § 1-15 or a Participating Entity’s state antitrust provisions), as
now in effect and as may be amended from time to time, in tonnection with any goods or services
provided to the Contractor for the purpose of carrying out the Contractor's obligations under this
Master Agreement or Participating Addendum, including, at a Participating Entity’s option, the right to
control any such litigation on such claim for relief or cause of action.

34. Debarment
The Contractor certifies that neither it nor its principals are presently debarred, suspended, proposed
for debarment, declared ineligible, or voluntarily excluded from participation in this transaction
(contract} by any governmental department or agency. This certification represents a recurring
certification made at the time any Order is placed under this Master Agreement. If the Contractor
cannot certify this statement, attach a written explanation for review by the Lead State.

35. Governing Law and Venue
3. The procurement, evaluation, and award of the Master Agreement shall be governed by and
construed in accordance with the laws of the Lead State sponsoring and administering the procurement.
The construction and effect of the Master Agreement after award shall be governed by the law of the
state serving as Lead State (in maost cases also the Lead State). The construction and effect of any
Participating Addendum or Order against the Master Agreement shall be governed by and construed in
accordance with the laws of the Participating Entity’s or Purchasing Entity’s State,
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b. Unless otherwise specified in the RFP, the venue for any protest, claim, dispute or action relating to
the procurement, evaluation, and award is in the Lead State. Venue for any claim, dispute or action
concerning the terms of the Master Agreement shall be in the state serving as Lead State. Venue for any
claim, dispute, or action concerning any Order placed against the Master Agreement or the effect of a
Participating Addendum shall be in the Purchasing Entity’s State.

c. If a claim is brought in a federal forum, then it must be brought and adjudicated solely and exclusively
within the United States District Court for (in decreasing order of priority): the Lead State for claims
relating to the procurement, evaluation, award, or contract performance or administration if the Lead
State is a party; the Participating State if a named party; the Participating Entity state if a named party;
or the Purchasing Entity state if 3 named party.

36. NASPO ValuePoint eMarket Center
In July 2011, NASPO ValuePoint entered into a multi-year agreement with SciQuest, inc. whereby
SciQuest will provide certain electronic catalog hosting and management services to enable eligible
NASPO ValuePoint’s customers to access a central online website to view and/or shop the goods and
services availzble from existing NASPO ValuePoint Cooperative Contracts. The central online website is
referred to as the NASPO ValuePoint eMarket Center.

The Contractor will have visibility in the eMarket Center through Crdering Instructions. These Ordering
Instructions are avallable at no cost to the Contractor and provide customers information regarding the
Contractors website and ordering Information.

At a minimum, the Contractor agrees to the following timeline: NASPO ValuePoint eMarket Center Site
Admin shall provide a written request to the Contractor to begin Ordering Instruction process. The
Contractor shall have thirty (30} days from receipt of written request to work with NASPO ValuePoint to
provide any unique informatian and ordering instructions that the Contractor would like the customer
to have,

37. Contract Provisions for Qrders Wtilizing Federal Funds

Pursuant to Appendix Il to 2 Code of Federal Regulations (CFR) Part 200, Contract Provisions for Non-
Federal Entity Contracts Under Federal Awards, Orders funded with federal funds may have additional
contractual requirements or certifications that must be satisfied at the time the Order is placed or upon
delivery. These federal requirements may be proposed by Participating Entities in Participating Addenda
and Purchasing Entities for incorporation in Orders placed under this master agreement.

{lune 2015)
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EXHIBIT D — STATE OF IDAHO STANDARD CONTRACT TERMS AND CONDITIONS
RAFP16000145 Data Breach and Credit Monitoring Services

1. DEFINITIONS: Unless the context requires otherwise, all terms not defined below shall have the
meanings defined in [daho Cade Section 67-5716 or IDAPA 38.05.01.011,

A. Agency. All offices, departments, divisions, bureaus, boards, commissions and institutions of the
state, including the public utilities commission, but excluding other legislative and judicial branches of
government, and excluding the governor, the lieutenant-governor, the secretary of state, the state
controller, the state treasurer, the attorney general, and the superintendent of public instruction.

B. Bid - A written offer that is binding on the Bidder to perform a Contract to purchase or supply
Property in response {0 an Invitation to Bid.

C. Contract - Any state written agreement, including a solicitation or specification documents and the
accepted portions of the solicitation, for the acquisition of Property. Generally, the term is used to
describe term contracts, definite or indefinite quantity or delivery contracts or other acquisition
agreements whose subject matter involves multiple payments and deliveries.

D. Contractor — A Vendor who has been awarded 2 Contract.

E. Property — Goods, services, parts, supplies and equipment, both tangible and intangible, including, but
nonexclusively, designs, plans, programs, systems, techniques and any rights and interest in such
Property. Includes concession services and rights to access or use state property or facilities for business
purposes.

F. Proposal - A written response, including pricing information, to a Request for Proposals that describes
the solution or means of providing the Property requested and which Proposal is considered an offer to
perform in full response to the Request for Proposals. Price may be an evaluation criterion for Proposals,
but will not necessarily be the predominant basis for Contract award.

G. Quotation — An offer to supply Property in response to a Request for Quotation and generally used
for small or emergency purchases.

H. Solicitation — An Invitation to Bid, a Request for Proposals, or a Request for Quetation issued by the
purchasing activity for the purpose of soliciting Bids, Proposals, or Quotes to perform a Contract.

. State — The state of Idaho including each Agency unless the context implies other state(s) of the United
States.

1. Vendor - A person or entity capable of supplying Property to the State.

2. TERMINATION: The State may terminate the Contract {and/or any order issued pursuant to the
Contract) when the Contractor has been provided written notice of default or non-cempliance and has
failed to cure the default or non-compliance within a reasonable time, not to exceed thirty (30) calendar
days. If the Contract is terminated for default or non-compliance, the Cantractor will be responsible for
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any costs resulting from the State’s award of a new contract and any damages incurred by the State. The
State, upon termination for default or non-compliance, reserves the right to take any legal action it may
deem necessary including, without limitation, offset of damages against payment due.

3. RENEWAL OPTIONS: Notwithstanding any other provision in the Contract limiting or providing for
renewal of the Contract, upon mutual, written agreement by the parties, the Contract may be extended
under the same terms and conditions for the time interval equal to the ariginal contract period, or for
such shorter period of time as agreed to by the parties.

4., PRICES: Prices shall not fluctuate for the period of the Contract and any renewal or extension unless
agreed to In writing by the State. Unless otherwise specified, prices include all costs associated with
delivery to the FOB Destination address identified in the Solicitation, as provided in Paragraph 17,
Shipping and Delivery, below.

5. ADMINISTRATIVE FEE:
A. Application of Administrative Fee:

1. All Purchase Orders (PO) and Contract Purchase Orders (CPO) issued through the Idaho eProcurement
System (IPRO) shall be subject to an Administrative Fee of one and one-quarter percent (1.25%) of the
awarded value of the Contract, unless the PO or CPO is exempt, as described in Paragraph B, below.

2. All Blanket Purchase Orders (BPO) and Statewide Blanket Purchase Orders (SBPO) shall be subject to
an Administrative Fee of one and one-quarter percent (1.25%), based on orders placed against the
Contract (unless the BPO or SBPO is exempt), as follows:

The prices to be paid by the State (the price BID by Contractor) shall be inclusive of a one and one-
quarter percent (1.25%) Administrative Fee. Ona quarterly hasis, Contractor will remit to State of Idaho,
Attn: Division of Purchasing, PO Box 83720, Boise, Idaho 83720-0075 an amount equal to one and one-
quarter percent (1.25%) of Contractor’s net (sales minus credits) quarterly Contract sales.

For Example: If the total of Contractor’s net sales to the Agency for one quarter = 510,000, Contractor
would remit 510,000 x 0.0125 = $125 to the Division of Purchasing for that quorter, along with the
required quarterly usage report,

Contractor will furnish detailed usage reports as designated by the State. In addition to any required
detailed usage reports, Contractor must also submit a summary quarterly report of purchases made
from the Contract to purchasing@adm.idaho.gov, utilizing the State's Summary Usage Report Form.

Reporting Time Line (Fiscal Year Quarters): Fee and Report Due:
istQuarter  July 1-Sept 30 October 31"

2nd Quarter Oct1-Dec31 January 31*

3rd Quarter  Jan1-Mar3l April 30™
4thQuarter  Apr1-Jun30 July 31*

—_——e— e e
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3. Unless otherwise exempt, the Administrative Fee will apply to all Awards issued through IPRO,
regardless of how Contractor submits its response to the sclicitation {i.e. manual (paper) or efectronic
via IPRO).

4. A Contractor’s failure to consider the Administrative Fee when preparing its Solicitation response shalt
not constitute or be deemed a waiver by the State of any Administrative Fees owed by Contractor to the
State as a result of an Award issued through IPRO.

B. Administrative Fee Exemptions:

1. Notwithstanding any language to the contrary, the Administrative Fee will not apply to Contracts with
an original awarded vaiue of $100,000 or less.

2. The Administrative Fee will not apply to Contracts issued through IPRO without a competitive
solicitation, e.g. Emergency Procurements (EPA), Sole Scurce Procurements (SSA), Exempt Purchases
(EXPO), or awards issued under Delegated Purchase Authority {DPA).

3. The Administrator of the Division of Purchasing may also exempt a specific solicitation or class of
solicitations from the Administrative Fee requirement.

C. Payment of Administrative Fee:

Contractor will remit the Administrative Fee to the Division of Purchasing, PO Box 83720, Boise, ldaho
83720-0075, as follows:

1. POs and CPOs with a firm delivery date: The Division of Purchasing will involce Contractor for the
Administrative Fee on or after the delivery date provided in the Contract, with payment due thirty (30)
calendar days after receipt of invoice.

2. POs and CPOs with a contract start and end date: The Division of Purchasing will invoice Contractor on
either a quarterly, monthly or “per payment” basis; or may offer Contractor a prepayment option.
Payment will be due thirty {30} calendar days after receipt of each invoice.

3. BPOs and SBPOs: Contractor will remit the Administrative Fee and Report for the prior quarter basad
on the schedule outlined in Paragraph 2.c., above.

D. Refund of Administrative Fee: In the event that a Contract is cancelled by the State through no fault
of the Contractor, or if itern(s} are returned by the State through no fault, act, or omission of the
Contractor after the sale of any such item{s) to the State, the State will refund the Contractor any
Administrative Fees remitted. Administrative Fees will not be refunded or returned when anitem is
rejected or returned, or declined, or the Contract cancelled by the State due to the Contractor’s failure
to perform or comply with specifications or requirements of the Contract. If, for any other reason, the
Contractor is obligated to refund to the State all or a portion of the State's payment to the Contractor,
or the State withholds payment because of the assessment of liquidated damages, the Administrative
Fee will not be refunded in whole or in part.
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E. Failure to Remit Administrative Fees: If 2 Contractor fails to remit the Administrative Fee, as provided
above, the State, at its discretion, may declare the Contractor in default; cancel the Contract; assess and
recover re-procurement costs from the Contractor (in addition to all outstanding Administrative Fees);
seek State or federal audits, monitoring or inspections; exclude Contractar from participating in future
solicitations; and/or suspend Contractor’s IPRO account.

6. CHANGES/MODIFICATIONS: Changes of specifications or modification of the Contract in any
particular can be affected only upon written consent of the State, and after any proposed change or
maodification has been submitted in writing, signed by the party proposing the change. Additionally, the
State may issue unilateral amendments to the Contract to make administrative changes, when
necessary.

7. CONFORMING PROPERTY: The Property shall conform in all respects with the requirements of the
State's Solicitation, |n the event of nanconformity, and without limitation upon any other remedy, the
State shall have no financial obligation in regard to the non-conforming goods or services. Additionally,
upon notification by the State, the Contractor shall pay all costs for the removal of nonconforming
Property from State premises.

8. OFFICIAL, AGENT AND EMPLOYEES OF THE STATE NOT PERSONALLY LYABLE: in no event shall any
official, officer, emplayee or agent of the State be in any way persanally liable or responsible for any
covenant or agreement herein contained whether expressed or implied, nor for any statement,
representation or warranty made herein or in any connection with the Contract.

9. CONTRACT RELATIONSHIP: It is distinctly and particularly understaod and agreed between the parties
to the Centract that the State is in no way associated or otherwise connected with the performance of
any service under the Contract on the part of the Contractor or with the employment of labor or the
incurring of expenses by the Contractor, Said Contractor is an independent contractorin the
performance of each and every part of the Contract, and solely and personally liable for all labor, taxes,
insurance, required bonding and other expenses, except as specifically stated herein, and for any and all
damages in connection with the operation of the Contract, whether it may be for personal injuries or
damages of any other kind. The Contractor shall exonerate, defend, indemnify and hold the State
harmless from and against and assume full responsibility for payment of all federal, state and local taxes
or contributions imposed ar required under unemployment insurance, social security, worker's
compensation and income tax laws with respect to the Contractor or Contractor's employees engaged in
performance under the Contract. The Contractor will maintain any applicable worker’s compensation
insurance as required by law and will provide certificate of same if requested. There will be no
exceptions made to this requirement and failure to provide a certificate of worker's compensation
insurance may, at the State’s option, result in cancellation of the Cantract or in a contract price
adjustment to cover the State’s cost of providing any necessary worker's compensation insurance. The
Contractor musk provide either a certificate of worker's compensation insurance issued by a surety
licensed to write worker’s compensation insurance in the state of Idaho, as evidence that the Contractor
has in effect a current Idaho worker's compensation insurance policy, or an extraterritorial certificate
approved by the idaho industriai Commission from a state that has a current reciprocity agreement with
the Idaho Industrial Commission. The State does not assume liability as an employer.

10. ANTI-DISCRIMINATION/EQUAL EMPLOYMENT OPPORTUNITY CLAUSE: The Contractor is bound to
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the terms and conditions of Section 601, Title VI, Civil Rights Act of 1964, in that "No person in the
United States shall, on the grounds of race, color, national origin, or sex, be excluded from participation
in, be denied the benefits of, or be subject to discrimination under any program or activity receiving
Federal financial assistance." In addition, "No otherwise qualified handicapped individual in the United
States shall, solely by reason of his handicap, be exciuded from the participation in, be denied the
benefits of, or be subjected to discrimination under any program or activity receiving Federal financia!
assistance” {Section 504 of the Rehabilitation Act of 1973). Furthermore, for Contracts involving federal
funds, the applicable provisions and requirements of Executive Order 11246 as amended, Section 402 of
the Vietnam Era Veterans Readjustment Assistance Act of 1974, Section 701 of Title VIt of the Civil Rights
Act of 1964, the Age Discrimination in Employment Act of 1967 (ADEA), 23 USC Sections 621, et seq., the
Age Discrimination Act of 1975, Title IX of the Education Amendments of 1972, U.S. Department of
Interior regulations at 43 CFR Part 17, and the Americans with Disabilities Act of 1990, are also
incorporated into the Contract. The Contractor shall comply with pertinent amendments to such laws
made during the term of the Contract and with all federal and state rules and regulations implementing
such laws. The Contractor must include this provision in every subcontract relating to the Contract.

11. TAXES: The State is generally exempt from payment of state sales and use taxes and from personal
property tax for property purchased for its use. The State is generally exempt from payment of federal
excise tax under a permanent authority from the District Director of the Internal Revenue Service
{Chapter 32 Internal Revenue Code [No. 82-73-0019K]). Exemptien certificates will be furnished as
required upon written request by the Contractor. If the Contractor is required to pay any taxes incurred
as a result of doing business with the State, it shall be solely responsible for the payment of those taxes.
If, after the effective date of the Contract, an Idaho political subdivision assesses, or attempts to assess,
personal property taxes not applicable or in existence at the time the Contract becomes effective, the
State will be responsible for such personal property taxes, after reasonable time to appeal. In no event
shall the State be responsible for personal property taxes affecting items subject to the Contract at the
time it becomes effective.

12. INDEMNIFICATION: Contractor shall defend, indemnify and hold harmless the State from any and all
liability, claims, damages, costs, expensas, and actions, including reasonable attorney fees, caused by or
that arise from the negligent or wrongful acts or omissions of the Contractor, its employees, agents, or
subcontractors under the Contract that cause death or Injury or damage to property or arising out of a
failure to comply with any state or federal statute, law, regulation or act. Contractor shall have no
indemnification liability under this section for death, injury, or damage arising solely out of the
negligence or misconduct of the State.

13. CONTRACT NUMBERS: The Contractor shall clearly show the State’s Contract number or Purchase
Order number on all acknowledgments, shipping labels, packing slips, invoices, and on all
correspondence.

14, CONTRACTOR RESPONSIBILITY: The Contractor is responsible for furnishing and delivery of all
Property included in the Contract, whether or not the Contractor is the manufacturer or producer of
such Property. Further, the Contractor will be the sole point of contact on contractual matters, including
all warranty issues and payment of charges resulting from the use or purchase of Property.

15. SUBCONTRACTING: Unless atherwise allowed by the State in the Contract, the Contractor shail not,

RFP16000145 Data Breach and Credit Monitoring Services Page 72
1D Experis™ - Copyright 2015 Proprietary and Confidential



Master Agreement - Attachment 2 - Redacted | @ e ] e

without written approval from the State, enter into any subcontract relating to the performance of the
Contract or any part thereof. Approval by the State of Contractor’s request to subcontract or acceptance
of or payment for subcontracted work by the State shall not in any way relieve the Contractor of any
responsibility under the Contract. The Contractor shall be and remain liable for all damages to the State
caused by negligent performance or non-performance of work uader the Contract by Contractor’s
subcontractor. Subcontractor{s) must maintzin the same types and levels of insurance as that required
of the Contractor under the Contract; unless the Contractor provides proof to the State’s satisfaction
that the subcontractor(s) are fully covered under the Contractor's insurance, or, except as otherwise
authorized by the State.

16. COMMODITY STATUS: It is understood and agreed that any item offered or shipped shall be new
and in first class condition and that all containers shall be new and suitable for storage or shipment,
unless otherwise indicated by the State in the Solicitation. Demonstrators, previousty rented,
refurbished, or reconditioned items are not considered “new” except as specifically provided in this
section. “New” means items that have not been used previously and that are being actively marketed by
the manufacturer or Contractor. The items may contain minimal amounts of recycled or recovered parts
that have been reprocessed ta meet the manufacturer’s new product standards. The items must have
the State as their first user and the items must not have been previously sold, installed, demonstrated,
or used in any manner (such as rentals, demanstrators, trial units, etc.). The new items offered must be
provided with a full, unadulterated, and undiminished new item warranty against defects in
workmanship and materials, The warranty is to include replacement, repair, and any labor for the period
of time required by other specifications or for the standard manufacturer or warranty provided by the
Contractor, whichever is longer.

17. SHIPPING AND DELIVERY: Unless otherwise required in the Contract, all orders will be shipped
directly to the Agency that placed the order at the location specified by the State, on an F.Q.B.
Destination freight prepaid and allowed basis with all transportation, unloading, uncrating, drayage, or
other associated delivery and handling charges paid by the Contractor. Unless otherwise specified in the
Contract, deliveries shall be made to the Agency's receiving dock or inside delivery point, such as the
Agency’s reception desk. The Contractor shall deliver all orders and complete installation, if required,
within the time specified in the Contract. Time for delivery commences at the time the order is received
by the Contractor.

18. ACCEPTANCE: Unless otherwise specified in the Contract:

A. When the Contract does not require installation, acceptance shall occur fourteen {14) calendar days
after delivery, unless the State has notified the Contractor in writing that the product delivered does not
meet the State’s specification requirements or otherwise fails to pass the Contractor’s established test
procedures or programs or test procedures or programs identified in the Contract.

B. When the Contract requires installation, acceptance shall occur fourteen (14} calendar days after
completion of installation, unless the State has notified the Contractor in writing that the products(s)
delivered does not meet the State’s specification requirements, that the product is not installed
correctly or otherwise fails to pass the Contractor's established test procedures or programs or test
procedures ar programs identified in the Contract.

——— e
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C. When the Contract requires the delivery of services, acceptance shall occur fourteen (14) calendar
days after delivery of the services, unless the State has notified the Contractor in writing that the
services do not meet the State’s requirements or otherwise fail to pass the Contractor’s established test
procedures or programs or test procedures or programs identified in the Contract.

19. RISK OF LOSS: Risk of loss and responsibility and liability for loss or damage will remain with
Contractor untit acceptance, when responsibility will pass to the State with the exceptions of latent
defects, fraud and Contractor's warranty obligations. Such loss, injury or destruction shall not release
the Contractor from any obligation under the Contract.

20, INVOICING: ALL INVOICES are to be sent directly to the AGENCY TO WHICH THE PROPERTY IS
PROVIDED, unless otherwise required by the Contract. The Contract number is to be shown on all
invoices. Invoices must not be sent to the Division of Purchasing unless required by the Contract.

21, ASSIGNMENTS: Contractor shall not assign this contract, or its rights, obligations, or any other
interest arising from the Contract, or delegate any of its performance obligations, without the express
written consent of the Administrator of the Division of Purchasing and the Idaho Board of Examiners.
Transfer without such approval shall cause the annulment of the Contract, at the option of the State. All
rights of action, however, for any breach of the contract are reserved to the State. (Idaho Code Section
67-5726[1)).

Notwithstanding the foregoing, and to the extent required by applicable law (including Idaho Code
Section 28-9-406), Contractor may assign its right to payment on an account provided that the State
shall have no obligation to make payment to an assignee until thirty days after Contractor (not the
assignee) has provided the responsible State procurement officer with (a) proof of the assignment, {b)
the identity of the specific state contract to which the assignment applies, and {c} the name of the
assignee and the exact address to which assigned payments should be made. The State may treat
violation of this provision as an event of default.

22. PAYMENT PROCESSING: Idaho Code Section 67-5735 reads as fallows: "Within ten (10) days after
the property acquired is delivered as called for by the bid specifications, the acquiring agency shall
complete all processing required of that agency to permit the contractor to be reimbursed according to
the terms of the bid. Within ten {10) days of receipt of the document necessary to permit
reimbursement of the contractor according to the terms of the contract, the State Controller shall cause
a warrant to be issued in favor of the contractor and delivered." Payments shall be processed within the
timeframes required by 1.C. § 67-5735 unless otherwise specified in the Contract.

23, COMPLIANCE WITH LAW, LICENSING AND CERTIFICATIONS: Contractor shall comply with ALL
requirements of federal, state and loca! laws and regulations applicable to Contractor or to the Property
provided by Contractor pursuant to the Contract. For the duration of the Contract, the Contractor shall
maintain in effect and have in its possession all licenses and certifications required by federal, state and
local laws and rules.

24. PATENTS AND COPYRIGHT INDEMNITY:

A. Contractor shall indemnify and hold the State harmless and shall defend at its own expense any

.- —————— - - ———
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action brought against the State based upen a claim of infringement of a United States’ patent,
copyright, trade secret, or trademark for Property purchased under the Contract. Contractor will pay all
damages and costs finally awarded and attributable te such claim, but such defense and payments are
conditioned on the following: (i} that Contractor shall be notified promptly in writing by the State of any
notice of such claim; {ii) that Contractor shall have the sole control of the defense of any actian on such
claim and all negotiations for its settlement or compromise and State may select at its own expense
advisory counsel; and (iii) that the State shall cooperate with Contractor in a reasonable way to facifitate
settlement aor defense of any claim or suit.

B. Contractor shail have no liability to the State under any provision of this clause with respect to any
claim of infringement that is based upan: {i} the combination or utilization of the Property with
machines or devices not provided by the Contractor other than in accardance with Contractor’'s
previously established specifications unless such combination or utilization was disclosed in the
specifications; (ii} the modification of the Property unless such modification was disclosed in the
specifications; or {jii) the use of the Property not in accordance with Cantractor's previously established
specifications unless such use was disclosed in the specifications.

C. Should the Property become, or in Contractor's opinion be likely to become, the subject of a claim of
infringement of a United States’ patent, the Contractor shall, at its option 2nd expense, either procure
for the State the right to continue using the Property, te replace or modify the Property so that it
becomes non-infringing, or to grant the State a full refund for the purchase price of the Property and
accept its return.

25. CONFIDENTIAL INFORMATION: Pursuant to the Contract, Contractor may collect, or the State may
disclose to Contractor, financial, personnel or other information that the State regards as proprietary or
confidential ("Confidential Information”). Such Confidential Information shall belong solely to the State,
Contractor shall use such Confidential Information only in the performance of its services under the
Contract and shall not disclose Confidential Information or any advice given by it to the State to any
third party, except with the State’s prior written consent or under a valid order of a court or
governmental agency of competent jurisdiction and then only upon timely notice to the State.
Caonfidential information shall be returned to the State upon termination ar expiration of the Contract,

Confidential Information shall not include data or infermation that:

A. Is or was in the possession of Contractor before being furnished by the State, provided that such
information or other data is not known by Contractor to be subject to another confidentiality agreement
with or other obligation of secrecy to the State;

B. Becomes generally available to the public other than as a result of disclosure by Contractor; or

C. Becomes available to Contractor on a non-confidential basis from a source other than the State,
provided that such source is not known by Contractor to be subject to a confidentiality agreement with

or other obligation of secrecy to the State.

26. USE OF THE STATE OF IDAHO NAME: Contractor shall not, prior to, in the course of, or after
performance under the Contract, use the State's name in any advertising or promotional media,
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including press releases, as a customer or Participating Entity of Contractor without the prior written
consent of the State.

27. TERMINATION FOR FISCAL NECESSITY: The State is a government entity and it is understood and
agreed that the State's payments under the Contract shall be paid from Idaho State Legislative
appropriations, funds granted by the federal government, or both, The Legislature is under no legal
obligation to make appropriations to fulfili the Contract. Additionally, the federal government is not
legally obligated to provide funds to fulfill the Contract. The Contract shall in no way or manner be
construed so as to bind or obligate the state of Idaho beyond the term of any particular appropriation of
funds by the Idaho State Legislature, or beyond any federal funds granted to the State, as may exist from
time to time. The State reserves the right to terminate the Contract in whole or in part {or any order
placed under it} if, in its sole Judgment, the Legislature of the state of Idaho fails, neglects, or refuses to
appropriate sufficient funds as may be required for the State to continue such payments, or requires any
return or "give-back” of funds required for the State to continue payments, or if the Executive Branch
mandates any cuts or holdbacks in spending, or if funds are not budgeted or otherwise available (e.g.
through repeal of enabling legislation), or if the State discontinues or makes a material alteration of the
program under which funds were provided, or if federal grant funds are discontinued. The State shafl
not be required to transfer funds between accounts in the event that funds are reduced or unavailable.
All affected future rights and liabilities of the parties shall thereupon cease within ten {10) calendar days
after notice to the Contractor. Further, in the event that funds are no longer available to support the
Contract, as described herein, the State shall not be liable for any penalty, expense, or liability, or far
general, special, incidental, consequential or nther damages resulting therefrom. In the event of early
Cantract termination under this section, the State will collect ali Contractor-owned equipment and
accessory items distributed under the Contract within thirty (30) calendar days of Contract termination.
Items will be collected at a central {or regional) location{s) designated by the State. Contractor will be
responsible for all costs associated with packaging and removing all Cantractor-owned items from the
State-designated location(s), which must be completed within thirty (30) calendar days of written
notification from the State. If Contractor fails to remove its items within that time period, the State may
charge Contractor for costs associated with storing the items; and may otherwise dispose of the jtems as
allowed by applicable law. At Contractor’s request, the State shall promptly provide supplemental
documentation as to such Termination for Fiscal Necessity. Nothing in this section shall be construed as
ability by the State to terminate for its convenience.

28, PUBLIC RECORDS:

A. Pursuant to ldaho Code Section 74-101, et seq., information or documents received by the State will
be open to public inspection and copying unless the material is exempt from disclosure under applicable
law. The person or entity submitting the material must clearly designate specific information within the
document as “exempt,” if claiming an exemption; and indicate the basis for such exemption (e.g. Trade
Secret). The State will not accept the marking of an entire document as exempt; or a legend or
statement on one page that all, or substantially all, of the document is exempt from disclosure.

B. Contractor shall indemnify and defend the State against all liability, claims, damages, losses,

expenses, actions, attorney fees and suits whatsoever for honoring such a designation or for the
Contractor’s failure to designate specific information within the document as exempt. The Contractor's
failure to designate as exempt any document or portion of a document that is released by the State shall
- . ]
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constitute a complete waiver of any and all claims for damages caused by any such release. f the State
receives a request for materials claimed exempt by the Contractor, the Contractor shall provide the legal
defense for such claim.

29. NOTICES: Any notice which may be or is required to be given pursuant to the provisions of the
Contract shall be in writing and shall be hand delivered, sent by facsimile, email, prepaid overnight
courier or United States’ mail as follows:

A. For notice to the State, the address, phane and facsimile number are:

State of Idaho

Division of Purchasing

650 W State Street— Room B15
P.C. Bax 83720

Boise, ID 83720-0075
208-327-7465 (phone)
208-327-7320 {fax)

Additionally, for notice to the State, the email address to use is the email address identified in the
Contract, courtesy copied to purchasing@adm.idaho.gov.

B. For notice to the Contractor, the address, facsimile number or email address shall be that contained
on the Contractor’s Bid, Proposal or Quotation (including, for any Bid, Proposal or Quotation submitted
electronically through IPRO, the address, facsimile number or email address in the profile under which
the Contractor submitted its Bid, Proposal or Quotation). Notice shall be deemed delivered immaediately
upon personal service, facsimile transmission {with confirmation printout), email (with printout
confirming sent) the day after deposit for overnight courier or forty-eight (48) hours after deposit in the
United States’ mail. Either party may change its address, facsimile number or email address by giving
written notice of the change to the other party.

30. NON-WAIVER: The failure of any party, at any time, to enforce a provision of the Contract shall in no
way constitute a waiver of that provision, nor in any way affect the validity of the Contract, any part
hereof, ar the right of such party thereafter to enforce each and every provision hereof.

31. ATTORNEY FEES: In the event suit is brought or an attorney is retained by any party to the Contract
to enforce the terms of the Contract or to collect any moneys due hereunder, the prevailing party shall
be entitled to recover reimbursement for reasonable attorney fees, court costs, costs of investigation
and other related expenses incurred in connection therewith in addition to any other available
remedies; however, the State’s liability is limited to that which Is identified in the Idaho Tort Claims Act,
Idaho Code Section 6-9 et seq.

32, RESTRICTIONS ON AND WARRANTIES — ILLEGAL ALIENS: Contractor warrants that the Contract is
subject to Executive Order 2009-10
e _______________________ ]
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http://gov.idaho.gov/mediacenter/execorders/eo09/ec_2009_10.html); it does not knowingly hire or
engage any illegal aliens or persons not authorized to work in the United States; it takes steps to verify
that it dees not hire or engage any illegal aliens or persons not authorized to work in the United States;
and that any misrepresentation in this regard or any employment of persans not authorized to work in
the United States constitutes a material breach and shall be cause for the imposition of monetary
penalties up to five percent (5%) of the contract price, per violation, and/or termination of its contract.

33. FORCE MAJEURE: Neither party shall be liable or deemed to be in default for any Force Majeure
delay in shipment or performance occasioned by unforeseeable causes beyond the control and without
the fault or negligence of either party, including, but not restricted to, acts of God or the public enemy,
fires, floods, epidemics, quarantine, restrictions, strikes, freight embargoes, or unusually severe
weather, provided that in all cases the Contractor shall notify the State promptly in writing of any cause
for delay and the State concurs that the delay was beyond the control and without the fault or
negligence of the Contractor. The period for the performance shall be extended for a period equivalent
to the period of the Force Majeure delay.

34, PRIORITY OF DOCUMENTS: The Contract consists of and precedence is established by the order of
the
following documents:

1. The State’s Blanket Purchase Order, Statewide Blanket Purchase Order, Contract Purchase Order,
Purchase Order, or Participating Addendum;

2. The Solicitation; and
3. Contractor’s Bid, Proposal or Quotation as accepted by the State,

The Solicitation and the Contractor’s Bid, Proposal or Quotation accepted by the State are incarporated
into the Contract by this reference. The parties intend to include all items necessary for the proper
completion of the Contract’s requirements. The decuments set forth above are complementary and
what is required by one shall be binding as if required by all. However, in the case of any conflict or
inconsistency arising under the documents, a lower numbered document shall supersede a higher
numbered document to the extent necessary to resolve any such canflict or inconsistency. Provided,
however, that in the event an issue is addressed in one of the above mentioned documents but is not
addressed in another of such documents, no conflict or inconsistency shall be deemed to occur.

Where terms and conditions specified in the Contractor's Bid, Propasal or Quotation differ from the
terms in the Solicitation, the terms and conditions in the Solicitation shall apply. Where terms and
conditions specified in the Contractor’'s Bid, Proposal or Quotation supplement the terms and conditions
in the Solicitation, the supplemental terms and conditions shall apply only if specifically accepted by the
Division of Purchasing in writing.

35. ENTIRE AGREEMENT: The Contract is the entire agreement between the parties with respect to the
subject matter hereof. Where terms and conditions specified in the Contractor’s Bid, Proposal or
Quotation differ from those specifically stated in the Contract, the terms and conditions of the Contract
shall apply. in the event of any conflict between the State of Idaho Standard Contract Terms and
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Conditions and any Special Terms and Conditions in the Contract, the Special Terms and Conditions will
govern. The Contract may not be released, discharged, changed os madified except by an instrument in
writing signed by a duly authorized representative of each of the parties; however, Termination for
Fiscal Necessity is excepted, and, the State may issue unilateral amendments to the Coniract to make
administrative changes when necessary.

36. GOVERNING LAW AND SEVERABILITY: The Contract shall be construed in accordance with and
governed by the laws of the state of Idaho. Any action to enforce the provisions of the Contract shall be
brought in State district court in Ada County, Balse, Idaho. In the event any term of the Contract is held
to be invalid or unenforceable by a court of competent jurisdiction, the remaining terms of the Contract
will remain in force.

|
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EXHIBIT € — OFFEROR QUESTIONS
RFP16000145 Data Breach and Credit Monitoring Services

PLEASE DO NOT IDENTIFY YOUR NAME OR YOUR COMPANY'S NAME OR PRODUCT NAMES OF
INTELLECTUAL PROPERTY IN YOUR QUESTIONS.

ADD ROWS BY HITTING THE TAB KEY WHILE WITHIN THE TABLE AND WITHIN THE FINAL ROW.

The following instructions must be followed when submitting questions using the question format on
the following page.

DO NOT CHANGE THE FORMAT OR FONT. Do not bold your questions or change the color of the font.
Enter the RFP section number that the question is for in the "RFP Section” field {column 2). If the
question is a general question not related to a specific RFP section, enter “General” in column 2. If the
question is in regards to a State Term and Condition ar a Special Term and Condition, state the clause
number in column 2. If the question is in regard to an attachment, enter the attachment identifier
(example “Attachment A”) in the “RFP Section” {column 2}, and the attachment page number in the
“RFP page” field {column 3).

Do not enter text in column 5 (Response). This is for the State's use only.

Once completed, this form is to be e-mailed per the instructions in the RFP. The e-mail subject line is to
state the RFP number followed by “Questions.”

e ——————————————me
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EXHIBIT G — REFERENCES
RFP16000145 Data Breach and Credit Monitoring Services

INSTRUCTIONS TO THE OFFEROR:

Offerors will be scared on a minimum of three {3) completed reference questionnaires. All
questionnaires will be averaged. The completed references questionnaires must be from individuals,
companies, or agencies with knowledge of the Offeror’s experience that is similar in nature and scope to
the products or services being requested by this RFP, and are within the last five (5) years from the date
this RFP was posted to IPRO. The Lead State may not be utilized as a reference. Dnly one reference will
be received/qualify per reference company/agency. If multiple references are received from the same
company/agency, only the first received will be accepted. If fewer than three (3) references are
recelved, a score of zero “0" will be given to each missing questionnaire, up to the three (3) requested.

References not received prior to the RFP Closing Date and time will not be accepted or

scored. References cutside the requisite number of years (see paragraph above), and references
determined by the State to be not of a similar nature and scope to the products or services requested in
this RFP wilt also not be accepted or scored. Determination of “similar nature and scope” will be made
by using the information provided by the reference in Section Il of the Reference Questionnaire,
General Information, and any additional information provided by the reference, or otherwise
obtained by the State.

REFERENCES MUST BE RECEIVED BY THE RFP LEAD, DIRECTLY FROM THE REFERENCE, IN ORDER TO BE
CONSIDERED.

1. Offerors must complete the following infarmaticn on page 2 of the “Reference’s Response To"
. document before sending it to the Reference for response.

b. Print the name of your company/organization on the “OFFEROR NAME” line.
¢. Be certain that the RFP Closing date and time in Instruction S, on the following page, is correct.

2. Send the “Reference’s Response To"” document to your references to complete.

NOTE: It is the Offeror’s responsibility to follow up with its references to ensure timely receipt of all
questionnaires. Offerors may e-mail the RFP Lead prior to the RFP elosing date to verify receipt of
references.

e —
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REFERENCE QUESTIONNAIRE
REFERENCE’S RESPONSE TO:
RFP16000145
Data Breach and Credit Monitoring Services

REFERENCE NAME (Company/Organization):

OFFEROR (Vendor) NAME {Company/Organization): has
submitted a proposat to the State of Idaho, to provide the credit monitoring services. We've chosen you
as one of our references.

I — R = = e e e e e

il INSTRUCTIONS

T BT T . v e s o v L 1

1 Complete Sectlon 1. RATING using | the Rating Scale prowded 4

=== e e — o
‘m
e e e e e e B i o, e . e e et

1|
-
i

2 Cornplete Section II. GENERAL INFORMATION (Th:s section Is for mformat:on anly and will not be
scored.)

" RFPLlead: Valerie Bollio_g_er
E-mail: Valerie.Bollinger@adm.idaho.gov

208-332-1631

5. This completed document MUST be received no later than December 3, 2015 at 5: DO g m. (Mountaun _
Time). Reference documents received after this time will not be considered. References received
without an actual signature will not be accepted.

RFPIBUOOMS Data Breach and Credit Monltoring Sewices P
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' 7. In addition to this document, the State may contact references by phane or e-mail for further o
clarification, if necessary.

e — e e e e ey
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Section ). RATING

Using the Rating Scale provided below, rate the following numberad items by circling the appropriate
number for each item:

Rating Scale
Category Score
Poor or Inadequate Performance 0
Below Average 1-3
Average 4-6
Above Average 7-9
Excellent 10

Circle ONE number for each of the following numbered items:

Rate the overall quality of the vendor’s services:

10 9 8 7 6 5 4 3 2 1 0

Rate the response time of this vendor:

10 9 8 7 6 5 4 3 2 1 0

Rate how well the agreed upon, planned schedule was consistently met and deliverabtes provided on
time. (This pertains to delays under the control of the vendor):

10 9 8 7 6 5 4 3 2 1 0

Rate the overall customer service and timeliness in responding to customer service inquiries, issues and
resolutions:

10 9 8 7 6 5 4 3 2 i 0

Rate the knowledge of the vendor's assigned staff and their ability to accomplish duties as contracted:
10 9 8 7 6 5 4 3 2 1 0

Rate the accuracy and timeliness of the vendor’s billing and/or invoices:

10 9 8 7 6 5 q 3 2 1 0

Rate the vendor’s ability to quickly and thoroughly resolve a problem related to the services provided:
10 9 8 7 6 5 4 3 2 1 1]

Rate the vendor's flexibility in meeting business requirements:

— e ]
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10 9 8 7 6 5 4 3 2 1 0
Rate the likelihood of your company/organization recommending this vendor to others in the future:

10 9 B 7 ] 5 q 3 2 1 0

Section l. GENERAL INFORMATION

Please include a brief description of the services provided by this vendor:

During what time period did the vendor provide these services for your business?

Month: Year: to Month: Year:

Section lll. ACKNOWLEDGEMENT

1 affirm to the best of my knowledge that the information | have provided is true, carrect, and factual:

Signature of Reference Date

Print Name Title

Phone Number

E-mazil address

e —
RFP16000145 Data Breach and Credit Monitoring Services Page 87



@ experts
Master Agreement - Attachment 2 - Redacted

EXHIBIT H — PUBLIC AGENCY CLAUSE
RFP16000145 Data Breach and Credit Monitoring Services

(M) Exhibit H “Public Agency Clause” must be completed and returned with your response.

Prices offered in this RFP must be made available to other "Public Agencies", including agencies of the
State of Idaho, and as defined in Section 67-2327 of the Idaho Code, which reads: "Public Agency"
means any city or political subdivision of this State including, but not limited to counties; school districts;
highway districts; port authorities; instruments of counties; cities or any political subdivision created
under the laws of the State of Idaho. It will be the responsibility of the "Public Agency" to independently
contract with the praposer and/or comply with any other applicable provisions of Idaho Code governing
public contracts. Typically, other municipalities routinely buy from Statewide Master Contracts
established by the Division of Purchasing.

Please indicate if you accept this Public Agency Clause AND return this completed form with your
Proposal Response. Failure to accept this provision will result in a finding that your Proposal is non-
responsive.

YES ND

Name of Proposer;

1. Offerors must complete the following information on page 2 of the “Reference’s Response To"”
document before sending it to the Reference for response.

e R e i i

e e Pt e e e et e s |
— T e e S

a. P_rihi t.t.l_e q_;_:-:i_-r_\e of yc-vuf-féféfer;cé .(Eo@pn\.r/q_r_g_agj_zggigr_\_}' onth;"REFERENC_E AI-E"_ line. - i

b. Print the name of your company/organization on the “OFFEROR NAME" line.

c. Be certain that the RFP Closing date and time in Instruction 5, on the following page, is correct.

2. Send the “Reference’s Response To” document to your references to complete,

NOTE: Itis the Offeror’s responsibility to follow up with its references to ensure timely receipt of all

b oo ]
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gquestionnaires, Offerors may e-mail the RFP Lead prior to the RFP closing date to verify receipt of
references.

e e == A B s W S ]
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REFERENCE QUESTIONNAIRE
REFERENCE’S RESPONSE TO:
RFP16000245
Data Breach and Credit Monitoring Services

REFERENCE NAME {Company/Organization):

OFFEROR {Vendor} NAME {Company/Organizaticn): has

submitted a proposal to the State of Idaho, to provide the credit monitaring services. We've chosen you
as one of our references.

| INSTRUCTIONS ,

! ‘ -
-2, Complete Section Il. GENERAL INFORMATION (Th:s section is forinformation onIy and will not be I
scored.)

L o o o

S — -—.—.—-.—-—--—-—.-.-.-—--—-—.—.—-—'_-—E

3“Cnrnplete Section Iil. ACKNOWLEDGEMENT by manually sngmng and datlng the document {Réferénce - .;.
documents must mclude 2 on actuol signature.) |

e ___H____.,_.-.-..]

e T e T o e

-

RFP Lead:  Valerie Bollinger
E-mail: Valerie.Bollinger@adm.idaho.gov

Fax: 208-332-1631

Ttme) Reference documents receivad after this time will not be considered. References received
without an actual sagnature wull not be accemed

RFP16000145 Data Breach and Credit Monitoring Services  page9o



','tsl
Master Agreement - Attachment 2 - Redacted | @ . ] €

| 7. In addltlon to thls ducument the State may contactreferences by phone ore- mall for further

e S ————————
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Section I, RATING

Using the Rating Scale provided below, rate the following numbered items by circling the appropriate
number far each item:

Rating Scale

Category KEcore
Poor or Inadequate Performance D
Below Average 1-3
Average -6
Above Average 7-9
Excellent 10

Circle ONE number for each of the following numbered items:

Rate the overall quality of the vendor's services:

0 9 8 7 6 5 4 3 2 1 o

Rate the response time of this vendor:

10 9 8 7 [ 5 4 3 2 1 0

Rate how well the agreed upon, planned schedule was consistently met and deliverables provided on
time. (This pertains to delays under the control of the vendor):

10 9 8 7 6 5 4 3 2 1 0

Rate the overall customer service and timeliness in responding to customer service inguiries, issues and
resolutions:

10 2] 8 7 6 5 4 3 2 1 0

Rate the knowledge of the vendor’s assigned staff and their ability to accomplish duties as contracted:
10 9 8 7 6 5 4 3 2 1 0

Rate the accuracy and timeliness of the vendor’s billing and/or invoices:

10 9 8 7 6 5 4 3 2 1 1]

Rate the vendor’s ability to quickly and thoroughly resolve a problem related to the services provided:
10 9 8 7 6 5 4 3 2 1 0

Rate the vendor's flexibility in meeting business requirements:

= e
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10 L} 8 7 6 5 4 3 2 1 0
Rate the likelihood of your company/organization recommending this vendor ta athers in the future:

10 9 8 7 6 5 4 3 2 1 0

Section . GENERAL INFORMATION

Please include a brief description of the services provided by this vendor:

During what time period did the vendor provide these services for your business?

Manth: Year: to Manth: Year:

Section (Itl. ACKNOWLEDGEMENT

| affirm to the best of my knowledge that the information | have provided is true, correct, and factual:

Signature of Reference Date

Print Name Title

Phone Number

E-mail address

=——————— . ————————— =~
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EXHIBIT H - PUBLIC AGENCY CLAUSE
RFP16000145 Data Breach and Credit Monitoring Services

(M) Exhibit H “Public Agency Clause” must be completed and returned with your response.

Prices offered in this RFP must be made available to other "Public Agencies", including agencies of the
State of ldaho, and as defined in Section 67-2327 of the Idaho Code, which reads: "Public Agency”
means any city or political subdivision of this State including, but not limited te counties; school districts;
highway districts; port authorities; instruments of counties; cities or any political subdivision created
under the laws of the State of Idaho. It will be the responsibility of the "Public Agency” to independently
contract with the proposer and/ar comply with any other applicable provisions of idaho Code governing
public contracts. Typically, ather municipalities routinely buy from Statewide Master Contracts
established by the Division of Purchasing.

Piease indicate if you accept this Public Agency Clause AND return this completed form with your
Proposal Response. Failure to accept this provision will result in a finding that your Proposal is non-

responsive.

YES NO.

Name of Proposer:

e ]
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Valerie Bollinger

A
From: Jeremy Henley <jeremy.henley@idexpertscorp.com>
Sent: Wednesday, Yanuary 06, 2016 10:48 AM
To: Valerie Bollinger
Cc: Katrina Day
Subject: Re: RFP16000145
Attachments: Response to RFQ Questions from ID Experts_1.6.16.pdf
Hi Valerie,

Our response is attached. 1would be happy to talk at just about any time today if you have additional questions.

Essentially ID Experts provides all the services we proposed, the nature of a data breach is unpredictable in size, severity and
frequency. To manage these events for our clients suc¢cessfully we must be able to scale up and down appropriately to create
a successful business model that produces an excellent outcome for our client and a reasonable profit for ID Experts. This
requires products and services from a network of vendors to IDE which is how we create the unique program that has earned
us a pasition as the as one of the top breach response vendors.

Thank you,

Jeremy

Jeremy Henley | Direclor of Breach Services
Direcl: 425.314.7788 | jeremy.henley@idexpertscorp.com | www.ldexperiscorp.com

From: Valerie Bollinger <Valerie.Bollinger@adm.idaho.gov>
Date: Tuesday, January 5, 2016 at 4:10 PM

To: Jeremy Henley <jeremy.henley@idexpertscorp.com>
Cc: Katrina Day <katrina.day@idexpertscorp.com>
Subject: RE: RFP16000145

Hi leremy,
Apologies—here is the attachment.
Best,

Valerie

Valerie Bollinger, |JD
Buyer, Division of Purchasing
Idaho Department of Administration
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Ph: 208.332.1631 -- Fax: 208.327.7320
My regular hours are Tues-Fri, 7am-6pm

From: Jeremy Henley [mailto:jeremy.henley@idexpertscorp.com)
Sent: Tuesday, January 05, 2016 5:09 PM

To: Valerie Bollinger

Cc: Katrina Day

Subject: Re: RFP16000145

Importance: High

Hi Valerie,
I do not see an attachment.

Jeremy

From: Valerie Bollinger <Valerie.Bollinger@adm.idaho_gov>
Date: Tuesday, January 5, 2016 at 4:06 PM

To: Jeremy Henley <jeremy.henley@idexpertscorp.com>
Cc: Katrina Day <katrina.day@idexpertscorp.com>

Subject: RFP16000145

Hi Jeremy,
Please see the attached letter requesting clarification of your RFP response.

Best,
Valerie

Valerie Bollinger, |D

Buyer, Division of Purchasing

Idaho Department of Administration

Ph: 208.332.1631 -- Fax: 208.327.7320
My regular hours are Tues-Fri, 7am-6pm

Confidentiality Notice: The information contained in this electronic message is PRIVILEGED and
confidential information intended only for the use of the individual entity or entities named as reciplent or
recipients. If the reader is not the intended recipient, be hereby notified that any dissemination,
distribution or copy of this communication is strictly prohibited. If you have received this communication
in error, please notify me immediately by electronic mall or by telephone and permanently delete this
message from your computer system,

Confidentiality Notice: The information contained in this electronic message is PRIVILEGED and
confidential information intended only for the use of the individual entity or entities named as recipient or
reciplents. If the reader is not the intended reciplent, be hereby notified that any dissemination,
distribution or copy of this communication Is strictly prohibited. If you have received this communication
In error, please notify me immediately by electronic mail or by telephone and permanently delete this
message from your computer system.
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Lincoln Center One
10300 SW Greenburg Road,
Suite 570

@ experts’

ID EXPERTS RESPONSE TO QUESTIONS REGARDING

REQUEST FOR PROPOSALS (RFP) 16000145
DATA BREACH AND CREDIT MONITORING SERVICES
COVER LETTER

State of ldaho Division of Purchasing in Conjunction with NASPO
January 6, 2016

Prepared By:

Jeremy R Henley

Director of Breach Services
Jeremy.henley@idexpertscorp.com
425.314.7788

10 Experts® - Copyright 2015 Propeietary and Confidentlal
The Information in this document Is proprietary to ID Expenis™ and is privieged and confidential. Any disclosure, dugtication, or use, In whole or [n part, of
this document. may only be obtalned with the prior written consent of ID Experts™.
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Dear Ms. Bollinger,

Thank you for the opportunity to clarify sections of our proposal. Below you will find
information explains in more detail the answers to your questions. | would be happy to
have a conference call meeting at any point today as well to discuss live if you would
prefer this.

1. When ID Experts engages with a client to respond to a breach incident we
leverage our proprietary solution, YourResponse™. This process theroughly
diagnoses a breach situation to develop the most appropriate sofution to limit
the reputational, legal and financial exposure caused by these incidents. To do
this we quickly and carefully combine a set of services that are in some cases
provided internally and in others parsed out to a close network of
subcontractors. These services are Forensics Investigations, Crisis Public
Relations, Printing & Mailing, Call Center agents, Enroliment websites or
platforms and 1D protection products. The nature of our industry is that no one
knows when a breach will strike and it is necessary to provide the ability to scale
the required services to insure a custom response.,

In the case of the monitoring for individuals we receive monitoring from our
long-term distribution partner, CSID. To insure that we represent the monitoring
and protection products appropriately and accurately we rarely deviate from the
content they have provided us for these services. ID Experts takes the
monitoring from C54D and incorporates it to our proprietary monitoring solution
MylDCare.

2. The response in Section 8.6 marked trade secret is tied directly to the monitoring
which is distributed by CSID to 1D Experts and other organizations in the industry.
Yes, in working on the monitoring description of this response we did work with
our distributor for the information and marked it a trade secret at their request.

3. Asstated ID Experts has internal capacity to print and malil letters, for larger
incidents we generally work with another long-term partner, Epiq, to increase
our capacity for printing and mailing. ID Experts has two other partners, which
we have fully vetted and used for engagements in the past, which serve as
additional capacity.

The ability to understand the needs of our client and scale the services required
which can be much more than just printing and monitoring, is the value that ID
Experts brings with nearly 13 years in the industry. 1D Experts over the last 6
months has responded more than 26M lost records with no issues relative to
capacity. We would attribute this to our proprietary methods of response and

e — — el —
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our strong network of subcontractors to consistently develop a plan that will
meet the needs of multiple clients at one time.

4. 1D Experts confirms that our pricing will be binding for 180 days.

5. 1D Experts has had a Work Order Contract (#107-1350-10} with a Price
Agreement (#0409/3405) in place with the State of Oregon Department of
Administrative Services since 2009 and served multiple state departments with
our services since the inception. Please contact Cinnamon Albin for more
detailed information. Cinnamon.s.albin@state.or.us or 503-373-1496.

6. For this contract all individuals would need to contact 1D Experts to initiate an
insurance claim.

7. 1D Experts is the prime contractor for the GSA and Blanket Purchase Agreement
with the Federal government and has direct agreements with the State of
Oregon and the Blue Cross Health plans. Over the term of these agreements 1D
Experts has provided these services directly to the government agencies as well
as Blue Cross Plans. As the volumes increase for the size of event we often
incorporate Epiq to increase our printing/mailing and call center abilities.
Monitoring distributed to ID Experts from our partner CSID in part supports 1D
Experts’ identity monitoring solution, MylDCare.

The past experience examples provided in this RFQ were all large engagements
that were part of long term agreements reached directly with 1D Experts. For
smaller incidents 10 Experts handles all the printing, mailing, and call center
aspect of a response and has done such for the clients referenced in Section
6.2.2. The nature of our industry is that no one knows when a breach will strike
and it is necessary to provide the ability to scale the required services to insure a
custom response.

With regard to the clients referenced and the specific cases referenced Epiq and
CSID were engaged to complete the services offered by ID Experts to these
clients.

8. See Final Page

EXHIBIT H — PUBLIC AGENCY CLAUSE

]
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RFP16000145 Data Breach and Credit Monitoring Services

{M) Exhibit H “Public Agency Clause” must be completed and returned with your response.

Prices offered in this RFP must be made available to other "Public Agencles”, including agencies
of the State of Idaho, and as defined in Section 67-2327 of the Idaho Code, which reads: “Public
Agency" means any city or political subdivision of this State including, but not limited to
counties; school districts; highway districts; port authaorities; instruments of counties; cities or
any political subdivision created under the laws of the State of Idaho. It will be the responsibility
of the "Public Agency” to independently contract with the proposer and/or comply with any
other applicable provisions of Idaho Code governing public contracts. Typically, other
municipalities routinely buy from Statewide Master Contracts established by the Division of
Purchasing.

Please indicate if you accept this Public Agency Clause AND return this completed form with
your Proposal Response. Failure to accept this provision will result in a finding that your
Proposal is non-responsive.

YES_ X NO

Name of Proposer:_ID Experts

e —— == - - e e o s e ——
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Thank you again for the opportunity to explain the nuances of our business model. ID
Experts focus since the founding of the company has been centered on treating the
breach victim in a personal and caring way, which has led to positive outcomes for our
clients and the individuals whose information, was compromised. We appretiate the
opportunity and look forward to the next step in this process.

Very Sincerely Yours,

Jeremy Henley
Sales Manager, ID Experts

%ﬁ
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Valerie Bollinger
m

From: Katrina Day <katrina.day@idexpertscorp.com>

Sent: Tuesday, January 12, 2016 9:55 AM

To: Valerie Bollinger; Yeremy Henley

Subject: Re: RFP16000145

Attachments: Cost Proposal RFP 16000145 Data Breach and Credit Monitoring Services.pdf
Hi Valerie,

This emall is to confirm that ID Experts did make a typographical error on the pricing of data breach services over 5,000,001 +.
The pricing document should have said $.75. | have corrected this errar and attached the corrected document.

As Jeremy is traveling this week, please let me know if you have further questions.

Thank you,

Katrina Day
+1 503 788-9333 (Cell)
Katrina.d idexperiscom.

From: Valerie Bollinger <Valerie.Bollinger@adm.idaho.gov>
Date: Friday, January 8, 2016 at 4:13 PM

To: "jeremy.henley@idexpertscorp.com” <jeremy.hentey@idexpertscorp.com>

Cc: katrina day <katrina.day@idexpertscorp.com>
Subject: RFP16000145

Hi leremy,
Please see the attached letter seeking clarification of your Cost Proposal.
Thanks,

Valerie

Valerie Bollinger, D

Buyer, Division of Purchasing

Idaho Department of Administration

Ph: 208.332.1631 -- Fax: 208.327.7320
My regular hours are Tues-Fri, 7am-6pm

Confidentiality Notice: The information contained in this electronic message is PRIVILEGED and
confidential information intended only for the use of the individual entity or entities named as recipient or
recipients. If the reader is not the intended recipient, be hereby notified that any dissemination,
distribution or copy of this communication is strictly prohibited. If you have received this communication
in error, please notify me immediately by electronic mall or by telephone and permanently delete this
message from your computer system.
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EXHIBIT F - COST PROPOSAL
RFP16000145 Data Breach and Credit Monitoring Services

{ME) Exhibit F “Cost Proposal” must be completed and returned with your response.

Provide your fully-burdened rate which must include, but not be limited to, all operating and personnel
expenses, such as: overhead, salaries, administrative expenses, profit, and supplies.

Size of Breach'Event! By e T .. | ‘General Call Center (Exhibit B,
e R T Cost par, notification® (Exhibit e o M e
Y e P e Lo | saay '
(Wumbes;o! Eligile B; Sect. 83) (Unit Price) Sect.{B4).cast per cail (Unit
Persons) : LA Price)
$3.28

0 - 10,000 52.48
10,001 - 100,000 $2.15 $2.05
100,001 — 500,000 51.00 $.75
500,001 — 1,000,000 $.90 $.55
1,000,001 - 5,000,000 3.87 $.50
5,000,001+ $.75 $.40
AVERAGE unit price $ R
{for evaluation purposes
only}

*Cast must include single page (duplex) notification, #10 envelope, and first class postage.



Master Agreement - Attachment 2 -

Redacted

Number of Active One Year :'iing_lg-nu_reau_a__ Credit One Year Triple-Bureau Credit
Participants Monitoring/identity Theft Monitoring/Identity Theft
Protection (Exhibit B, Sect, BS}per Protection (Exhibit B, Sect. BS)par
person {Unit Price) person (Unit Price}
0-1,500 528.00 $50.00
1,501 ~ 15,000 525.00 $49.00
15,001 - 75,000 $24.00 $45.00
75,001 - 150,000 | #2300 $43.00
150,001 - 750,000 | *22-90 | $40.00
750,000+ $18.00 $33.00
AVERAGE unit
price $ $
{for evaluation
purposes only)

Company Name: _ldentity Theft Guard Solutions (dba ID Experts}

Company Address:10300 SW Greenburg Rd., Suite 570, Portland, OR 97223

Name of Individual submitting bid: Katrina Day

Phone: 503 788-9333

Fax:

E-mail: katrina.day@idexpertscorp.com




PLEASE NOTE THAT COVERAGE PROVIDED UNDER GROUP MASTER POLICY IF§-4-NY-1 DOES NOT INCLUDE
| COVERAGE II. EMERGENCY CASH/CASH RECOVERY.

American Bankers Insurance Company of Florida

A Stock Insurance Company
11222 Quail Roost Drive, Miami, FL. 33157-6586 (305} 253-2244

IDENTITY FRAUD INSURANCE
CERTIFICATE OF INSURANCE

INSURING AGREEMENT

We will provide the insurance descrbed in this Cernficaie 1o
association members in ectum for:

a.  the payment of premium, and

b.  compliance with all applicable provisions of this Ceruficate,

Vanous peovisions in this Cernificate restnct coverage. Read the
entire Certificate carcfully to determine rghts, dutes and what ts
and is not covered,

COVERAGE

Identity Fraud - Expense Reimbursement

. We will reimburse the association member for expenses
and legal costs mcurred by the association member
from our legal network provider, less any deductibles set
forth an the Declaranons Page, as the direct sesult of the
following.

A.  Fraud or Embezzlement
For loss ansng ouwt of fraud or embezziement
perpetrated aganst the association member, dunng
the term of the membership,

B. Theft
For loss resulting directly from theft of property
related to the association member’s information,
checkbook, savings record, ATM access or sceunnes
from the association membet, during the term of
the membership, by a person from whom the
association member purchased poods or services.

C. Forgery
For loss resulung directly from forgesy or alterabon
of checks, drafts, promissory notes, or similar writien
promises, orders or dircctions to pay money thar are:
i. Alade or drwn by or drawn upon the
association member's account; or
2. Mude or druwn by one purporiing 10 act as the
association member’s agent.

D. Data Breach

For loss resulnng directly from the misuse of
association member’s informaiion as a result of a
data compromise of wformanon from a financrl
mstilution, a4 credst reporting agency, a credit grantor
oc o securities firm that results in monies stolen from
the association member’s accounrs or misuse of
data 10 obtain property, credit or monies using the
association member's information.
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E. Stolen Identity Event
For loss resuling from a stolen identty cvemt
occurting on or ansing out of the usce of the Interet
The occurrence must be dunng the term of the
membership.

II. Emergency Cash/Cash Recovery: We will provide the
association member an Emergency Cash or Cash
Recavery benefit imited 10 payment for one occurrence
within any 12 consccutive months of the 1erm of the
membership not 1o exeeed the imit of habihy shown on
the Declarations Page 1n the cvent the associaton
member experences one af the followang events:

A, Emergency Cash Association member reporis
wallet lost ar stolen 10 a Law enforcement agency while
travehng at least 100 miles from home;

Or

B. Cash Recovery credu card deducnbles, und/ar

funds directly deswn  from  the association
member's checking or savings account should the
assocjation member have documented lost funds
due 10 an act of fruud, embezzlement, theft,
forgery or data breach which have not been
recovered.

We will pay up to the lmir of msurmnce shown on the
Declarations Page.

DEFINITIONS

We, Us, and Our means Amercun Bankers Insurance Company
of Flonda.

Access Device means a card (including ceedu, deline and VTM
cards), code, PIN, password, personal check or other sumilar
means of aceess 1o the association member's aceount at a
finyncial institution that may be used by the association
member to gun access to said account for the purpose of
withdeawing or teansfercing funds, making purchases, or making
long distance or cellular/digital (wireless) telephone calls.

Associntion means Consumer Assist Nenwork Associanon, Inc.

Association member means an associatdon member who is m
good standing wath rhe associntion:
a.  who has paid the membershup fee;
b. whase name is shown on the enrollment/registranon
form; and
c. is named as cernficate holder on the Declarations page.
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Data Breach means the misuse of the association member’s
informanion as a wsult of a dan compromise of information
from 2 financial institunon, a credit reporting agency, a credic
grantor or a securtics firm that results in monies stolen from the
association member’s accounts or misuse of dan 1o obfain
credit or manies using the asseciation member’s information.

Date of Discovery occurs when the association member first
becomes aware of ficts which would cause a reasonable person
1o assume that a less covered by this insurance has been or wall
be incurred, even though the exact amount oe derals of loss may
not then be known Discoven also occurs when the
association member receives notice of an actual or potential
clamn aganst the association member imolvng loss covered
under this insurance

Diirect Loss means a loss which occurs direetly and unmedistely
when a covered cause of loss affeets covered propesty,

Expenses mean:

. Costs incurred by 1he association member for s filing
applicatons for loans, grants, or other credu thar are
rejected solely because the lender receved from any source
mncorrect informanon as a result of the jdentity fcaud;

[I¥]

Costs for notarizing affidavits or other similar documents,
long distance selephone calls, and postage reasonalily
incurred as a result of the association member's cffors
1o report an identity fraud or amend or reetify records as
10 the association member’s true name or identity as 5
result of un identity fraud;

3 Costs for contesung the accuracy or completeness of any
information contuned m o credu report following an
identity fraud;

4. Payment for reasvnable expenses incurred that were a
result of recovery from an idemity fraud such as,
transcapt costs, appeal hond, count filing fees, expen
witness or counter fees,

'_..II

Acmal lost base wages thar would have been eamed, for
ume reasonably and necessaily 1aken off work solely as a
rusult of efforts 10 amend or reenly records as 1o the
association member’s identity us a result of an identity
froud. Actual lost wages includes remuncration for
vacation duays, discrettonary days, floanng holidays, and
paid peesonal days but not for sick days or any cost ansing
from time taken from self employment.  Coverge s
bmited 1o Dase wages within 12 months afier discovery of
an identity taud.

Family member muans the spouse, pareni, sibhings, children,
relations by marmage and/or any other member of, or persons
residing in the association member’s househiold,

Forgery meuns the signing of the name of another person or
organization with intent 10 deceive; 1 does nol mean a signare,
which consists in whole or in part of vne’s own name symed, in

any cnpnchy, for any purposc,

Fraud or embezzlement incans:
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L An elecironie, wheprphic, cable, wletype, wleficstmide or
telephone instrucuon  which purpuris 10 have been
teansmitted by the association member, but which was in
fact fraudulently ransmitted by someone dlse withow the
association member’s knawledge or consent, or

2. .\ watten istruction assued by the association member,
which was aliered by someune other than the association
member, or purporied 10 be tssued by the associntion
member but was forged or fraudulearly 1ssucd withow the
association member’s knowledge or consent; or

3. An clectronie, telepraphic, cable, telenype, tekefacsimle,
telephone or wanen instruction imually reccived by the
association member which purponts 10 have becn
transimstted by an employee bur which was m it
fraudulcarly 1ransouticd by somcone ¢lse withowr ihe
association member’s or the employee’s knowledge or
consent.

Ideatity Fraud means the aci of knowngly uansfuinng or
ustng, withowt Jawlul authonty, a means of idenuficanon of the
ussociation member with (he intent to commit, or o aid or
abet, any unlawiul acevaty that consutates a viokiion of Federal,
Siaie or local law.

Loss mcans the expenses and legal costs mcurred by the
association member as e direcy wesull of a1 covercd
transaction,

Legal Costs muans the costs for reasonable fees for an attorncy
appunted by us frum our Jegal network provider or custs, up
to » maximum of $75 per hour, for reasonable fees for an
arioeney sclecred by the association member and 1elued coun
fees, ncuered by the association member with our consun,
for:

. Defense of any legal achon  brought asgawst the
association member by a merchant, creditor ur collection
agency or eniity acting on their behalf for non-payment of
goods or scrvices or defaull un a loan as a sesult of the
identity fraud,

2 The semoval of any caminal or cvil judgments wrongh
eniered against the association member as a result of
identity fraud; and

3. Challenging the accumcy or  compluencss  of  any
mformanon 1n 4 consumer credit reporr.

Legal netwaork provider means the entity conteacicd wath us 1o
provide access fo a nationwide network of qualificd aromeys to
perfonn pre negotiated services at a pre negouated rate.

Master Policyholder means the Assocudon identificd on thie
Declaranons.

Occurrence means an mcdent of o aciual or atiempred
feaudulent, dishonest or cnmimal act or seres of related acis,
whether committed by vne or more persons,

Occurrence date incans the catliess possible date of discovery.

Proof of Loss means ceceipis for reasonable owt of pocket
expenses,
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Stolen Identity Event means the theft, unauthorized, or allegal

usc of the association member's name, social sccuity number,
or other method of idennfying the assaciation member.

EXCLUSIONS

This Certnficare does not coves:

a.

c.

loss due to any Fraudulent, dishonest oc enminal act by the
association member ar any person acting in concert with
the association member, or immediate family member,
whether acting alone or in collusion with others;

loss resvliing dircctly or indiccartly from any errors or
omissions occurring in the following actions:

the input of data to any computer system; or

the processing of data by any computer system; or

the manual or clecironic processing of any ourput
produced by any computer system;

et [

toss rosulting directly or indicecily from the volunmary
surcendenng by the associaton member of any access
device, tn whole o in part, te any person or enbty;

loss resulting from any uninientional clencal erroc in the
teansfer from or debit of any accounr of the association
member which 1s ininated by a financial institution, or any
employce(s) thereof.  [lowever, this cxclusion shall not
apply 1o a fraudulent act of an cmployee(s) of a financial
instinttion where smd cmployee(s) is acting without the
pertmssion or instruction of their employer;

loss 1n conncetion with any pre-authorized transfer from
any account to or for the benefit of a finanenl insutution,
or 1o any ather account of the association member,

ndirect or consequenual loss of any narure;

loss of potennal income not realized by the associadon
membet;

loss other than expenses,

loss resulung (rom an identity fraud that was discovered
prior to the effective date of this Certificate;

loss ansing out of business pursuits of the association
member;

loss of valuable papers, valuable documents, jowelry,
silverware and other personad property  including  the
philatelic value of stamps and the numismatic value of
coins nol in circulation;

propetry damage, bodily injury or personal injury;

losses wncurred from  financial perfoomance of any
investment of financial product;

lass from games of chance;
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as 1o Coverage, Sccnon 1, items A = I, recovery of achual
financial losses of any kind from acts of fraud or idenuty
thefi;

as to Covemage, Scction II, Emecrgency Cash/Cash
Recovery, fosses other than credit cand deduchbles, cash
and funds directly drawn from a checking or savings
account when not 2 result of an sttempled teansfer of
funds 1o any other account by the association member.
A other moncetany devices arce excluded.

any loss, claims or damages that are not covered under the
terms and provisions of tlus Cemificate;

losses or costs incurred for legal fees from any altomey
not within our legal provider network;

any loss which occurred wiale the association member
was not an acove and pad association member of the
association.

CONDITIONS

Limits of Insurance - Our maximum hmite of balnliy for
foss under this Ceruficate shall not exceed the appheable
Lirmut stated in the Declarations Page.

Al loss incidental to an acrunl or sttempted frandulent,
dishonest or criminal uct or serics of related acts, whether
commiticd by onc or mote persons, shall be deemed 10
anse out of one occurrence,

Our r1onl apgregate limit of labliy shown on the
Declamnons Page will he the smaximum amount we wall
pay for »ll covered losses per association member
repardless of the number of losses that oceur for any one
association member dudng the term of the membership

Caverage Period - “Ihis insumance coverape will become
¢ffeenve on the date indicated on the Declanions of s
Cettaficate a1 1201 AN Standard Tine, at the association
member's address stated in the Declamions

Loss Payment

We will pay any loss covered under this Ceroficate within

thiery (30} days after:

a. We reach agreement wath the association member;
or

b. “The cairy of final judgement.

Deductible — Ceriain losses are subject to a deducuble
amount as shown on the Declaranons Page. We will not
pay for loss 1n any one occurrence unul the amount of the
loss vxteeds the deductible shown on the Declarations
Page. We will then pay the amount of the loss in excess of
the deductible, up 10 the apphicable brur of babilny not
excceding the maximum amount of insurance shown on
the Decliravons Page.

Notice of Claim must be given to us by the associaton
member:
9. Inwriting; and



Master Agreement - Attachment 2 - Redacted

b. wihin a reasonable nme penod afier the dare of

discovery.
6. Scttlement of Claims

We wall pay all covered claims within ninery (90) days frum

the date we recuive acceptable proof of loss a1 our office.

7. Duties When Loss Occurs - Upon knowledge ot
discovery of loss or of an occurrence which may give dse
to a clum under the werms of his Conificare, the
ussociation 15 responsible for notifying the association
member of the fullowing requtrements:

a. Give nosice as soon as practicable 1o
(1) the appropriate awthoriy  and  affecied

institutivns, 1 appheable; and
(2) us orany of our authonzed agents;
If the loss involves a violation of lw, the
association member shall also nouly he pohice.
‘The association member must submit a copy of the
pobiee reporct when filing a claim;

L. File detuled proof of loss, duly swom to, with us
within 60 days aficr ihe discovery of boss;

[« Upon our request, sulunit to examinanon h_\ us, and
subsenbe the sane, undes oath of required;

d. Upon our request, coupersie to help us eoforce legal
dghts agams anyjone who may be luble 10 the
association member 10 mclude gving evidence and
aticading deposinons, heanng and raals;

¢.  Produce for our cxammanon all pertinent records;

. Cooperare wuh us i all matters peratning to loss or
clains;

g [or Cash Recovery, provide documentation from the
financial instrwion diat the funds were fraudulently
removed and are non recoverable from he fnancaal
insnirution; and

b Fot Emergency Cash, the assaciatian member must
submit 1 copy of a police report from a law
cnforcement agency within the junsdiction i which
the waller was lost or stolen,

all ar such reasonable times and phices as we shall

designate

‘The association member shall not voluntanly assume or

admit any habity, nor, except at said  associadon

member's own cost, volunianly make any payment or
incur any cxpense withoul our prioe wrten conseni, such
consent not to be unreasonably withheld,

The association member shall keep books, receipts, bills

and other rccords in such manner that we can accorately

deteemine the amount of any loss. .\t any nme subscquent
to the reporting of the loss to us, we may examine and
AJI9S71CPC-0109
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13.

audi the association member’s books and reeords as
they relate to a loss under 1lus Centificate.

Transfer of Rights of Recovery Against Others to Us -
If any persun ur arganization 1o or for whom we make
payment under ilus insurnce has nghts so recover
danapes from another, those nghts are transfersed o us.
That person or organizanion must do cvcryiling necessary
to secure our nghts and must do nothing to impair them.

Assignment - Tlus Certificate may not be assigned 1o
anuther person without oue written conseni. We will have
no lubility under this Cemnficate 1 the case of assygnment
without such wntten consem

Other Tasurance - Thts msurance 15 excess in the eveni
coverage is provided under any other policy/cermficue,

Action Against Us - No aciton may be brought agamst us
unless there has been full complence with all of the terms
and condnions of 1lus Cenificate and sun 1s Aled wabin
anc ycar from the date of occurrence. Na one will have
the nght to join ws as a paty 1o any aganst the
policyhalder or association member.

Canccllation of Centificate - ‘Fus Cerificate may be
cancelled by the association member by surrender
thereof 10 us or any of our authorized agents or by mailing
1o us written notice stating when thereafier the cancellanon
shall e cffecuve.  Cancedlanon will be effective the List
day of the month that the cancdlanon 15 receved in our
officc.  Premium for the wmonth m which cancellanon 1
cffecuve 1s fully carnid and no ravm premium wall be pad
for that momih

Il the association member fuls 10 pay the monihly
premium this Certificaic will automatically teommate 30
days afier due date of preminm,

We wmay cancel dus Ceraficate by mabng 10 the
association member, m1 the list addeess known 1o vs,
wrilicn notice at leasi 30 days prior to the date cancellasion
15 to take effea,

M Cernificates of Insurznce wall tenminare at the same tne
as the Alaster Policy

Upon cancellation claim (s) for coverapes ender s
Ceruficate that have a proven occurrence date dunng the
Ceenficate coverage dates will be covercd, should the daim
he filed wathin 90 days post cancellation and within 60 days
from date of discovery.

Concealment or Missepresentation - “This Ceenficate is

void as 1o uny association member if, ;1 any nme, sad

association member has:

a.  intentomlly concealed or mssrepresented a maienal
facr or circumstance,

b.  cogaged in frandulent conduct; or

c.  made false statements;

relating 10 this Certificare.
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We shall not be liable to any association member for loss
suffered as a result of action or inaction by the association
member, including such action or inaction as may result i
voidance of coverage.

14. Nonrenewal = We may clect not to renew this Cerstificate.
We may do so by delivering to the association member at
their address shown in the Declarations, wdtten notice at
least 30 days before the anniversary daie of this Cerificate

which 15 wanien for an indefinite term,  Proof of mailing
will be sufficient proof of notice.

Conlormity to Statute: This Certificate is amended to
comply wath the statutes of the junsdiction:

a. where 11 15 1ssucd; and

b. on the effecnve dare.

WTTNESS WHEREQF, we have caused tlis Certificate to be signed by #ts awhonzed Company officers and counieesigned (where

required by law) on the Declacations Page by a duly authorized represeniatve.

SECRETARY

AJ9971CPC-0109
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American Bankess-lrsuranasdorapany of Florida
A Stock Insurance Company
11222 Quall Roost Drive, Miami, FL 33157-6596 (305) 253-2244

IDENTITY FRAUD INSURANCE
MANDATORY AMENDATORY ENDORSEMENT - NEW YORK

THIS ENDORSEMENT CHANGES THE CERTIFICATE OF INSURANCE. PLEASE READ IT CAREFULLY.

Coverape, Identity Fraud — Expense Reimbursement, items
L. and I1. B. are deleted and replaced by the following:

1. We will reimburse the association member for expenses
and legal costs incurred by the assaciation member, less
any deductibles set forth on the Declarations Page, as the
direct result of the following:

1LB. Cash Recovery traditional credu cards, pre-paid credit
cards, and debit card deductibles, and/or funds direcily
drawn from the association member's mobile device
(smast phone), or checking or savings account should the
association member have documented lost funds due o
an act of fraud, embezzlement, theft, forgery, or other
data breach which have not been recovered.

Definitions, Association is deleted and replaced by the
following:

Association means Consumer Assist Network Associanon, Inc,
or any other chigible associanon, sponsor, employer, bustness or
entity named as Policyholder on the Declaranions Page.

Definstions, Association Member is deleted and replaced by
the following;

Association Member means a member, customer, cardholder,
borrower, or employee of the Master Policyholder who 1s in
good standing with the Master Policyholder.
2. who has paid the membership fee/preduct fec; and
b, whose aame 15 shown on the entollmeni/ regsiranon
form; and
c. 15 named as cectificate holder on the Declarations Page

Definitions, Expenses items 2. And 4. Are deleted and replaced
by the following:

2. Costs fot notarizing affidavits or other stmilar documents,
long distance telephone calls, rravel and postage reasonably
wncurred as a result of the association member’s effors to
report an identity fraud or amend or recnify records as o
the association member’s true name or identity as a resuls
of an identity fraud;

4. Payment for reasonable expenses incurred that were a
tesult of recovery from an identity frand such as; credn
freeze or ceedit thaw costs, transcript costs, appeal bond,
court filing fees, expert witness or couner fees;
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Defiminons, Expenses item 6. is added.

6. Child or elderly care costs that would have othenwise not
been tncurred, resulting from ime reasonably and
necessanly taken away from providing such care as a result
of efforts to amend or recify records as to the association
member’s idenity 25 a result of an identity fraud

Definitions, Legal Costs item 2. is deleted and replaced by the
following:

2. Defensc of or the remaval of any criminal or civil
fudgments wrongly enteced apainst the association
mcmber as a zesulr of identity fraud; and

Dcfinitions, Master Palicyholder 15 deleted and replaced by the
following:

Master Policyholder means the canry named on the
Declarations Page,

Exclusions, stem p. and r. are deleted and replaced by the
following:

p-  asto Coverage, Scction I1, Emergency Cash/Cash
Recovery, losses other than traditional eredit cards, pre
paid credir cacds, and debit card deducubles, eash and funds
drawn direcdy from a mobile device (sman phone),
checking or savings account. All other monetary devices are
excluded;

r.  forlegal fecs in excess of $75 per hour;

Condition 7. Duties When Loss Occurs, tem g, is deleted and
replaced by the following:

B For Cash Recovery, the association member must
authonze the financial institution 1o provide cerficd
documentation dircctly to ws, signed by an awhodzed
financial institunon sepresennative. This  documeniation
must indicate that funds were frandulently removed, the
amount of the loss, the wype of loss suffered, and
confirmation that funds are non-recoverable from the
financial inshitution; and

Condttion 11. Action Against Us is deleted and replaced by the
following:

11. Action Against Us — No action may be brought against us
unless there has beea full comphance wath all of the terms
and conditions of this Certificate and swit is filed within 24
months from the date of occurrence. No one will have the
night to join us as a party to any against the policyholder ot
association membet.
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Condiion 12. Cancellation of Certificate is deleied and
replaced by the following:

12. Cancellation of Certificate — This Certificate may be

cancelled by the asseciation member by surrender thereof
to us or any of our suthorzed agents or by matling to us
written notice stating when thereafier the cancellanon shall
be cffecive. Concellanon will be effective the last day of
the month that the cancellation 15 received in cur office.

1f we cancel, the return premium wall be computed pro rata,
If the master policyholder or the association member
request cancellation, the cetum premivm will be compured
pro rata.

We may cancel this Certificate by mailing to the association
member at their last known mailing address 1o us, at least 45
days, or 20 days if based upon non-pagyment of premum,
before the date cancellation takes effect.

When this Certificate has been in effecr for 60 days or more,
o ar any time it i3 a rencwal with us, we may cancel for one
or more of the following reasons:

1. nonpayment of premium,

b. conviciion of a crime arising our of acts mcreasing the
hazard insured agatnst;

c discovery of fraud or maternal misrepresent in the
obtaining of the Certificate or in the presentation of a
clim thereunder;

d. after issuance of the Certficate or afier the last rencwal
date, discovery of an act or omission that substantially
and matenally increases the hazard insured against, and
which occurzed subsequent to the inception of the
cucrent Certificate coverage penod;

¢. material physical change in the peoperty insured,
occucning after issuance or last tencwnl date of the
Cermficate which results in the property becoming
uninsurable in accordance with our objective, uniformly
applied underwsiting standards in cffect at the time the
Certificate was issued or last renewed; or matenal change
1n the nature ar extent of the nisk, occurnng aficr 1ssuance
or [ast annual renewal, which causes the sk of Joss 1o be
substanbally or matenally inceeased  beyond  chat
contemplaied a1 the ime the Ceraficate was 1ssued or last
renewed;

£ a determinanion by the superintendent that continuation
of our present premium volume would jeopardize our
solvency or be hazardous to the interests of ouwr
policyhiolders, creditors or the public;

g 2 determination by the suvpenntendent that  the
contnuation of the Certificate would vivlate or would
place us in violation of any provision of the New York
Insurance Laws; and

h.

where we have reason to believe, in good faith and with
sufficient cause, that there is a probable nsk or danger thar
the association member will destroy or permit 10 be
destroyed the insured property for the purpose of collecting
the insurance proceeds, provided, however, that:

(1)  notice of cancellation on this ground will inform the
assaciation member in plain language that the
association member must act within ten days if
review by the department is desired; and

notice of cancellaion on this ground will be
provided simultancously by us to the department,
and

upon watien tequest to the department by the
association member, the departiment will undertake
a review of the grounds for cancellation to determine
whether or not we have satisfied the cotena for
cancellation as speaified; if after such review the
department finds no sufficient cause for cancellation
the notce of cancellation will be deemed null and
voud.

&)

()

Upon cancellaton, clum(s) for covempes under this
Certificate that have a proven occurrence date duning the
Certificate coverage dates will be covered, should the claim
be filed within 90 days post cancellation and within 60 days
from dare of discavery.

Al Certificates of Insurance will terminate at the tame tme
as the Master Policy.

All notices of cancellaton and nonrenewal will contain the
spectfic reason for cancellation and nonrenewal.

Conduion 16. Appraisal is added as follows:

16, Appraisal — In casc the association member and we shall

faik 10 agree as 10 the actual cash value, the extent of the loss
or damage or the amoun of the loss or damage, then, on
the worten demand of esther, cach shall select a competent
and dssintecested appraiser and notify the other of the
appraiser selected within twenty days of such demand. The
apprasces shall first select 2 competent and disinterested
umpire; and faling for fifteen days to agree upon such
umpirse, then on request of the association member or us,
such umpire shall be sclecied by a judge of a court of record
in the state in which the property covered is located. The
appraisers shall then appraise the loss, staung separately the
actual cash value, the extenr of the loss or damage and 1he
amount of the loss or damage 1o cach tiem; and fadling to
agree, such submit their differences, only, to the umpire.
An award in writng, so ttemized, of any two when filed
with us shall determine the amount of the acnal cash value,
the extent of the loss or damage and the amount of the loss
ot damage. Each appriser shall be pad by the party
selecting lum and the expenses of appraisal and umpire shall
be paid by the partes equally.

ALL OTHER TERMS AND CONDITIONS REMAIN THE SAME.
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PLEASE NOTE THAT COVERAGE PROVIDED UNDER GROUP MASTER POLICY IFS-6-MN-1 DOES NOT
INCLUDE COVERAGE II. EMERGENCY S5 fAckeTeH EA B ImeaY2 - Redacted

American Security Insurance Company
A Stock Insurance Company
11222 Quail Roost Drive, Miami, FL 33157-6596 (305) 253-2244

IDENTITY FRAUD INSURANCE
CERTIFICATE OF INSURANCE

INSURING AGREEMENT

We will provide the insurance described i this Certificate to

association members in return for:

a.  the payment of premium; and

b. compliance with all applecable provisions
Cernficate,

of this

Various provisions in this Ceruficate restnct coverage. Read the
entire Cestificate carefully 1o determine nghts, duties and what 1s
and is not covered.

COVERAGE
Identity Fraud - Expense Reimbursement

L. We will retmburse the associztion member for
expenses and lepal costs incurred by the sssociaton
member from our legal network provider, less any
deductibles set forth on the Declarations Page, as the
direct result of the following:

A. Fraud or Embezzlement
For loss ansing out of fraud or embezzlement
perpetrated against the association membet, during
the teem of the membership.

B. Theft
For loss resuliing dicectly from theft of property
related to the association member's wnformation,
checkbook, savings record, ATM access or securitics
from the association member, during the term of
the membership, by a person from whom the
associntion member purchased goods or services.

C. Forgery

For loss resulung directly from forgery or aliceation
of chiecks, drafts, promissory notes, or similaz writien
promises, orders or disections to pay money that are:
I. Made or drawn by or dmwn upon the
association member's account; or

2. Made or drawn by one purporting to act as she
association member's agent.

D. Data Breach

For loss resulting diecctly from the misuse of
association membed’s information as a result of a
data compromise of mformation from a fAnancial
institution, a credit reporung agency, a credst grantor
ot a secunbics frm that resules in monues stolen from
the association member’s accounts or misuse of
data to olnain property, credit or monies using the
associatdon member's information.

AS9087CPC-0309
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E. Stolen Ideatity Evenc

For loss resuling from a stolen identty event

occurtng on or ansing out of the use of the Intemet.

The occutrence must be during the term of the

membership.
II.  Emergency Cash/Cash Recovery: We will provide the
association member an Emergency Cash or Cash
Recovery benefit himited to payment for one occurrence
within any 12 consccutive months of the term of the
membership ot to exceed the Limit of bability shown on
the Declamtions Page in the cvent the association
member expenences one of the following events:

A. Emcrgency Cash Association member reports
waller lost or stelen 10 a law enforcement agency
while traveling at least 100 miles from home;

Or

B. Cash Recovery credit card deductibles, and/or
funds directdy drawn  from  the  association
member’s checking or savings account should the
associaton member have documented lost funds
due to an act of fraud, embezzlement, theft,
forgery or data breach which have not been
recovered.

We will pay up to the lmit of insurance shown on the
Declarations Page.

DEFINITIONS

We, Us, and Our means American Security Insurance
Company.

Access Device means a card (including credin, debir and ATM
cards), code, PIN, password, personal check or other sumilar
means of access to the association membet’s account ar a
financtal insututon that may be used by the association
member to gain access to said account for the pucpose of
withdrawing or transferring funds, making purchases, or making
long distance or cellulaz/digital (wireless) telephone calls,

Association means Consumer Assist Network Associabon, Inc.

Association member means an association member who is 1n
good standing with the associaton:
a.  who has paid the membership fee;
b. whose name is shown on the enrollment/registranon
form; and
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c. is named as certificate holder on the Declarations page.

Data Breach means the misuse of the association member’s
information as a result of s data compromise of information
from a financial instrunon, a credit reporting agency, u credi
grantor or a sccurities firm that results in monies stolen from the
association member’s accounts or misuse of data 10 obrain
credit or monies using the association member's information.

Date of Discovery occurs when the association member first
becomes aware of facts which would cause a reasonable person
to assume that a loss covered by this insurance has been or will
be incurred, even theugh the exact amount or detals of loss
may not then be known. Discovery also occurs when the
association member receives notice of an acrual or potential
claim against the association member involving loss covered
under this insurance.

Dircct Loss means a loss which occurs disectly and immediarcly
when a covered cause of loss affects covered propesty.

Expenses mean:

. Costs incurted by the association member for re-filing
applicanons for loans, geants, or other credit thar are
rejected solely because the lender received from any source
tncosrect information as a result of the identity fraud;

[

Cosis for notanizing affidavits or other similar documents,
long distance telephone calls, and postage reasonably
incurred as a result of the association member's efforts
lo report an identity fraud or amend or rechfy records as
to the association member’s true name ar identity as a
result of an identity fraud;

3 Costs for contesting the accuracy or completzacss of any
information contained in a credit report following an
identity fraud;

4. Payment for reasonable expenses incurred that were a
result of recovery from an identity fraud such as;
transcapt costs, appeal bond, court filing fecs, expert
witness or courier fees;

5. Actual lost base wages that would have been camed, for
nme reasonably and necessanly taken off work solely as a
result of cfforts 10 amend or rectify records as 1o the
association member’s idenuty as a result of an identity
fraud. Actual lost wages includes remuncration for
vacation days, discretionary days, floatng holidays, and
paid personal days but not for sick days or any cost arising
from nme taken from self.employment. Coverage is
limited to base wages within 12 months afrer discovery of
an identity fraud,

Family member means the spouse, parent, siblings, childsen,
relations by marrage and/or any other member of, or persons
sesiding in the association member’s houschold.

Forgery means the signing of the name of another person or
organization with inient to deceive; it does not mean a signature,
which consists in whole or in part of one’s own name signed, in
any capacity, for any purpose.
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Fraud or embezzlement means:

L. An electronic, relegraphic, cable, reletype, telefacsimile or

telephone  instruction  which purponts to have been

transmitted by the association membee, but which was in

fact fraudulemly tcansmitted by somcone clse without the

association member’s knowledge or consent; ot

A wntten insirucrion issued by the association member,

which was altered by someone other than the association

member, or purporied ro be issued by the association

member but was forged or fraudulenily issued withowt the

association member’s knowledge or consent; or

3. An clectronic, telegraphic, cable, teletype, 1elefacsimile,
telephone or wririen tnstruction ininally received by the
association member which purports 1o have lbeen
tansmitted by an employee but which was in fact
froudulently transmitied by someone clse without the
asseciation member’s or the employee’s knowledge or
consent,

(8]

Identity Fraud means the act of knowingly mansfernng or
using, without lawful authority, a means of identification of the
association member with the intent to commit, or 1o aid or
abet, any unlawful activity that constirutes a violastion of Federal,
Siate or focal law,

Loss means the expenses and legal costs incurred by the
association mcmber as the direet result of 2 covered
transaction.

Legal Costs means the cosis for reasonzble fees for an attorney
appointed by us from our legal network provider or costs, up
to a maxunum of $75 per hour, for reasonable fues for an
aitorney sclected by the association member and related court
fees, tncurred by the assaciation member with cur consent,
for:

l.  Defense of any legal action brought against the
assaciation member by 2 merchane, creditor or collection
agency or eniity acting on their behalf for non-payment of
goods or services or default on a loan as a result of the
identity fraud;

The removal of any cnminal or civil judgments wiongly
entered against the association member as o result of
identity {raud; and

3. Challenging the accumcy or completeness of any

information in a consumer credit repot.

19

Legal network provider means the entity contracted with us to
provide access 10 1 nationwide nenvork of qualified avomeys 1o
perform pre-negotiated services at a pre-negotiated rate.

Master Policyholder means the Asscciation identificd on the
Declaratians,

Occurtence means an incident of an actual or attempted
fraudulenr, dishonest or criminal acr or series of related acts,
whether commitsed by one or more persons.

Occurnrence date means the carliest possible date of discovery.

Proof of Loss means receipts for reasomable out of pocker
expenscs.
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Stolen Identity Event means the theft, unauthorized, or illegal
use of the association member’s name, soctal security number,
or other method of idennfying the association member.

EXCLUSIONS
This Cernficate does not cover:

3. loss due to any frandulent, dishoncst or criminal act by the
association member or any person actng in concert with
the association membet, or immediate family member,
whether acting alone or in collusion with athers;

b. loss resulung directly or indirectly from any errors ot
omissions occurrng in the following aetions:
. the input of dara to any computer system; ot
2. the processing of data by any computer system; ot
3. the manual or clectironic processing of any output
produced by any compuier system;

c.  loss resulng direcily or indirectly from the voluntary
surrendenng by the association member of any access
device, in whole or in patt, to any pecson or entity;

d. loss resulung from any unintentional clerical error in the
transfer from or debir of any account of the association
member wluch is inittated by a financial institation, or any
employee(s) thereof, However, this exclusion shall not
apply to a fraudulent act of an employee(s) of a financial
insutution where said employeefs) is acting withour the
permission ot instructon of their employer;

e.  loss in connection with any pre-authorized transfer from
any account to or for the benefit of a Anancial institution,
or 1o any other account of the association member;

£, indirect or conscquenual loss of any nature;

g loss of patential income not realized by the association
member;

h.  Joss other than expenses;

1. loss resuling from an identity fraud that was discovered
priot 1o the effccnve date of tus Ceenficate;

) loss ansing out of bustness pursuits of the associatdon
membert;

k.  loss of valuable papers, valuable documents, jewelry,
silverwarc and other personal property including the
philaichc value of stamps and the aumismatic value of
coins not in circulation;

. property damage, bodily injury or personal injury;

m. losses incurred from financial perlormance of any
investment of financial producr;

n. loss from games of chance;
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o.

W

as 1o Coverzge, Section [, items A — E, recovery of acrual
financial losses of any kind from acts of fraud or idennry
theft;

as to Coverage, Sccdon II, Emergency Cash/Cash
Recovery, losses ather than credit card deductibles, cash
and funds dircctly drawn from a checking or savings
account when not a sesule of an attempted transfer of
funds to any other accouny by the association member.
All other monetasy devices are excluded.

any loss, claims or damages that are not covered under the
tecms and provisions of this Cernficate;

losses or costs incurred for legal fees from any attorney
not within our legal provider network;

any loss wluch eccurred while the association member
was not an actve and paid association member of the
association.

CONDITIONS

Limits of Insurance - Our maximum bimit of lability for
loss under this Ceruficate shall not exceed the applicable
limit stated in the Declarations Page,

All loss incidental to an acrual or attempted fraudulent,
dishonest or cuminal act or senes of related acrs, whether
committed by one or more peesons, shall be deemed 1o
anse out of one occurrence.

Our 1012l aggregate bmit of habilty shown on the
Declarations Page will be the maximum amount we wall
pay for all covered losses per association member
regardless of the number of losses that occur for any one
association member during the teem of the membership,

Coverage Period - This insurance coverage will become
effective on the date indicated on the Declarations of this
Ceraficate at 12001 AN Standard Time, at  the
association member’s address stated tn the Declaradons.

Loss Payment

We will pay any loss covered under this Ceraficate within

thurty (30) days after:

a. Woe reach agreement with the association member;
or

b. The entry of final judgement.

Deductible — Cenatn losses are subject to a deducuble
amount as shown on the Declaranons Page. We will not
pay for loss in any one occurrence untl the amount of the
loss exceeds the deducnble shown on the Declarations
Page. We will then pay the amount of the loss in excess of
the deducuble, up to the applicable bmit of bability not
exceeding the maximum amount of insurance shown on
the Declarations Page.

Notice of Claim must be given to us by the association
member:
a,  in watng; and
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b. within a reasonable time perod after the date of
discovery,

Settlement of Claims

We will pay all covered claims within ninety (90) days from
the date we ceceive acceptable proof of loss at our office.
Duties When Loss Occurs - Upon knowledge or
discovery of loss or of an occurrence which may give rse
o a clim under the tems of this Cemificate, the
association is responsible for nonfying the association
member of the following requirements:

3. Give notice as soon as practicable to:

(I) the appropriate authonty
institutions, if applicable; and

{2) wus or any of our authonzed agents;

and  affected

If the loss involves a wviolation of law, the
associntion member shall also notify the police
The association member must submit a copy of the
police report when fiing a ¢lam;

b.  File detaled proof of loss, duly sworn io, with us
within 60 days after the discovery of less;

c.  Upon our request, submit to cxamination by us, and
subscribe the same, under oath if required;

d.  Upon our request, cooperate to help us enforce legal
rights against anyone who may be hable 10 the
association member 1o include giving evidence and
attending depositions, hearing and trials;

e.  Produce for our examination all pertinent records,

f.  Cooperate with us in all matters pertaining 10 loss or
claims;

g For Cash Recavery, provide documentation from the
financial institunon that the funds were fraudulently
removed and are non recoverable from the fnancia)
mstitution; and

h.  For Emergency Cash, the association member must
submit a2 copy of a police report from a law
enforcement agency within the junsdiction in which
the wallet was Jost or stolen.

all ac such reasonable fimes and places as we shafl
designate.

The association member shall not voluntanly assume or
admit any lability, nor, excepr at said association
member's own cost, voluntanly make any payment or
incur any expense without our pdor writien consent, such
consent not to be unreasonably withheld,

The association member shall keep books, receipts, bills
and other records in such manner that we can accurasely
determine the amount of any loss. At any ime subsequent
to the reporiing of the loss 10 us, we may examine and
audit the association member’s books and records as
they relate 1o a Joss under this Cemnficae,
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10.

Transfer of Rights of Recovery Against Others 1o Us -
If any petson or organization to or for whom we make
payment under this insurance has nghts 10 recover
damages from anather, those aghts are transferred to us.
That person or arganizarion must do everything necessagy
to secure our rights and must do nothing to impair them.

Assignment - This Cernificate may not be assigned 10
another person without our written consent. We will have
no babiliy under this Certificate in the case of assignment
without such woien consent

Other Insurance - This insurance 15 excess in the evenr
coverage is provided under any other policy/ cernficate

Action Against Us — No action may be brought against
us upless there has been full compliance with all of the
terms and conditions of this Cernficate and suit 15 filed
within at least two  year after an oceurrence. No one will
have the right to join us as u party to any apainst the
policyholder or association member.

Cancellation of Certificate - This Cemificate may be
cancelled by the association member by surrender
thereof 10 us or any of eur authonzed agents or by mailing
o us wrtien notice stating when  thereafter the
cancelbaion shall be effective, Cancellation will he
effective the last day of the month that the cancellation 15
recewved in onr office.

If we cancel, the rewen premivm will be computed pro
zate. I the master policyholder or association member
requests cancellation, the return premium will be compuied
pro ata,

When the Cernficate has been in cffect for more than sy
(60} days, we may cancel ot non-trenew for one or more of
the following reasons:

a.  nonpayment of premiuvm;

b. mistepresentation or  fraud
knowledge of the insurcd;

c. sk maenially increased by an act or omission of
the insured;

d.  physical changes that are not corrected resulting 1n
property becoming uninsurable; or

¢. nonpayment of dues to an association or
orgamization when payment of dues is o
pterequisite to continuing coverage.

made with  the

If the association member fails to pay the monthly
premium  this Certificate will avtomadcally terminste 30
days after due dare of premum.

We may cancel this Cenificsc by maiing to rthe
association member, at the list address known 1o us,
written notice at least 30 days prior to the date cancellanon
is 10 rake cffect.

All Ceruficates of Insurance will terminate at the same time
as the Master Policy,
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Upon cancellation claim (s) for coverages under this
Cernficate thar have a proven occurtence date during the
Certificate coverage dates will be covesed, should the claim
be filed within 90 days post cancellation and within 60 days
from date of discovery.

Concealment or Misrepresentation - Tlus Cernficare is

void as o any association member if, ot any time, said

association member has:

a. intentionally concealed or misteprescnted a matedal
fact or circumsrance;

b.  engaged in fraudulent conducr; or

¢ made false statements;

relating 10 tlis Cernficate.

We shall not be hable to any association member for loss
suffered as a result of action or inaction by the association

SECRETARY
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14,

member, including such action or inaction as may result in
voidance of coverage.

Nonrenewal — We may elect not to renew this Cernficate.
We may do so by delivering 1o the association member at
their address shown in the Declarations, wdtten notice at
least 30 days belore the anniversary date of tus Certficats
which is written for an indefinite 1eam.  Proof of mailing
will be sufficient proof of notce.

Conformity 1o Statute: This Certficate is amended 1o
comply with the statutes of the jurisdiction:

a. where it is issued; and

b. on the effective date.

WITNESS WHEREOF, we have caused this Certficate to be signed by its authorized Company officers and countersigned (where
required by law) on the Declartions Page by a duly authonzed representanve,



Master Agreement - Altachment 2 - Redacted

American Security Insurance Company
A Stock Insurance Company
11222 Quail Roost Drive, Miami, FI. 33157-6596 (305) 253-2244
IDENTITY FRAUD INSURANCE
MANDATORY AMENDATORY ENDORSEMENT - MINNESOTA

THIS ENDORSEMENT CHANGES THE CERTIFICATE OF INSURANCE. PLEASE READ IT CAREFULLY.

COVERAGE, Identity Fraud = Expense Reimbursement,
itemn 1, the first paragraph 1s and ijtem 11. B, are deleied and
replaced by the following:

I.  We will reimburse the association member for expenses
and legal costs incurred by the association member, less
any deductible set forth on the Declacarions Page, as the
direce zesult of the following:

11.B. Cash Recovety traditional credut cards, pre-paid eredit cards,
and debit card deductbles, and/or funds direcily drawn
from the association membet's mobile device {smast
phone), or checking or savings account should the
association member have documented lost funds due to
an sct of fraud, embezzlement, thelt, forgery, or other
data breach which have not been recovered

DEFINITIONS, Association is delered and replaced by the
following:

Associntion means Consumer Asstst Nenwark Association, Inc.,
or any uiher ehgible assocition, sponsor, employer, business or
cntity named as Policyholder on thie Declaranons Page.

DEFINTIONS, Association member is deleted and replaced
by the following:

Association member means a member, customer, cardholder,
borrower, or employee of the Master Policyholder who is in
good standing with the Master Policyholder:
2. who has paid the membership fee/product fee; and
b. whose name is shown on the enrollment/registration
form; and
¢ isnamed as certificate holder on the Declarations Page.

DEFINITIONS, Expenses stems 2. and 4. are deleted and
replaced by the following:

3. Costs for notanzing affidavits or other similar
documents, long distance relephone calls, travel and
postape reasonably incurred as 3 result of the
association member’s efforts to report an identity
fraud or amend or recnfy records as to the association
member’s truc name or identity as a result of an
identity fraud,

AS1352EPC-0714

4. Payment for reasonable expenses incurred that were 3
result of recovery from an identity fravd such as;
credin freeze, credit thaw costs, transeapt costs, appeal
bond, court filing fees, expert witness or courier fees;

DEFINITIONS, Expenses, item 6. is added:

6. Child or elderly care costs that would have otherwise
not been incurred, resuling from ume reasonably and
necessanly eaken away from providing such care as a
result of efforts 1o amend or reenfy records as 1o the
association member’s identuy as a result of an
identity fraud.

DEFINITIONS, Family member is delcted and replaced by
the followang;

Family member means the spouse, parent, sibbngs, cluldeen,
rclinons Ly civil maroage and/or any other member of, or
persons residing in the association member’s houschold

DEFINITIONS, Legal Costs ttem 2. ts deleted and replaced
by the following:

2. Delense of or the removal of any cnmunal or cwvil
judgments wrongly entered aguinst the association
member as a result of identity fraud; and

DEFINITIONS, Master Policyholder is deleted and eepliced
by the [ollowing:

Master Policyholder means she ennty named on  the
Declaranons Page.

EXCLUSIONS, jtems p. and r. are deleted and seplaced by che
following:

p. as io Coverage, Section 1I. Emergency Cash/Cash
Recovery, losses other than traditional credit cards,
pre-paid credit cards, and debit card deducnbles, cash
and funds drawn dircctly from a mobile device (smart
phone), checking or savings account. Al other
monctacy devices ace excluded;

r.  legal fees in excess of $75 per hour;
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CONDITIONS, item 3. Loss Payment is deleted and
replaced by the following:

3. Loss Payment
We will pay any loss covered under this Certificare
within five (5) business days afier:
a, We reach agrecment with the association
member; or
b. The eniry of final judgment.

CONDITIONS, item 5. Notice of Claim 1s deleted
and replaced by the following:

5. Notice af Claim must be given to us by the
associntion member within a reasonable time
penod after the date of discovery.

Notice of Claim to an agent of ours ts an
acceptable notice to us,

CONDITIONS, item 8. Transfer of Rights of
Recovery Against Others to Us is amended to add
the following paragraph:

Recovery against persons or organizations also
insured under this Policy or any other Policy
issued by us wiath respect to the same loss, 1s

prohibited.

CONDITIONS, isem 12, Cancellndon of
Certificate is deleted and replaced by the following:

12, Cancellation of Certificate - This Certificate may
be cancelled by the association member by
surrender thereof to us or any of our authorized
agents or by mailing to us writien notice stating
when thereafter the cancellanon shall be eflfective
Concellaion will be effecuve the last day of the
month that the cancellaton i3 received in our
office.

1f we cancel, the return premium will be computed
pro rata.  If the master policyholder or
association member requests cancellation, the
return premium will be computed pro rat,

When the Ceetificare has been in effect for more
than ninery (90) days, we may cancel for onc or
mote of the following reasons:

8. nonpayment of premium;

b. misrepresentation or froud made by or with
the knowledge of the master policyholder ot
association member in obtaining the pohcy
or in pursuing a claim under the pobey,

c. actions by the master policyholder or
ussociation member that have substanually

ALL OTHER TERMS AND CONDITIONS REMAIN THE SAME
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mereased or substantially changed the ask
insured;

d. refusal of the master policyholder or
association member to eliminate know
conditions thar increase the patential for loss
after nobfication by us that the condinon
must be cemoved,;

e. determinanon by the commissioner that the
continuation of the policy could place us in
violation of the insurance laws of this state;

£ loss of reinsurance; or
nonpayment of dues fo an nssociation or
organizanon when payment of dues is a
prerequisite to contnuing coverage.

If the association member fails to pay the monthly
premivm this Ceruficate will automatcally terminate
thirty (30) after due date of premium

We may cancel thus Ceritficate by mailing to the
association member, at the last address known to us,
wrilien notice at least sixty (60) days pror to the date
cancellation is to take effect.

All Ceruficates of Insurance will terminate at the same
time as the Master Policy.

Upon cancelladon claim(s) for coverages under thus
Certificate that have a proven occusrence date durng
the Certificate coverage dates will be covered, should
the claim be flked within ninety (90} days post
cancellanon and within sixty (60) days from date of
discovery.

CONDITIONS, item 13, Concealment  or
Misteptesentation is  deleted and  seplaced by the
following:

13. Coacenlment or Misrepresentation - No onl or
wrticn  mistepresentation made by the association
member, or in the associntion member's behalf, in
the negotiation of insurance, shall be deemed matenal,
or defeat or avoid the policy, or prevent its attaching,
unless made wath intent 10 deceive and defraud, or
unless the marier misrepresented increases the nsk of
loss.

CONDITIONS, item 14. Nonrenewal is deleted and
teplaced by the following:

14, Nontenewal - We may clect not to renew this
Certificate. We may do so by delivering 10 the
association member at their address shown in the
Declarazons Page, writien notice at least sixry (60)
days before the anniversary date of this Cernficate
which is watten for an indefinite term,  Proof of
mailing will be sufficient proof of notice
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AMERICAN SECURITY INSURANCE COMPANY
Administrative Offices: 260 Interstate North Circle Atlanta, GA 38339
Home Office: Atlania, Georgia

ARBITRATION PROVISION

READ THE FOLLOWING ARBITRATION PROVISION ("PROVISION") CAREFULLY. IT LiMiTs CERTAIN OF
YOUR RIGHTS, INCLUDING YOUR RIGHT To A JURY TRIAL AND To OBTAIN REDRESS THROUGH
COURTS.

As used in this Arbitration Provision, "You" and "Your" mean the policyholder or policyholders,
insureds, or additional insureds, and all of his/her heirs, survivars, assigns and represeniatives.
"We" and "Us" mean American Securily Insurance Company.

Any and all claims, disputes, or conlroversies of any nature whalsoever (whether in contract, tort
or otherwise), including statutory, common law, fraud (whether by misrepresentation or by
omission) or other intentional tort, property, or equitable claims) arising out of, relating 10, or in
connection with (1) this Policy or Cerlificate or any prior Policy or Cerlificate issued by Us to You,
{2) Any credit, loan or purchase transaclion in connection with which this Policy or Certificate or
any prior Policy or Certificale was issued by Us to You, or (3) the validily, scope, interpretation, or
enforceability of this Provision or of the entire Policy or Cerificate ("Claim™), shall be resolved by
binding arbitration before a single arbitrator. Unless You and We mutually agree on an
allemative, the arbitration will take place in the county and slate where You live. All arbitrations
shall be administered by the Amarican Arbitration Association ("AAA") in accordance with ils
Expedited Procedures of the Commercial Arbitration Rules of the AAA in effecl al the time the
Claim is filed. The terms of this Provision shall control any inconsistency between the AAA's
Rules and this Provision, You may obtain a copy of lhe AAA's Rules by calling (800) 778-7879.
Upon writlen request We will advance to You either aif or part of the fees of the AAA and of the
arbitralor afler You have been unsuccessful in obtaining a waiver of fees and costs from the AAA.
The arbitralor will decide whelher You or We will be responsible for these fees. The arbitrator
shall apply refevant substanlive federal and slate law and applicable statutes of limitations and
shall provide writlen, reasoned findings of facl and conclusions of law. This Arbitration Provision
Is part of a transaction involving interstate commerce and shall be governed by the Federal
Arbilration Act, 9 U.S.C. § 1 et seq. If any portion of this Arbitration Provision is deemed
invalid or unenforceable, it shall not Invalidate the remaining portions of the Arbitration
Provision, except that in no event shall this Arbitration Provision be amended or
construed to permit arbitration on behalf of a group or class. For the purpose of this
Arbitration Pravision, American Security Insurance Company shall be deemed to include all of its
affiliates, successors and assigns, including but not limited to American Security Insurance
Company, their respective principals, pariners, officers and directors and all of the dealers,
licensees, agents, and employees of any of the foregoing entities. This Asbitration Provision shall
inure to the benefit of and be binding on You and each of the aforementioned persons and
entities. This Provision shall continue in full force and effect subsequent to and notwithstanding
the expiration or termination of this Policy or Cerlificate,

No Class Actions/No Joinder of Parties: You agree that any arbitration proceeding will only
consider Your Claims. Claims by, or on behalf of, olher individuals will not be arbitrated in any
proceeding that is considering Your Claims. You also agree that You will not join with others to
bring Claims In the same arbilration proceeding unless all such persons are named on Your
Policy or Cerlificate.

YOU AND WE UNDERSTAND AND AGREE THAT BECAUSE OF THIS ARBITRATION
PROVISION NEITHER YOU NOR WE WILL. HAVE THE RIGHT TO GO TO COURT EXCEPT
AS PROVIDED ABOVE OR TO HAVE A JURY TRIAL OR TO PARTICIPATE AS ANY
MEMBER OF A CLASS OF CLAIMANTS PERTAINING TO ANY CLAIM,

AS9038EPC-1112 AS9038
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AMERICAN SECURITY INSURANCE COMPANY

Administrative Offices: 260 Interstate Narth Circle, Atlanta, GA 30339
Home Office: Atianta, Georgla

NOTICE CONCERNING POLICYHOLDER RIGHTS IN INSOLVENCY UNDER THE
MINNESOTA GUARANTY ASSOCIATION LAW

The financial strength of your insurer is one of the most impertant things for you to consider when
determining from whom to purchase a property or liability insurance policy. It is your best assurance that
you will receive the protection for which you purchased the policy. If your insurer becemes insolvent, you
may have protection from the Minnesota Insurance Guaranty Association as described below but to the
extent that your policy is not protected by the Minnesota Insusance Guaranty Association or if it cxceeds
the guaranty association’s limils, you will only have the asscis, if any, of the insolvent insurer to satisfy
your claim.

Residents of Minnesota who purchase property and casualty or liability insurance from insurance
companies licensed to do business in Minnesota are protected, subject to limits and exclusions, in the cvent
the insurer becomes insolvent. This protection is provided by the Minnesota Insurance Guaranty
Association.

Minnesota Insuranee Guaranty Association
7600 Parklawn Avenue, Suite 460
Edina, Minnesota 55435-5137
(952) 831-1908

The maximum amount that the Minncsota Insurance Guaronty Association will pay in regard to a claim
under all policies issued by the same insurer is limited to $300,000. This limit does not apply to workers’
compensation insurance, Protection by the guaranty association is subject to other substantial limitations
and exclusions. If your claim exceeds the guaranty association's limits, you may still recover a part or all of
that amount from the procceds from the liquidation of the insolvent insurer, if any exist. Funds to pay
claims may not be immediately available. The Guaranty Association assesses insurers licensed to sell
property and casualty or liability insurance in Minnesota afier the insolvency occurs. Claims are paid from
the assessment.

THE PROTECTION PROVIDED BY THE GUARANTY ASSOCIATION IS NOT A SUBSTITUTE
FOR USING CARE IN SELECTING INSURANCE COMPANIES THAT ARE WELL MANAGED
AND FINANCIALLY STABLE. IN SELECTING AN INSURANCE COMPANY OR POLICY,
YOU SHOULD NOT RELY ON PROTECTION BY THE GUARANTY ASSOCIATION.

THIS NOTICE 1S REQUIRED BY MINNESOTA STATE LAW TO ADVISE POLICYHOLDERS
OF PROPERTY AND CASUALTY INSURANCE POLICIES OF THEIR RIGHTS IN THE
EVENT THEIR INSURANCE CARRIER BECOMES INSOLVENT, THIS NOTICE IN NO WAY
IMPLIES THAT THE COMPANY CURRENTLY HAS ANY TYPE OF FINANCIAL PROBLEMS.
ALL PROPERTY AND CASUALTY INSURANCE POLICIES ARE REQUIRED TO PROVIDE
THIS NOTICE.

NBO023-0811
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& Review Your Credit Alert from CSID

Log in to view your alert I Logiln'Now

Dear TAG_FIRSTNAME,

As part of your CSID subscription, we monitor your credit file each business day
for changes that may indicate potential identity theft. We watch for reported
changes including new inquiries, new credit accounts, address changes and

public record additions. When changes to your credit file occur, we alert you to
review,

CSID has found an alert that requires your attention. For security purposes, the
details of the alert are not provided in this email.

Log in to your account to view your alert.

Protecting your identity is our number one priority. If you have any questions,
please contact CSID Member Services at 1-855-890-2743 or email
support@CSID.com.

Sincerely,
CSID

PaRepay - Z USWydely - wawsaiby Jaise
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Alert Types and Notification Triggers (A.4)

Listed below are all of the alert types that are generated from both the credit and non-credit
monitoring services previously listed as being available to all eligible persons, as well as the
descriptions of what prompts the alerls:

Non-Credit Alerts -

Type of Alert Description of Alert Trigger

Change of Address Alert | A new change of address was reporied to the Uniled States
Postal Service matching the eligible person's identity.

Court Record Alert A new court record was reported to a courthouse in the United
States matching the eligible person's identity. This can include the
trafiic violations, misdemeanors, felonies, and warrants. This can
also include when an existing court records file has changed to
match the individual's identily. It also retumns arrests made with
the individual's identity within 24-36 hours of being booked.

CyberAgent Alert A new record was identified in the black market with the eligible
person’s monitored personal information, credentials, or financial
information,

Non-Credit Alert A new non-credit loan was obtained using the eligible person's

identity. This can include online and storefront payday loan
praviders, and rent-to-own businesses.

SSN Trace Alert A new address or name has been found associated to the eligible
person’s SSN. This includes credit header data, public
records/court proceedings, bankrupicles, and liens.

Sex Offender Alert A new Sex Offender has moved into the eligible person’s area
(current address). This can also include when an existing Sex
Offender record in the area has changed address, name, or
location,and/or if a Sex Offender has registered in the individual's

name,
Credit Alertsid1)
Bureau Description .
TransUnion Delinquent Account Record Added To Your Credil File
TransUnion Fraud Record Added To Your Credit File
TransUnion Improved Account Record Added To Your Credil File
| TransUnion New Account Added To Your Credit File
| TransUnion New Address Added To Your Credit File
TransUnion New Bankruplcy Record Added To Your Credit File
TransUnion New Employment Record Added Te Your Credit File
TransUnion New Inquiry Record Added To Your Credit File

TransUnion New Public Record Added To Your Cradit File
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Palicy Number: |FS-5-DE-1

American Bankers Insurance Company of Florida
A Stock Insurance Company

11222 Quall Roost Drive, Mlam}, FL 33157-6596 (305) 253-2244

DECLARATIONS PAGE

Policyholder and Mailing Address:

CSldentity Corporation, a Delaware Corporation
1501 South Mopac Expressway, Suite 200
Austin, TX 78746

Policy Period: From July 1%, 2015 To: July 1%, 2016
12:01 a.m. standard time al your mailing address shown above.

In return for the payment of the premium, and subject to all terms of this Policy, we agrae with
the Policyholder to pravide Insurance as slated in this Policy.

Summary of Coverages: _
| 5 -'ﬁia?'éi'gnggiargga:: | Aggregate Limit'of Liability/ J Dedirctible
I. Expense Reimbursement
A. Fraud or Embezzlement
B. Thefl $1.,000,000.00 per member No Deductible
C. Forgery
D. Data Breach
E. Stolen Identity Event
ll. Emergency Cash (A)/ Cash Recovery (B} | Not Applicable Not Applicable

Pramium; Paid for by the Policyholder

Form Numbers of Coverage Forms, Endorsements and other forms that are pari af this Policy.

Idenlity Fraud Blanket Policy

Privacy Notice DF00244A-0415

Countersigned at:

This

AJS012PKK-0414

day of

, 20

AJ9014DKK-0608

AUTHORIZED REPRESENTATIVE
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American Bankers Insurance Company of Florida
A Stock Insurance Company
11222 Quail Roost Drive, Miami, FL 33157-6506 (305) 253-2244

IDENTITY FRAUD BLANKET POLICY

INSURING AGREEMENT

We will provide the insumnce desenbed in this Policy 1o
association members in retum for:

a.  the payment of premium; and

h.  compliance vath all applicable provisions of this Pobicy.

Various provisions in tlus Policy restrict coverape. Read the entire
Policy carefully to determine nghts, duties and what is and is not
covered.

COVERAGE
Identity Fraud - Expense Reimbursement

I.  We will reimburse the association member for expenses
and legal costs incurred by the association member, less
any deducnbles set forth on the Declarations Page, as the
direct result of the following:

A, Fraud or Embezzlcment
For loss ansing out of frand or embezzlement
perpetrared agmnst the association membes, dunng
the term of the membership.

B. Theh
For loss resulting dircety from theft of property
related to the asgocintion member’s information,
checkbook, savings record, ATAI access or seenrties
from the association member, dunng the term of the
membership, by 2 person from whom the association
member purchased poody or services

C. Forgery

For loss resulting direcily from forgery or alteraton

of checks, drafis, promissory notes, or similar wrinen

promises, orders or direetions to pay money that are:

1. MAhade or drawn by or dmwn upen the
association member’s account; or

2. Made or drawn by one purpotting to act as the
association member’s agent

D. Data Breach

For loss resulung directly from the misuse of
association member's information as a resulr of a
data compromise of informaton from a hnancal
tnstitution, a credit reporting agency, a credit grantor
ot » secunres firm that results tn monies stolen from
the association member’s accounts or misuse of daln
to obtain property, credit or mowmes using the
association member’s information.

E. Stclen Identity Event
For lass resuldng from 2 stolen identity event
occuering on or ansing out of the use of the Internet.

The occurrence must be during the term of the
membership.

IE. Emergency Cush / Cash Recovery: We will provide the
association member an Emergency Cash or Cash
Recovery benefit hmited to payment for one occurrence
witlun any 12 consecutive months of the tesm of the
mumbership not te exceed the liit of hability shown on the
Declarations Page in the event the association member
experences the following event:

A. Emergency Cash Association member reports
wallet lost or stolen ro a law enforcement agency while
traveling at beast 100 miles from home;

Or

B.  Cash Recovery imditional credit cards, pré-paid

credir cards, and debit card deducables, and/or funds
directdy drawn from the associntion member's
mobile device (smart phone), or checking or savings
account should the association member have
decumented lost funds due o an act of fraud,
embezzlement, theft, forgery or data breach which
have not been tecovered.

We wall pay vp to the hmit of insurance shown an the
Declaranons Page.

DEFINITIONS

We, Us, and Qur means Amencan Bankers Insurance Company
of Flonda.

Access Device means a card (ncluding credi, debit and ATM
cards), code, PIN, password, personal check or other simular
means of access 10 the associztion member's accoum at a
financial institution tlat may be used by the association member
to gain access to said account for the puspose of wathdrwang or
transferring funds, making purchascs, or making long distance or
cellular/digital (wireless) celephone calls

Association means Consumer Assist Netwosk Association, Inc,
or any other eligible association, sponsar, employer, business or
entity named as Policyholder on the Declamtions Page.

Association meraber mean a member, customer, cardholder,
borrower, or employee of the Master Policybolder who is in
good standing with the Master Policyholder:
2. who has paid the membership fee,/ producr fec; and
b. whose name is shown on the enrollment/registration
form,

Data Breach means the misuse of the association member’s
information as a cesult of 2 daia compromise of informaiion from
a financial institution, 1 credit reporting agency, a credit grantor
or a1 secunties firm that results in momies stolen Ffrom the
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associntion member’s accounts or misuse of data to ohtain
. . - - - * -
credit or monies using the association member’s information.

Date of Discovery occurs when the association member first
becomes aware of facts which would cause a reasonable person to
assume that 2 Joss covered by this insurance has been or will be
incurred, even though the exact smount or demils of loss may ot
then be known. Discovery also occurs when the association
member reccives notice of an actual or potential claim against the
association mcmber involving loss covered under this
insurance.

Direct Loss means a loss which ocenrs disectly and immediarely
when a covered cause of Joss affecis covered propenty.

Expenses mean:

1. Costs incurred by the association member for re-filing
applications far loans, grants, or other credit that are
rejected solely because the lender received from any source
incotrect informaton as a sesult of the identity fraud;

2. Costs for notanzing effidavits or other similae documents,
long distance t&lephone calls, travel and postage reasonably
incurred as a result of the association member's efforts to
seport an identity fraud or amend or rectfy records as to
the association membet’s true name or identity as a result
of an identity fraud;

3 Costs for contesting the accumcy or campleteness of any
informaton contatned in a credit reporr following an
identity frand;

4,  Tayment for reasonable expenses incurred that were o
result of recovery from an identity fraud such as; eredut
freeze, credit thaw costs, transcript costs, appeal bond, cours
filing fees, expest witness or courier fees;

5 Acruallost base wages that would have been camed, for time
reasonably and necessarily taken off work solely as a result
of efforis 10 amend ox rectify records as 10 the association
member’s identity 25 2 result of an identity fraud. Actual
lost waoges includes remuneration for vacation days,
discretionary days, floating holidays, and paid personal days
but not for sick days or any cos! arsing from time taken
from self-employment. Coverage is limited to base wapes
within 12 months afier discovery of an identity fraud.

6. Child or elderly care costs that would have otherwise not
been incurred, tesulting from tme ceasonably and
necessarily taken away from providing such care us a resule
of efforts to amend or rectify records as to the association
member's identity as a result of an identity fraud,

Family member means the spouse, parent, siblings, children,
reladons by mardage and/or any other member of, or persons
residing in the association membec’s household.

Forgery means the signing of the name of another pesson or
organization with intent 1o deceive; it does not mean a signanure,
which consists in whole or in part of one’s own name signed, in
any capacity, for any purpose.

Fraud or embezzlement means:

1. An electronic, telepraphic, cable, teletype, telefacsimile or
telephone instruction which purports (o have been
transmitted by the association member, but which was in
fact fravdulentdy transmitted by someone else without the
association member’s knowledge or consent; or

2. A witten instruction issued by the association member,
which was aliered by someone other than the association
member, or purported to be issued by the association
member but was foiged or fraudulently issued without the
association member’s knowledge or consent; or

3. An clectronic, selegraphic, cable, telerype, telefacsimile,
telephone or written instruction initially received by the
associaton member which purpocts to have been
transmitted by an employee bur which was in fact
fraudulently transmitted by someone clse without the
association member's or the cmployee's knowledge or
consenl.

Identity Frand means the act of knowingly transferring or using,
without lawful suthorty, 1 means of identfication of the
Association member with the intent te commit, or to 2id or abet,
any unlawful acuvity that constitutes a vialation of Federal, State
or Jocal law,

Loss means the expenses and legal costs incurred by the
association member as the direct result of o covered transaciion

Legal Costs means the costs for reasonable [ees for an attomey
appotnied us from our legal network pravider or costs, up 10 8
maximwn of §73 per hour, for reasonable fees for un anorney
sclected by the association member and related court fees,
incurred by the association member with our consent, for:

1. Defense of any legal action brought sgainst the association
member by o merchant, creditor or collecnon agency or
entity acting on their behalf for non-payment of goods or
services or default on a loan as a result of the identity fraud;
Defensc of or the removal of any criminal ot civil judgments
wrongly entered against the association member as a result
of identity fraud; and

3. Challenging the accuracy or completeness of any

information in a consumer credif repott,

td

Legal network pravider means the enury contracted with us to
provide access to a nabonwide network of qualified attomeys to
perform pre-negotiated scrvices at a pre-negotiated rate.

Oceurrence means an incident of an actual or attempted
fraudulent, dishonest or caminal act or senes of related acts,
whether committed by one or more persons,

Occurrence date means the eadiest passible darte of discovery.

Policyholder means the entity idendfied on the Declarations
Page of this Policy.

Proofl of Loss means receipts for reasonable out of pocket
expenses,

Stolen ldentity Event means the thefr, unauthorized, or Hlegal
usc of the association member’s name, social secunty number,
or other method of identifying the association member.
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EXCLUSIONS

Thss Policy does not cover:

b

loss due to any fraudulent, dishonest or enminal acr by the
association member or any person acling in concert with
the associntion member, or immediate family member,
whether zcung slene or in collusion with others;

lass resulung diectly or indirectly from any errors or
omissions accurring in the following actions;

1. the mpui of dara 10 any compuler system; or

the processing of data by any computer system; or

the manual or clectonic processing of any output
produced by any computer system;

Ll O

lass resalung direcly or indirecdy from the voluntary
surrendenng by the associaton member of any access
device, in whole or in part, to any person or ennity;

loss resulting from any unintentional cledeal crior in the
wransfer from or debit of any accounr of the association
member which 15 minated by a financal institution, or any
employee(s) thereof.  However, this exclumon shall not
apply to a frudulent acr of an employee(s) of a financial
institution where said employec(s) is acting withour the
permission or instrucnon of their employer,

loss in connecdon wath any pre wuthonzed toansfer from
any account 1o or for the benefit of 3 financial instuution, or
10 any other accoun! of the association member;

ndirect or consequential loss of any nature,

lass of potenual income nor realized by the association
member;

loss other than expenses,;

Toss resuling from an identity fraud tha was discovered
prior to the effccuve date of this Policy;

loss arising out of business pursuits of the associatien
member;

loss of valuable papers, valuable documents, jewelry,
siverware and other personal propenty including the
phalaselic value of stamps and the numismatc value of coins
not in circulinon;

property damape, bodily injuey or personal mjury;

losses wcurred from financial pecformance of any
investment of financial product;

loss from games of chance;

as to Coverage, Section [, items A — E, 10 recovery of actual
financia) losses of any kind from acts of fraud or identity
theft;

as (o Coverage, Section II, Emergency Cash / Cash
Recovery, to losses ather than iraditonal eredst eards, pre-
pard credit cards, and debit card deductibles, cash and funds

ta

direcily drawn from a mobile device {smart phane),
checking or savings account, All other monetary devicesare
excluded;

any loss, claims or damages that are noi covered under the
icrms and provisions of this Pohicy;

for legal fees in excess of §75 per hou;

any loss which occurred while the association member
was 0ot an active nad paid association member of the
association.

CONDITIONS

Limits of lnsurance - Qur masimuwn bmir of Yatbiliy for
loss under this Policy shall not exceed the applicable bmit
stated on the Declarations Page.

All loss incidental to an actual or avtempted fraudulent,
dishonest or ciminal act or sencs of related acts, whether
committed by one or more peesons, shall be deemed 10 anse
out of one occurttence.

Our total aggregate bmit of hability shewn on the
Declarations Page will be the maximum amount we will pay
for all covered losses per association member regardless
of the number of Josses that nceur for any one association
member during the rem of the membership,

Loss Paymenc

We will pay any loss covered under 1hus Poliey within thirty
(30) days afrer:

a.  We reach agreement with the association member,; oc
b. The cotry of final judgment,

Notice of Claim must be given to us by the association

member

a, n wiiting; aud

b. wiuthin a reasonable tme penod after the date of
discovery.

Seculement of Claims
We wnll pay all covered claims wathin ninety (90) days from
the date we zecewe accepiable proof of loss at our office

Dutics When Loss Occurs - Upon knowledpe ar discorery
of loss or of an accurtence wlich may give risc to 2 clum
under the terms of this Policy, the association is
responsible Tor notifying the association member of the
following requiremens.

2. Give notice as soon as practicable o
(1} the approprate  auwthonty and
institutions, if apphcable; and
(2} vs orany of our authorzed agents;

affected

If the loss involves a violaton of lw, the association
member shall also notify the police. The association
member must submit o copy of the police report
when filing a claim;
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k. File detaded proof of loss, duly swom to, with us
within sixty (60) days after the discovery of loss;

c.  Upon our request, submit to examination by us, and
subscribe the same, under oath if required;

d.  Upon our request, cooperate 10 help us enforce legal
rghts against anyone who may be lable to the
association member 1o include giving evideace and
atiending depositions, hearing and tnals;

e.  Produce for our examination all pertinent records;

f.  Cooperate with us in all matcers pertaining to Joss or
claims;

g. For Cash Recovery, the association member must
authorize the finandal instiraton to provide certified
documenmtion directly to us, signed by an authorized
financial  insttuton  representative. This
documentation must indicate  that funds were
fraudulenly removed, the amount of the loss, the ype
of the loss suffered, and confirmation thar funds are
non-recoverable from the financial instoution; and

h. For Emergency Cash, the association member must
submit o copy of a police report from a law
enforcement agency within the jurisdiction in which the
wallet was Jost or stolen.

all ut such reasonsble times and places as we shall designate.

The associntion member shall not volunizaly assume or
admit any Dability, nor, cxcept st sald association
member’s own cost, volunianly make any payment orincur
any expense without our prior writlen consent, such consent
not to be unreasonably withheld.

The association member shall keep books, receipts, bills
and other records in such manner that we can accurately
derermine the amount of any boss. At any time subsequent
1o the reporting of the Joss 1o us, we may examine and audit
the association member's books and records as they relare
10 a Joss under this Policy.

Transfer of Rights of Recovery Against Others o Us -
If any person or organization to or for whom we make
payment under this insurance has rights to recover damages
from another, those rights are tmnsferred 1o us. That
person or organizaton must do everything necessary to
secure out dghts and must do nothing to impair them.

Assignment - This Pelicy may nor be assigned 10 another
person without our wiitten consent.  'We will have no
bability under this Policy in the case of assignment without
such writien consent.

Other Insurance - This insutunce is excess in the eveni
covemge is provided under any other policy/certificare.

Action Against Us — No action may be brought against us
unless there has been full compliance with all of the terms
and conditions of this Policy and suit is filed within twenty-

10.

11

four {24) months from the date of occurzence. Ne one wall
have the dght to join us as a panty to any against the
policyhalder or association member.

Cancellation of Policy - This Policy may be cancelled by
the policyholder for any reason upon thirty (30) days
written notce to us and each effected association member
stating when thereafter the cancellation shall be effectve.

If we cancel; the return premium will be computed pro rata.
1f the policyholder requests cancellation, the return
premium will be computed pro raa,

We may cancel this Policy by mailing to the policyholder,
at the mailing address shown in the policy and to each
affected association member at their last known address,
written notice at least sixty {60) days, or ten (10) days based
upon non-payment of premivm, before the date cancelladon
takes effect. The written nouce will state the reason for
cancellation.

When this Policy has been in effect for sixty (G0) days or
more, we may cancel for one or more of the following
reasons:

1. nonpayment of premium;

b. conviction of a crime asising ouf of acts increasing
the hazard insured against;

c.  discovery of fraud or material misrepresentation in
the obtaining of the Policy or in the presentation
of ¢ claim thereunder;

d. fraud;
e. fuilure 10 comply with loss control
recommendations;

f.  loss of ot changes in reinsurance;

g matedal increase in hazard due to changes n
statutory or casc law;

h. loss of or change in capacity;

i.  any other reasons approved by the commissioner.

Upen cancellation claim (s} for coverages under this Policy
that have a proven oceurrence date dusing the Policy
coverage dates will be covered, should the claim be filed
within ninety (20} days post cancellaion and within sixty
(60} days from date of discovery.

We may elect not to renew this Policy. We may do so by
delivering to the palicyholder at their address shown in the
Declarations, wntten notce at least sixty (60) days before the
anniversary date of this Policy which is written for an
wndefinite teem. The writren notdce will state the season for
Nenrenewal. Proof of mailing will be sufficienr proof of
notice,

Al coverage under this Policy will terminatc at the same
ume as the Policy.

All notices of cancellation and nanrencwal will contain the
specific reason for cancelation and nonrencwal,

Concealment or Misrepresentation - This Policy 15 vold
a5 to any policyholder if, at any time, said policyliolder or
any association member has:
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1. intemionally concesled or mistepresented a materal
faci or circumstance;
. cogaged in fraudulent conduct; or
c. made fulse statements;
relating 1o this Policy.

We shall not be lutble to any association member for loss
suffered as a result of acton or maction by the
policyholder, including such acdon or inaction as may
result in voidance of coverage

Conformity to Starute: This Policy is amended 10 comply
with the statutes of the junsdicnon:

a. where it is 1ssued, and

b. on the cflecove dae

Reporting — The association i5 to send us reporis on a
form provided by us, This foem will include the names and
addresses of the association members enuded to the
bencfits under thus Poliey. The assaciation is 10 send the
report no later than the fifieenth (15) day of the moath
following the reporting pedod.

\bapmit

14.

15

Examinaton of Books and Records - We may examme
and andit the associntion’s books and records as they relate
to this Policy at 4 mumally agreed time and place during the
coverage perod and up 1o three (3) vears afterward.

Appraisal — In the case the policyholder and we shall ful
1o agree 95 to the actual cash value or the amount of loss,
then, on the wntten demand of cither, each shall select a
compelent and disinterested appraiser and notify the other
of the appraiser selecied within twenty days of such
demand. The appraisers shall first select a competent and
disinterest umpire; and filing for fiftecn (15) days 10 agree
upon such umpire, then on request the policyholder or us,
such umptre shall be selected by a judge of a court of record
in the stare in which the property covered is located. The
appraisers shall then appraise the loss, siating separately
nctual cash value and loss 1o cach itewn; and failing 1o agree,
such subrmit their differences, only, to the umpire. An award
in writing, so liemized, of any two when [ied with us shall
detesmine the amount of actual cash value and loss. Each
appraiser shall be paid by the party sclecting him and the
expenscs of appraisal aned umpire shall be paid by the parnies
equally.

WITNESS WHEREOF, we have caused this Policy ta be signed by its authorized Company officers and countersigned (where required by
Iaw) on the Declacations Page by a duly authornzed represeniative,
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ASSURANT ASSURANT
Solutions® Specialty
Property®

Privacy Notice

You are a valued customer and we strive to meet your privacy concerns. We want to make sure your personal
information is protected and that you understand the policies that protect you.

Assurant Solutions and Assurant Specialty Property companies and other insurers that operate under this Privacy
Notice (“we") provide insurance, service contracts and membership products. Our products may be sold directly
to individuals, sold through our agents or offered on behalf of other companies. These other companies may be
banks; finance companies; retailers; utilities; automobile dealers; manufactured housing or mortgage campanies.

Pursuant to the United States Gramm-Leach Bliley Act, companies that qualify as financial institutions must
provide their customers with a Privacy Notice on an annual basis. If you have asked not to be solicited, that request
is still in effect. You do not need to contact us again. This is not a solicitation. You do not need 1o respond

This Privacy Notice gives you examples of the types of data we lawfully collect, use, share or disclose; and the
kinds of companies with whom we may lawfully share such data. These examples serve only as illustrations; they
should not be considered all of the data we may lawfully collect, use or share. Below is our privacy pledge to you:

Our Privacy Principles:
* We do not sell your persenal information.

* Wedo not share your personal information with anyone oulside the Assurant Solutions or Assurant Specialty
Property family of affiliated companies unless you expressly anthorize the sharing, or it is permitted or
required by law.

» We do not allow those with whom we do business 1o use our customer information for their own marketing
purposes unless there is a valid joint marketing agreement.

»  We will not collect, use, share or disclose any of your information if prohibited by law.

*  We contractually require any person or business providing products or services on our behalf to safeguard
our customer information

Information We May Collect

The level of information we may collect varies depending upon the type of services and products we offer
you. Here are some examples of the Lypes of information we may collect and how we gather it:

= From you (or provided to us on your behalf), on applications and other forms you submit to us, for example:
your name; address; social security number; telephone number, employer; and income.

 From your transactions with our companies or other nonaffilialed parties; for example: your name; address;
telephone number; age; credit card use; insurance coverage; transaction history: claims history, and

premiums.

» From consumer reporting agencies, public records and data collection agencies; for example: your obligalions
with others and your creditworthiness. However, we will not use your credit score, credit report or any other
credil-related information in jurisdictions where it is prohibited by law.

= From health care providers, such as doctors and hospitals; for example: your past or present health iti
Health data will be collected only if we need to ﬁndlt;:ut ifyonaree igib{e forpmverage, process dahc:sndmom
prevent fraud, as authorized by you or as the law may permit or require. NOTE: We collect health data only
to manage a health-related product or service; for example: life or disability insurance, for which you applied
or as otherwise permitied by law. '

* From you when you enroll, request & service, or file a claim on one of our websites; for example: your name,
address, contract number, credit card issuer and account number, petsonal identification number, e-mail
address, service contract and claim information

» From your visits lo our Internet websites; lor example: session number and user ID, By reviewing our Online
Privacy Policy along with the legal notice, terms of use, site agreement or similar named link appearing on
any of our websites, you may leamn of any “cookies” ukilized Ey us and of any additional information that
may be collected from you on that site.

DIDM 444 041 ) aghm
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Information We May Disclose or Share and with Whom

We may lawhully share customer information with other enlities as needed to deliver products and services lo

you, provide customer service, or handle your account.

Disclosures Permitted by Law

We share customer information as described above and as permitled by law.

Disclosures for Joint Marketing and Servicing

We may lawfully share customer information with persons or organizations inside or oulside our family of
companies that perform marketing services for us or with whom we have joint marketing agreements. ~

Information Regarding Former Customers

We treat the information of praspective and former cuslomers in the same manner as existing customers with

respect Lo the use of personal information,
Our Security Procedures

We restrict access to customer :'nfnm_\ation to those employees whom we know have a valid business purpose to
have access to such data. We maintain physical, electronic and procedural safeguards. We require those who
provide services for us and to whom we provide your data to keep your information safeguarded and

confidential.
Changes to this Privacy Notice

We reserve the right to change this Privacy Notice at any time, If we make material changes, we will provide
current customers a new notice that deseribes our new practices and will post it on our Internet websites

Notice of Insurance Information Practices

We may collect personal information from persons other than the individual or individuals proposed for
coverage. Personal information as well as other personal or privileged information subsequently collected by us
may in certain circumstances be disclosed to a third parly without your authorization. You have the right lo
access and correct 2]l personal information collected. A more complete Notice of Insurance Information Practices

will be fumnished to you upon request,
New Mexico and Vermont Residents

As required by state law, we will not share your financial or health data without your permission excepl as

allowed by applicable New Mexico or Vermont law.

The following companies underwrite or market services under the Assurant Solutions or Assurant Specialty
Property service marks and adhere to this Privacy Notice. We value our relationship with you, Should you have
any questions about our Privacy Notice, please write to us at The Assurant Solutions/Assurant Spediaity Property
Pnvacy Office, Post Office Box 979047, Miami, FL 33197-9047 or e-mail us your question at

theprivacyoffice@assurant.com.

Affiliates:
American Bonkers General Agency, Inc.
American Bankers Insurance Company of Florida
American Bankers Life Assurance Company of Florida
American Bankers Monagement Company, Inc.
American Memaorial Life Insurance Company
Americon Reliable Insurance Company
Assurant Payment Services, Inc
American Security Insurance Company
Assurant Service Protection, inc,
Assuran! Services of Puerto Rico, Inc.
Catibbean Americen Life Assurance Company
Caribbean American Property Insurance Company
Consumer Assist Network Association, Inc.
Federal Warranty Service Corporation
Insureco, Ing.

Non-Affiliates:
American Collectors Insurance, Inc.
1A American Life [nsurance Company
Ranchers and Farmers Mutual Insuratice Company

Insureco Agency & Insurance Services, Inc,
National Insurance Agency

Reliable Lloyds Insurance Company
Stendard Guaranty Insurance Company
Sureway, Inc

The Signal, LP.

Time Insurance Company

Tracksure Insurance Agency, Inc.

Union Security Insurance Company

Unijon Security Life Insurance Company of New York
United Service Protection, Inc

United Sarvice Prolection Corporation

U.S. Tnsurance Services, Inc

Voyager Indemnity Insurance Company
Voyager Servire Warranties, Inc,

Republic Lioyds

Sauthermn County Mutual Insurance Company
Hallmark County Mutual Insurance Company
American Hobbyist Insurance, Inc.

DOG244A-D41) agkm
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November 9, 2015
AMENDMENT 1
To: All concerned vendors
RE: RFP16000145 Data Breach and Credit Monitoring Services

. The following are changes made to the referenced RFP. This additional information is added
to and is made part of the referenced RFP,

1. The deadline to submit questions Is hereby extended to 11:59:59 pm Mountain Time on
Monday, November 16, 2015.

There are no other changes. If you have already submitted your Proposal and this addendum will alter
your Proposal, please contact the Division of Purchasing. Please remember to sign the acknowledgment

below and submit it with your proposal,

Thank you for your interest in supplying the needs of the State of Idaho.
Best,

/sf Valerie Bollinger, Buyer

Pagelof2
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Please acknowledge recelpt of this amendment by complating the spaces below, and please
return this acknowledgement with your Proposal.

ACKNOWLEDGEMENT OF AMENDMENT 1 TO RFP16000145

R WA

Signbture Date
)crﬂmg = H‘!VI.'.E.H D EXPEYtS
Printed Name Company Name

Page 2 of 2
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November 15, 2015
AMENDMENT 2
To: All concerned vendors
RE: RFP16000145 Data Breach and Credit Monitoring Services

) The following are changes made to the referenced RFP. This additional information is added
to and is made part of the referenced RFP.

1. The following states have asked to be included in the list of states named as potential
participating entities in Section 2.5 of the RFP: New Mexico and Vermont.

2. See the file with the title "RFP16000145 Q_A" for the State’s answers to all timely
received guestions. The answers are hereby incorporated into the RFP by reference,

There are no other changes. If you have already submitted your Proposal and this addendum will alter
your Proposal, please contact the Division of Purchasing. Please remember to sign the acknowledgment
below and submit it with your propasal.

Thank you for your interest in supplying the needs of the State of Idaho.
Best,

/s/ Valerie Bollinger, Buyer

Pagelof2
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Please acknowledge recelpt of this amendment by completing the spaces below, and please
return this acknowledgement with your Proposal.

ACKNOWLEDGEMENT OF AMENDMENT 2 70 RFP16000145

R WA

Signature Date
Jeremy R Henley D Experts
Printed Name Company Name

Page 2 of 2
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November 19, 2015
AMENDMENT 3
To: All concerned vendors

RE: RFP16000145 Data Breach and Credit Monitoring Services

1. The closing date of this RFP.is now December 8, 2015.

i The following are changes made to the referenced RFP. This additional information is added
to and is made part of the referenced RFP.

1, See the file with the title "RFP16000145 Q_A_Part 2” for the State’s answers to
additional timely received questions. The answers are hereby incorporated into the RFP
by reference.

There are no other changes. If you have already submitted your Proposal and this addendum will alter
your Proposal, please contact the Division of Purchasing. Please remember ta sign the acknowledgment
below and submit it with your propoasal.

Thank you for your interest in supplying the needs of the State of Idaho.
Best,

/s/ Valerie Bollinger, Buyer

Page 10f2
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Please acknowledge receipt of this amendment by completing the spaces below, and please
return this acknowledgement with your Proposal.

ACKNOWLEDGEMENT OF AMENDMENT 3 TO RFP16000145

L elL ..

Sigifature ~ Date
Jeremy = Henley D Bxperts
Printed Name Company Name

Page2of2



ID Experts® and Client 30300 Y Comanbrat ooy Ak e
. PROJECT PLAN ortand, Oregon 91223
experts Proposed Mall Date: TBD o

This Project Plan Is depandent an [D Esperts® recelving the Nnal malling dats for the affected population, Once (D Experts recelves thh data, In the propar fermat, 10 Experts will maintatn a 7 day launch date, The Project Plan below provides
spaclfic deliverables and deadlines to meset the expected launch date. The following dates Day 1-Day 7 ate placshelders until we have true dates.

Breach Response Timeling Important Final Due Dates
Date: T80 Data Load TBD
MaH Date: T8O Notification Latter TeD

Call Center Live Date FANs

Oaliva B Final Duc Date | | : Oescrigtion

1D Experts Yes Outtine of Engagement and Actlon Plan.,

Must b returned In sample formal; data is divecily loaded into CAM sysiem. Data must inchode name and full address and be
BDay1 Clignd
n final forem,
[0 Experts will perform a National Change of Address [NCOA) search. The HCOA search bs run by the U.S. Postal Service and
Dayl 10 Experts will provide the most cuerent address on fike for an individual, The NCOA search will also provide a current fist of States lor
regulatory needs (fapplicable
B
Day1l 1D Expens Template provided for Clent ¢ Izatlon, additlons and review %
. Signature for NotificationLetiers Day3 Chient |Pizasa determine wha wifl tign off on the Nolilication Letter ﬁ
|b- Logo for Hotification Letter Day3 Caemt Must be a high resalution image in a .Ipeg or tliformat. i’
g
|nevisions: Hatification Lettet Final Day 3 D Experty This day will be wtilized to finalite the Notification Letter by working hand In hand with Client_ 3
®
M|
- 1D Expents will review 1he Notification Leiter and provide input to maintsin the desiced communieatian strategy. Thisdate ?.l
FINAL: Natification Latier Final Day4 1D Esperty/Cliont final in order 1o meet maFlogdate g
Lun . . q
crpmlnmhl Day 4 1D Experts 1D Experts will begin the programming lor tracking and recording within the CRM tystem, g.
|Mailing Nstification Letters Day? 1 Experts Flaal Notification Letter 1o allindividuats.
Day? '0 Esperts IUndeﬂvered hardeopy letiers wilt be destroyed (n 30 days unless requested pHor to Inlial malli ng. All elecironic
L |documentation will be saved and stored electronically for 7 years and avallable to Client at any Ume.
Day3 10 Experts |1 Exprrts wil request spproval or revislens from Cllent. This letter will ¢ b the breach Incident 10 the regulsied
¥ Attorney Generals and other regulatonyagenches.
FINAL: Regulatory Notificatian Letters Day 6 10 Enpests/Clent D Experts will finallze the regulatocy notifieation letters based on Chienl’s edits.

ID Expests Confidentlal 2012



10 Experts® and Client 1 Lincoin Canter

experts’ Proposed Ml Dae: TED e Gon 7z
Mating Regulatory Naliflcation Letters Dey & 1D Experty llD Experts will print and mall ane day prior 10 legal notilicationmalling.
Day 5 D Exparis Draft of Press Release will be submitted (o Client for review.
Prats Day7 I L perts Iness Release notice 1o prominent media outlets serving the State ar parisdiction.
Day % W Expmits 10 Exparts witl pravide Client with internal employee and stali ication for appropriate ireath Il t
I Day 2 10 Espens olce flesponse Unit Scsipt: The message that callers will receive once they dial in - Clignt and 10 Experis will work 1ogether 1

Approve apprapriateverbiage,

t0 Experts will provide suggested Call Center Scripting FAQS CHant can revise and add any addition questions to

Seripting Day3 10 Experiz icate
.FIMAL'. Call Centar Seripilng FAQ's Day$ CEnat 1riml FACLS wili be uploaded b Lhe CRM syttem 2nd some wil be uploaded into the wehbsiie.
Day$S tD Experts lln Experts will load 1he final FAQ into pur CAM sysiem and bagin agent iraining.
Day3 10 £aperts 0 Experis will provide a selection of URL addresses lor Client to choose Irom as theic websiie URL.
Day2 10 Dxparts Website witt contain liment links and g J FAQ's - Client and 1D Experts will work to customize website .
Day5 (= 0] Client will ravlew and approve all webiitemaleial.

1Esuhﬂon calls and special requests: facusslon as to whom at Chent will he an polat and our main decision maker for

Day s o escalalions, with arespanse within 2.24 hours.
Day® I [aperis Calf Centet Agent training with Final FAQs, tequir and deli bles
Day & 10 Exprrty Calt Center Agents trained and live 1o handle all alls, questions and concerns.

Poit Launtch Actiwit I'r! |.'

1D Expearis Confidenttal 2012




1D Experts® and Cllent 1 Uncaln Center

experts’ oo PEOUECT PLAN i, regon 57223
roposed Mall Date: TBD
Dally-Weekly 1D Lsperts :{5‘:':"‘::2:::‘:!: :':a‘::: :le::f:t:rol call and wehbite activily as well 2s number and method of enroliments; reports dally
Intermilient 0 Eaparts 2:’:9'\“ 10 be determined. ID Experis responsible for ing budget, service levels and providing recommendatlons to
TBS 10 £2perts Iln Experts will send a Client satislaction survey for Cllent's feedback,
3-6 manths post natification letler 10 Experty Ihn day to enrol! in Cllent ed ing prog a3 ttated on the notification letter
Following Closure 10 Erparis IID Experts will prepare a final repart and ptesentation of the engagement.

pawepay - Z UaWyde)y - juawsaiby 1ejsew

ID Experts Confidentlal 2012
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EXHIBIT F — COST PROPOSAL
RFP16000145 Data Breach and Credit Monitoring Services

{ME) Exhibit F “Cost Proposal” must be completed and returned with your response.

Provide your fully-burdened rate which must include, but not be limited to, all operating and personnel
expenses, such as: overhead, salaries, administrative expenses, profit, and supplies.

oo | oo e | TETSIELS LS
= B, Sect. B3) (Unit Price} * P
Persons) Price)
$3.28
0- 10,000 $2.48
10,001 — 100,000 52.15 $2.05
100,001 - 500,000 51.00 $.75
500,001 — 1,000,000 5.90 $.55
1,000,001 - 5,000,000 5.87 $.50
5,000,001+ $.75 $.40
AVERAGE unit price $ A
{for evaluation purposes
only)

*Cost must include single page {duplex) notification, #10 envelope, and first class postage.



Number of Active | One Year Single-Bureau Credit One Year Triple-Bureau Credit

Participants Monitoring/ldentity Theft Monitoring/ldentity Theft
Protection (Exhibit B, Sect. B5)per Protection (Exhibit B, Sect. B5)per
person {Unit Price) person {Unit Price)

0-1,500 528.00 $50.00

1,501 - 15,000 $25.00 $49.00

15,001-75000 | #2400 $45.00

75,001 - 150,000 | *23-00 $43.00

150,001 - 750,000 | 32200 $40.00

750,000+ $18.00 $33.00

AVERAGE unit

price $ $

{for evaluation
purposes only)

Company Name: _ldentity Theft Guard Solutions {dba ID Experts)

Company Address:10300 SW Greenburg Rd., Suite 570, Portland, OR 97223

Name of Individual submitting bid: Katrina Day

Phone: 503 788-9333 Fax:

E-mail: katrina.day@idexpertscorp.com




